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Abstract Password-based authentication schemes for server-client system are convenient to use, but vulnerable to
dictionary attack or brute-force attack. To solve this vulnerability, Cryptographic secret key is used for security, but
difficult to memorize. So, for the first time, Das proposed a biometric-based authentication scheme to solve various
problems but it has various vulnerabilities. Afterwards, Jiping et al. improved Das’s scheme, but some
vulnerabilities remain. In this paper, we analyze the cryptanalysis of Jiping et al.’s authentication scheme and then
propose improved biometric based user authentication scheme to resolve the analyzed problem. Moreover, we
conduct a security analysis for the proposed scheme and make a comparison between the proposed scheme and
other biometric based user authentications.
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Logged-In Users Attackell ¢Faa}t}, A& WA KskAl Hnh

Client () Server (5;)

when receiving {g;, M2, M3, T,

checks (I'* —T) > A T?

computes My = h2((g;| X)||T), Ms = h(My) & M,
and verifies whether My = M57

computes Ms = h(R;||T5),

<M4,M5,M77T5> M7 :M4€BM5,
when receiving (M4, Mg, M7, Ts)
at T**, C; checks (T** — Tg) > A T7
verifies My = My?
computes Mg = My ¢ M7, then verifies Mg = Mg?
computes My = My 6 Mg, then verifies Mg = M7?
computes Mg = h(R,||T"),and then M11 = M7 & Mg,
computes sk = h(R.||Ms||e; & r})
(M1, R, T")
>

when receicing (Mi1, Re,T") at T%**, verifies (T*** —T") > 4 17
then computes Mo = h(E,||1"),

Mis = My & Mg & M2, then verifies My3 = M11?

if it holds, S; accepts Cfs login request.

computes #k — h(Re[A(R|T2) | (gl Xo)

a3 7. Metsks 215 atd
Fig. 7. The proposed authentication step
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(07) User Impersonation Attack : AF&2}7F 2191
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(09) Insider Attack : ¥ 27l 5231400 A
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(10) Man-in-the-Middle Attack : 7HA} &2 o]zt
A ALgAS AB Zhe] BAVEES A
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User Authentication Scheme based

on Security—enhanced Biometric Information for C/S System

o}, SR Aoke

T AN = 23 kol A (10) Yes No Yes Yes
B A A9, AT A SeE WEseE W an Yes Yes No Yes
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o (14) Biometric Recognition Error : Jiping 52| 2 D o o o Yes
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