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ABSTRACT

In this paper, we study and implement ways for users to easily apply and manage the DNSSEC in a domestic environment.
DNSSEC is the DNS cache information proposed to address the vulnerability of modulation. However, DNSSEC is difficult to apply

and manage due to insufficient domestic applications. In signing keys for efficient and reliable management of DNSSEC, we propose

proactive monitoring SW and signing keys. This is an automatic management s/w signing key for DNSSEC efficient and reliable
management and to provide a monitoring of the signing key. In addition to the proposed details of how DNSSEC signing key update
and monitoring progress smoothly, we expect that the present study will help domestic users to apply and manage DNSSEC easily.
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Fig. 1. Present Condition of Country DNSSEC(2014)
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Table 1. The Resource Record of DNSSEC

a2 FFZE(RR) Me
ZHQl Eof F7)7] volEE Ag3ste AlF
DNSKEY 7] °3 RR
RRSIG £ obdl 2E RRsetoll whdk sel7]1e] Az}

k]uiﬁ} 754,}71—0 71-l: RR
DNS iifrol fjAAel wel Hel Fwo

DS AsE ALAAE 857 A% HeolHE
xﬂ 7\]—-5‘]_.‘:_
NSEC/NSEC3 DNS dlele] #2] d5& 913 FJ¥ RR

DNSSEC7F A&+ 9S o, {IP 224 54, UDP
A XEWS, DNS wAlA EAAA IDI7F o
=, ¢ WAIAY Answer Sectiono]l AAH $H #FHihs
=E ol¢t A AFEE AW volE(RRSIG RR)E
sto] MEAZTS 3 o] HolErt ¢ - Mz o
(Authoritative) YA 7E Mg A& dolHdAE
3 U "k o] AW AFel g volE 9 -
o 7ol AF 7l HANE UAAHE stolg &4
= 8% WAAS HelHE AL TS 9 -
LLL dolel & wfated, 7HAlel wefst

>
-— =

= BN koo f T

ol

i E 4y Bl
BN
i, A
hn)
o
)
o,
[}
2

pod)
tlo
N
N
off
ol
&
ok
=
o

3) DNSSEC 7] 7841 (Roll-Over)
DNSSECelA AlgHE 7158 oFHo 7 ALgEE A
o] oft)7] wWjEd 7] A7} Dot 7159 8 ZEA

zof ojshs & AEAES WEA ofd WA E Hlo|
EI7E iAol Aol l=A gelsfop gtk ol g A
delHES FAE 4, SdoldES] AuEE Ad=z
A oA "k e 5o, 71E9 712 Ad & el

HEg dgaEn & 45 712 717 A6l EAeA
e Fgel, Ex st wdle) Bgeld Y £ Hold
= AxH(bogus) HolHE HFHT}

A7) Bt 448 ZEHResolver) 7t H5d F717

=LH DNSSEC ME7Iol =22l #te|

m
o

It XSzt Lot 261
24 g ZEW(Resolver)7} DNS dlo]E] 5ol AM&-3HA =&
T/H71E #rh DNSSECOIA Abgdh= 7] KSK(Key
Signing Key)®} ZSK(Zone Signing Key)o|tl. KSK+= 2%
DNSKEY RR setell tigh Amnt sagich i goel o
U e oy e 718 AWE 714 gdete %7
(FA7NE KSKE & 7171 Z=rdl 99e] ZSK Ho]
E]E 7t= DNSKEY RR sets AW ettt

ZSKe= =MQl o] &fskal Sl RR 5o disl A
W3, 99 Ao A}ﬂ‘lE]—L— Glue recode(NS 2 o]} 3
¥l A9 AElZE, IPv6el 75 AAAA
=)= Ak °LLE‘r ZSKe & Q7 =gl
o] ‘afdte EE ZWdY RR setS tioz /‘1““5&5}
A7) A FrIH 0w Mg dA AREEE 79

F7 Oﬂ "}%Q 712 w2l 28 (Pre-publish)dle] 7]

] Fig. 2¢} o] 974 7|3k &3t 2719 A
A 4;4010101 ARL Aw7] wAd wE Mulx
wAetA] eth

- Create Delete
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Table 3. The Automatic S/W of DNSSEC KEY Generation

k=0
kdata=$(echo ${ilines[(ixkent)+(kent-11} | tr “I” “\n”)
for y in $kdata
do
((k++))
case “$k” in
‘2) #zone nam
zname=%y;;
‘5’) #key publish date
pdate=%y;;
‘6’) #key activate date
adate=%y;;
“T’) #key inactive date
idate=$y;;
‘8") #key delete date
ddate=%y;;
esac
done
dpdate="date +%Y%m%d%H%M%S -d “${pdate:0:8} +3month
${pdate:8:2):${pdate:10:2):${pdate:12:2}”
dadate="date +%Y%m%d%H%M%S -d “${adate:0:8} +3month
${adate:8:2):${adate:10:2}:${adate:12:2)
didate="date +%Y%m%d%H%M%S -d “${idate:0:8} +3month
$lidate:8:2}:$lidate:10:2):$lidate:12:2)™
dddate="date +%Y%m%d%H%M%S -d “${ddate:0:8} +3month
${ddate:8:2}:${ddate:10:2}:${ddate:12:2}”

#echo “${EXE_PATH)/dnssec-keygen -3 -r /dev/urandom -b
1024 -n ZONE -P $dpdate -A $dadate -I $didate -D $dddate
${zname}.” >> SLIB_PATH/keygen.cmd
result="${EXE_PATH}/dnssec-keygen -3 -r /dev/urandom -b
1024 -n ZONE -P $dpdate -A $dadate -1 $didate -D $dddate
${zname}.’

#echo “${zname} zone new file keygen is ${result)” >> $LIB_
PATH/keygen.result

echo “${EXE_PATH}/dnssec-keygen -3 -r /dev/urandom -b
1024 -n ZONE -P $dpdate -A $dadate -1 $didate -D $dddate
${zname}.” >> SLIB_PATH/runcmd.kgen

echo “rm -f ${ZONE_PATH)/dnssec/${dname}/$result}.«” >>
$LIB_PATH/recovery.rm

#printf “%s Zone create data is [publishi{%s)}, activate{%s},

inactive:{%s}, delete:{%s}\n" “$zname” “$Sdpdate” “$dadate”
“$didate” “$dddate”
chown named:named

${ZONE_PATH}/dnssec/Sdname/H result}.
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el
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Fig. 4. The Creation of Singing Key Chart File
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Table 5. Main Details of the Chart
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Signing key type  Keéy no. Start of days End of days
K=y Signing K=y 1 17625 |01 April 2014 01:00 |21 July 2017 01:00  |In progress: 26.32%
publizh date 01 April 2014 01:00 |01 April 2014 01:00  Done
activate date 01 April 2014 01:00 |21 July 2017 01:00 pr
Zone Sigring Key 1 |56000 |01 April 2014 01:00 |21 July 2014 01:00 | Done
publish date 01 April 2014 01-00 |11 April 2014 01:00  |Done
activate dat= 11 April 2014 01:00 |11 July 2014 01:00  |Done

nactivats daf= 11 July 2014 01:00
Zone Signing Key 2 62414 |01 July 2014 01:00
publish date 01 July 2014 01:00 11 July 2014 01:00 Done
activale daf= 11 July 2014 01:00 11 October 2014 01:00 Done
nactivate date 11 October 2014 01:00 21 October 2014 01:00|Done
Zon= Signing Key 3 39935 |01 October 2014 01:00 21 January 2015 01:00|Done
publizh date 01 October 2014 01:00) 11 October 2014 01:00 Done
activate dafs 11 October 2014 01:00| 11 January 2015 01:00|Done
11 January 2015 01:00| 21 January 2015 01:00|Done
Zone Sigring Key 4 |28138 |01 Janvary 2015 01:00) 21 April 2015 01:00
publish date 01 January 2015 01:00| 11 Yanuary 2015 01:00|Done
activate dal= 11 January 2015 01:00| 11 April 2015 01:00
nactivate date 11 April 2015 01:00 |21 April 2015 01:00
Zon= Signing Key 5 63317 |01 April 2015 01:00 | 21 July 2015 01:00
publizh date 01 April 2015 01:00 | 11 April 2015 01:00
activale dat= 11 April 2015 01:00 | 11 July 2015 01:00
nactivate dafs 11 July 2015 01:00 21 July 2015 01:00
Zone Sigring Key 6 |23843 |01 July 2015 01:00 21 October 2015 01:00
publizh date 01 July 2015 01:00 |11 July 2015 01:00
activals date 11 July 2015 01:00 11 October 2015 01:00 N
nactivate datz 11 October 2015 01:00| 21 October 2015 01:00| K
Zon= Signing Key 7 (08174 |01 October 2015 01:00 21 January 2016 01:00F
publizh date 01 October 2015 01:00) 11 October 2015 01:00 K
activale dat= 11 October 2015 01:00 11 January 2016 01:00|F
nactivate dat= 11 January 2016 01:00| 21 January 2016 01:00|Not start=d
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21 October 2024 01:00|Done

nactivate dat=
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Fig. 6. Monitoring Result
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