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( Steganalysis of Content-Adaptive Steganography using Markov
Features for DCT Coefficients )
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Abstract

Content-adaptive steganography methods embed secret messages in hard-to-model regions of covers such as
complicated texture or noisy area. Content-adaptive steganalysis methods often need high dimensional features to capture
more subtle relationships of local dependencies among adjacent pixels. However, these methods require many computational
complexity and depend on the location of hidden message and the exploited distortion metrics. In this paper, we propose
an improved steganalysis method for content-adaptive steganography to enhance detection rate with small number features.
We first show that the features form the difference between DCT coefficients are useful for analyzing the content-adaptive
steganography methods, and present feature extraction mehtod using first-order Markov probability for the the difference
between DCT coefficients. The extracted features are used as input of ensemble classifier. Experimental results show that
the proposed method outperforms previous schemes in terms of detection rates and accuracy in spite of a small number
features in various content-adaptive stego images.
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