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Abstract

In a distribution of digital image, there is a serious problem that is the image alteration by a forger. For the problem
solution, this paper proposes the forensic decision algorithm of a median filtering (MF) image using the feature vector
based on a coefficient of variation (c.v.) of Fourier transform. In the proposed algorithm, we compute Fourier transform
(FT) coefficients of row and column line respectively of an image first, then c.v. between neighboring lines is computed.
Subsquently, 10 Dim. feature vector is defined for the MF detection.

On the experiment of MF detection, the proposed scheme is compared to MFR (Median Filter Residual) and Rhee’'s MF
detection schemes that have the same 10 Dim. feature vector both. As a result, the performance is excellent at Unaltered,
JPEG (QF=90), Down scaling (0.9) and Up scaling (1.1) images, and it showed good performance at Gaussian filtering
(3x3) image. However, in the performance evaluation of all measured items of the proposed scheme, AUC (Area Under
ROC (Receiver Operating Characteristic) Curve) by the sensitivity and 1-specificity approached to 1 thus, it is confirmed
that the grade of the performance evaluation is rated as 'Excellent (A)’.

Keywords : Median Filtering Forensic, Median Filtering Detection, Median Filter Residual (MFR),
Fourier transform, Coefficient of Variation (c.v.).
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Fig. 2. The coefficients of variations in Fourier transform of the experiment image.
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Fig. 6. ROC curves of the proposed MF detection.

The experimental results of the performance comparison of the MF detection schemes.

MF Detection oo o e TS e
Schemes Unalt JPG0 GAU3 DNO.9 UPL1
A 0376 0.9501 0.9593 0.9408 09771
MF3 B 084% 0.9139 0.9245 0.8918 0.9367
MFR Scheme C 01877 0.1088 0.0959 0.11% 0.0665
4] A 0918 0.9628 09187 09453 0.9664
MF5 B 08433 0925 0.8783 0.8806 09130
C 01514 0.08%5 0.1479 0.1164 0.0826
A 09933 0.9987 09370 0.9593 0.9649
Rhee’s MF3 B 09780 0.9830 0.8800 09270 0.8610
MF Detection C 00260 00185 0.1065 0.06% 0.1040
Scheme A 09699 0.9986 0.9664 09793 0.9669
3] M5 B 09330 0.9970 0.9230 0.9460 0.9280
C 0069 0.0050 00705 00515 0.0690
A 0.991 0.9985 0.979 0.9973 0.9999
Proposed  MF B 0.9830 0.9840 09180 0.9780 0.9970
VE Detecton C  0.0100 0.0100 0.0605 0.0175 0.0005
A 09983 0.99%3 0.9773 0.9989 0.9981
Scheme s TR 0,9870 0.9830 0.8950 0.9890 0.9860
C  0.0085 0.0080 0.0655 0.0075 0.0100
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