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Abstract

A satellitecommunicationsystem isoneofviablesolutionsforInternetapplicationsrunninginwideareas.However,

theperformanceofTCPcanbeseriouslydegradedinthesatellitenetworksduetolonground-triptime(RTT)andhigh

biterrorrate(BER)oversatellitelinks.Therefore,aperformanceenhancingproxy(PEP)basedTCPsplittingconnection

schemeisusedinthesatellitelinktoimprovetheTCPperformance.Inthispaper,weimplementPEPtestbedand

conductexperimenttoevaluatetheperformanceofTCPsplittingconnectionbycomparingwithhigh-speedTCPsolutions

invariousenvironments.Inourexperimentalenvironment,weconsidermultipleconnections,highpacketloss,andlimited

bandwidth.TheexperimentresultsshowthatPEPimprovestheTCPthroughputthanhigh-speedTCPvariantsinvarious

environments.However,thereisnoimprovementoftheTCPthroughputwiththelimitedbandwidthbecausethereis

packetlosscausedbyboththecongestionandthechannelerror.

요 약

위성 통신 시스템은 광범위한 영역에서 TCP/IP를 통해 실행되는 인터넷 애플리케이션에 대한 합리적인 해결책중 하나이다.

그러나,위성 통신에서의 긴 왕복전송 시간(RTT)과 높은 비트 에러율(BER)로 인해 TCP프로토콜은 심각한 성능 저하가 발생

한다.그러므로 위성 링크에 PEP를 적용하여 위성 환경에서의 TCP의 성능을 향상시킨다.본 논문에서는 PEP테스트베드를

구현하고,다양한 환경에서 무선 채널을 고려한 변종 고속 TCP기법과 TCP연결 분할의 성능을 비교 평가하는 실험을 다중

연결,높은 패킷 손실 그리고 제한된 대역폭에서 수행하였다.성능 분석 결과 PEP는 다양한 환경에서 변종 고속 TCP보다

TCP처리율을 더 많이 향상할 수 있음을 확인하였다.하지만 네트워크 혼잡이 포함된 환경에서는 다른 변종 TCP와 비슷한

성능을 나타냈다.
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Ⅰ. Introduction

Satellitecommunicationsystemsrepresentaviable

solution forInternetaccessforwideareas.New

generation satellitesystem architecturesarebeing

designedtobefullyIPbased.Therefore,theyarean

idealmean for offering TCP/IP based Internet

servicesoverlong distancestoachieveareliable
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end-to-end (E2E) connection for data delivery.

However,a link based geostationary earth orbit

(GEO)satellite channelinduces long propagation

delay and high packeterrorrate (PER)due to

random and dynamic wireless channel. The

combinationoflonground-triptimes(RTT)andhigh

packetlossrates(PER)overtheselinkscreatean

environmentthatseriouslydegradestheperformance

ofTCPonthesatellitelinks
[1∼3]
.

High-speedTCPprotocolslikeCUBIC[4],Hybla[5],

andCompoundTCP
[6]
havebeenproposedtoaddress

issuesinwirelesslinks.Theyusepacketlossesand

increaseofqueuingdelayasindicatorsofcongestion.

ThesetypicallyinvolvetuningTCPsothatthelong

RTTs satellite links do not negatively impact

performance.However,theyseverelydegradetheir

performance in the presence of high bit error

rate(BER)
[7]
.

A well-known solution to these problems is

performanceenhancingproxy(PEP).Itisanetwork

agent that improves the network performance

betweenE2Enodes.Therearemanyresearcheson

PEPtoenhancetheTCPperformanceinthesatellite

communication
[8∼10]
. PEP with TCP splitting

connectionisusuallyemployedtopartitionanE2E

connectionsinordertoisolatedissimilarnetworks

fromthem.

Inthispaper,weconductexperimenttoevaluate

theperformanceofPEPoversatellitelinkusingour

implemented testbed.The rest ofthe paper is

organizedasfollows:insectionⅡ,wedescribethe

related workson TCP performanceoversatellite

communication.Section Ⅲ presents the system

model.TestbeddescriptionofPEP isprovidedin

sectionⅣ.InSectionⅤ,wepresentthevarious

resultsoftheconductedexperiment.Finally,Section

Ⅵ givesconclusionanddiscussion.

Ⅱ. Related Work

Initially,TCPwasdesignedforwiredlinkssoitis

based on some assumption related to specific

characteristicofwiredlinks.TheseconventionalTCP

protocolsareinadequateforsatellitecommunication

systems.Becausetheircongestioncontrolalgorithm

assumes any loss to be caused by congestion.

Comparative analysis of several techniques to

improvetheE2E performanceofTCP overlossy

wirelesslinkshavebeenstudied
[11]
.

Manyresearchershavebeendedicatedtoimprove

TCPperformanceinsatellitenetworks.StandardTCP

oftenfailstofullyutilizethenetworkcapacityin

largelinkswithlargebandwidth-delayproductdue

tothelimitationinitsconservativecongestioncontrol

algorithm.Muchworkhasbeendoneandisongoing

toimprovetheconnection’sthroughputbyadopting

more aggressive loss-based congestion control

algorithms
[1]
.TheytypicallyinvolvetuningTCPso

thatthelongRTTsrepresentativeofsatellitelinks

donotnegativelyimpactperformance.Twoversions

thatperform welloversatellitenetworksareTCP

CUBIC[4]and TCP Hybla[5].The congestion of

window oftheseTCPprotocolsincreaseindependent

ofthepropagation delay.CTCP isdeveloped by

Microsoft, which is designed to provide good

bandwidthscalabilitywithimprovedRTT fairness,

andgoodTCP-fairness,irrelevanttothewindows

size
[6,12]
.Itcombinestheloss-basedapproachwith

thedelay-basedapproachduetowhichitsflowsare

abletogettheirfairshareofthroughputinamixed

environment.Ingeneral,theseenhancedhigh-speed

TCPprotocolsachievehighthroughputeveninlong

propagation delay (RTT:520ms).However,they

decrease their performance aggressively as the

transmissionerrorincreases.

OtherTCP protocolslikeASTP[13]havebeen

designedtoadaptsatellitecharacteristicsandattain

throughputlevelsveryclosetotheavailablesatellite

capacity.SincestandardTCPisgloballydeployedin

allendsystems,theeffectivenessofthesesolutions

islimitedbythefactthattheyarenotuniversally

supportedbyallendsystemsovertheInternet,due
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Internet Satellite Link Internet

1 Transmitted Data (intercepted by Proxy)

2 ACK for the Intercepted Data 

4 Transmitted Data 

5 ACK for the Intercepted Data 3 Data Transmitted to the next Proxy

Server Proxy 1 Proxy 2 Client

TCP Connection Customized TCP/ Accelerated TCP  
or other Transport Connection

TCP Connection

그림 2. 프록시 구조

Fig. 2. Proxyarchitecture.

tothespecializednatureoftheprotocolandissues

relatedtofairnesswithotherTCPvariants.

Ⅲ. System Model 

Thesystemarchitectureconsideredinthisworkis

showninFig.1.Itconsistsofgateway,satellite,

satelliteterminal,Internet,serverand client.The

gateway, sometimes called as ground station,

provides interface between satellite system and

terrestrialnetworksorserviceproviders,whichis

reachingasatelliteterminalthroughasatellite.All

thedatarequestedbytheclientspassthroughthe

gateway.The satellite terminal is the satellite

receiverthatisconnected to theclientsthrough

terrestrialnetworks or Internet.The satellite is

bent-pipeGEO-repeater,whichitisonlyreflector

repeatreceivedtrafficfromtransmittertoreceiveron

the ground.The satellite segment (gateway to

terminalorviceversa)havealargepropagation

delay(averageGEObi-directionalRTT:520ms).

Internet

Server Gateway Satellite Terminal Client

35,785km 
from Earth

Internet

그림 1. 시스템 구조

Fig 1. Systemarchitecture.

Proxyisplacedattheedgesofasatellitelinkso

thatalltraffictotraversethesatellitelinkwillgo

throughitwiththepurposeoftransparentlysplitting

theE2ETCPconnectionbetweentwoendhostsinto

threeseparateconnections(distributed)asshownin

Fig.2.Twoproxiesexistbetweentheendhosts,and

theyinterceptthedataoneachendhost'ssideofthe

satellitelink.Thethreeconnectionsareestablished

between thetwo proxies,serverand client.The

transportlayerprotocolformiddlesegmentwillbe

eitheroptimizedTCPoranother.

TheprotocolstackarchitectureofdistributedTCP

splittingbasedPEPsolutionconsideredinthiswork

isshowninFig.3.ItdividestheE2Econnectionin

tothreesegments,byisolatingthesatellitelinkfrom

theterrestrialnetwork.Theterrestrialsegmentshave

shortRTTandtheyarealsoerror-free.Thesatellite

TCP

IP

MAC

PHY

TCP

IP

MAC

App

TCP

PHY
Wired

Satellite Segment

Gateway
(PEP1)

Terminal 
(PEP2)

Server Client

TCP

IP

MAC

TCP

PHY

TCP

IP

MAC

PHY

App

Terrestrial SegmentTerrestrial Segment

Wired

Satellite

Wireless

End-to-End TCP

Standard TCP Enhanced TCP Standard TCP

그림 3. 분산 PEP구조

Fig. 3. DistributedPEParchitecture.
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segment is characterized by long RTT and

error-prone. Therefore, this link is optimized

independentoftheterrestrialconnection.

Inthesystem withoutPEP solution,thenative

terminals(clientandserver)useTCPprotocolsthat

havebeendevelopedasextensionstothestandard

TCP version.In enhanced PEP,a TCP flow is

generallyterminatedatthegatewaytothesatellite

link,andanew TCPsessionissetupontheother

sideofthesatellitelinktocompletetheconnection.

Thegatewayreceivespacketsandpretendstobethe

othersideofthatconnection,andinitiatesanew

connectiontothesatelliteterminal.Hereitrequires

queuehandlerbeforedirectcopyofdatabetweenthe

twosockets,toperform themechanicsofpassing

packetstoandfrom userspace.ThesecondTCP

tries to connect with satellite terminal over

error-prone wireless channel. In the use of

transparentPEP,itrequiresnomodificationstothe

endnodes.Therefore,theterrestrialsegmentsuse

conventional(default)TCP deployedatclientand

server.ThesatellitesegmentusescustomizedTCP

likeTCPHybla.InTCPsplitting,itappearsforthe

senderthatRTT is reduced compared with the

standardTCP.

Ⅳ. Testbed Description

The PEP test-bed architecture which is

implementedforourexperimentisshowninFig.4.It

contains five boxes to testPEP and E2E TCP

variants in satellite communications.PEPsal
[14]
is

installedonboththeendsofthesatellitesegment

Gateway

DummyNet

Sat. Terminal

PEPsal #2PEPsal #1 ClientServer

그림 4. PEP테스트베드 구조

Fig. 4. PEPtestbedarchitecture.

whichisopensourcesoftwareforLinuxOS.Itsaim

isto splittheconnection into segments,and to

enhancewhensendingdatatothereceiver,andit

largelyimprovesTCPperformancesandfriendliness

betweenreceiverswithdifferentlinklatencies
[10]
.It

alsousesNetfilter
[15]
tointerceptincomingsegments

and copies them into a queue and the queuer

annotatestheinformation (IP addressesandTCP

ports)onthetwoendpoints(hereclientandserver).

Thesatellitesegmentisemulatedusinganetwork

emulating tool,Dummynet
[16]
thatwas originally

designedfortestingnetworkprotocols.Itenforces

queue and bandwidth limitations,delays,packet

losses,and multipath effects.Italso implements

various scheduling algorithms.Dummynetcan be

usedonthemachinerunningtheuser'sapplication,

oronexternalboxesactingasroutersorbridges.It

canrunindifferentoperatingsystems,butinour

case itruns on FreeBSD.To measure network

performanceinourtestbed,weinstalliperf
[17]
inboth

theclientandtheserver.Itisamodernalternative

toolwritteninClanguagefornetworkperformance

measurement.It measures the throughput of a

networkthatiscarryingthem.

Ⅴ. Performance Evaluation

This section presents the results from the

conducted experiment on the implemented test

scenario. It considers variety of different

environments.TCPvariants,TCPReno,CUBICand

HyblaareinstalledonLinuxkernels.Weconfigure

thevariantsonserverandclientforE2Eperformance

evaluation.Inaddition,weevaluateCTCPasE2E

TCPonclientandserverwindowsOS.Wecompare

PEP performance with E2E TCP protocols in

differentpacketlossrates(PER).Moreover,wemake

TCPperformanceexperimentinpresenceofmultiple

connections.

AsTCPsplittingistransparenttotheendusers,

weuseTCPRenoeventhoughCUBICisdefaulton

(1415)
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그림 5. BER=0에서 PEPvsTCPVarients의 처리량

Fig. 5. ThroughputofPEPvsTCPVarientsatBER=

0.

thesenodes.Toimprovetheperformance,weset

HyblaonPEPSalnodes.Withthissettings,wecan

havethebenefitsofTCP/splittinginbothdirections,

from theservertothereceiver(forward)andfrom

theclienttotheserver(reverse).

First,werevealthethroughputofPEPandthree

TCP variantsinquasi-error-freeconditionchannel

claimedin [18](BER<)with260mspropagation

delayinelapsedtimeof30seconds.Asitshows,

PEP outperformstheotherTCP variants.Thisis

showninFig.5.Next,weexaminethethroughput

forthethreeTCPvariantsandPEPsalwithlossrate.

Fig.6displaystheaveragethroughput(Mbps)ofthe

threeTCP variantsandconnectionsplittingbased

TCP solution when BER is .In this BER,

throughputofTCPprotocolsdegradesdramatically,

averagelylessthan2Mbps.Notethateventhough

theconnectionsplittingbasedPEPsolutionachieves

better performance than the TCP variants, it

decreasesitsthroughputinpresenceofhigherror

rates.

StandardTCP protocolscannotdistinguishthe

originofpacketlosses.Linkerrorscausespurious

interferenceon thecongestion controlmechanism.

This behavior is apparent by examining the

performanceofTCPvariantsatdifferentpacketerror

rate(PER)valuesasshowninTable1.Bycontrast,

thebenefit provided by PEP isentirely to be
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그림 6. BER=에서 PEPvsTCPVarients의 처리

량

Fig. 6. ThroughputofPEPvsTCPVariantsatBER=

.

ascribedtotheadoptionofTCPHyblainthesatellite

segment,which is much more efficientofTCP

standardinreopeningthecongestionwindow after

thespuriousreductionscausedby random losses.

However, the higher PER induces a general

performanceworseningforalltheprotocolsincluding

thePEP.

Fig.7 shows throughputofa satellite based

connection (single connection)between clientand

serverwithrespecttoBERatRTT of520ms.PEP

with TCP splitting has highestthroughputeven

thoughdecreasesitsperformanceassatellitechannel

becoming moreerratic.Whencomparing thehigh

speedTCPprotocols,CTCPislessaggressiveand

haslowerthroughputbecauseitusesbothloss-based

anddelay-basedalgorithms.

In multiple connections,we assume that the

TCP 
Version

TCP Throughput (Mbps)

PER = 
0% = 0.1% = 1% =10%

Reno 13.969 0.3370 0.0989 0.0045

Cubic 22.197 0.9720 0.2520 0.0132

CTCP 0.6930 0.4920 0.1580 0.0378

PEP 22.300 5.3100 1.5000 0.0559

표 1. PEP와 E2ETCP처리율(RTT=520ms).

Table1. PEPandE2ETCPthroughput(RTT=520ms).
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그림 7. BER에 대한 TCP성능

(RTT=520ms,BW =1GB)

Fig. 7. PerformanceofTCP withrespecttoBER in

singleconnection(atRTT=520ms,BW =1GB).
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Fig. 8. ThroughputofmultipleTCPconnections.
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그림 9. 4개의 TCP연결에서의 TCP성능

(RTT=520ms,BW =4MB)

Fig. 9. PerformanceofTCPin4TCPconnections.

(atRTT=520ms,BW =4MB)

channelbandwidthis1GbpsandsettheBER and

RTT ofthe satellite link as  and 520ms

respectively.Fig.8illustratestheexperimentalresult

ofmultipleconnectionswithandwithoutPEP,TCP

protocolin both Linux and windows operating

systems.TheresultshowsthatthePEPcanimprove

thethroughputsignificantlyoversatellitenetworkin

simultaneousconnections.

Inourlastexperiment,welimitthebandwidthof

the satellite channelwith 4Mbps and open four

simultaneousconnectionstoevaluatetheperformance

withrespectivetotheBERofthesatellitechannel.

Fig.9showstheresultofthisexperiment.Itis

shown that PEP can not improve the TCP

throughputascomparedtoCUBICbecausethereis

packetlosscausedbyboththecongestionandthe

channel error in environment with the limited

bandwidth.

Ⅵ. Conclusions and Discussion

ConnectionsplittingbasedPEPisawell-known

solution for heterogeneous networks thatcontain

satellitesegments.Moreover,itdoesnotrequireto

modifytheenduser’sterminaltodeploynew TCP

protocols.We implement a testbed to conduct

experimenttoevaluatePEPperformanceatsatellite’s

RTTanddifferentchannelerrors.

PEP improves TCP throughputin both single

connection and multiple connections in alltest

scenarios. However, in erratic channel, the

performanceofthePEP solutiondecreasesrapidly

eventhoughithasbetterthroughputcomparedwith

E2ETCPvariantsatsamechannelerror.Therefore,

connectionsplittingbasedPEPsolutionisnotenough

toachievedesirablethroughputinerasuresatellite

channel.Itrequirestomakethesatellitelinkrobust

andexploitthechannelresourcesinhighpacketloss

rate.Inaddition,therearestillsomeproblemsand

weaknessesthatcould affectthequality ofPEP

performance.TheE2EparadigmofTCPisessentially

(1417)
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broken by splitting connections. Then, keeping

existing security mechanisms in place is often

impossible when using TCP connection splitting.

SinceIPSecpreventstheuseofPEP,itisrequiredto

introducenewsecurityrequirementsfortheproxy.
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