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<Abstract>

In this paper, we evaluated web security vulnerability and privacy information management of
hospital web sites which are registered at the Korea Hospital Association. Vulnerability Scanner (WVS)
based on the OWASP Top 10 was used to evaluate the web security vulnerability of the web sites.
And to evaluate the privacy information management, we used ten rules which were based on
guidelines for protecting privacy information on web sites. From the results of the evaluation, we
discovered tertiary hospitals had relatively excellent web security compared to other type of hospitals.
But all the hospital types had not only high level vulnerabilities but also the other level of
vulnerabilities. Additionally, 97% of the hospital web sites had a certain level of vulnerability, so a
security inspection is needed to secure the web sites. We discovered a few SQL Injection and XSS
vulnerabilities in the web sites of tertiary hospitals. However, these are very critical vulnerabilities, so
all hospital types have to be inspected to protect their web sites against attacks from hacker. On the
other hand, the inspection results of the tertiary hospitals for privacy information management had a

better compliance rate than that of the other hospital types.
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<Table 1> OWASP Top 10 Risk (2013)

OWASP Top 10 Risk (2013)

Al Injection

A2 Broken Authentication and Session Management

A3 XSS(Cross Site Scripting)

A4 Insecure Direct Object References

A5 Security Misconfiguration

A6 Sensitive Data Exposure

A7 Missing Function Level Access Control

A8  Cross Site Request Forgery(CSRF)

A9 Using Known Vulnerable Components

A10  Unvalidated Redirects and Forwards

Reference : Acunetix Website Audit, OWASP Top 10
2013



The Korean Journal of Health Service Management Vol.9 No.2 (June 2015)

WVSE Z-&3ta] §] Ao]ES] S BAF
Aste] 3 oS <Figure 1> YERNSEHE, 270
Y3k g ) AlES] HRAYY A= uwh
<Table 2>°4] AW¥ High, Medium, Low Level,
18] Informational alerts®.2 ®F3to ek
< YErF7] mEel § Ao EQ] HobHORA A&
HE dxadstA & + A siETh

<Table 2> Web Risk Alert Level
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Risk Alert Level

Alerts category

High the most dangerous, which put a site maximum risk for hacking and data theft
Medium server misconfiguration and site—coding flaws, which facilitate server disruption and intrusion
Low lack of encryption of data traffic, or directory path disclosures

Informational alert

the possible disclosure of an internal IP address or email address, or matching a search string
found in the Google Hacking Database

Reference : Web Vulnerability Scanner v9.5 Product Manual
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<Figure 1> Example of scanning result using WVS
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<Table 3> Evaluation items for Privacy Information Management

Domain ftem Evaluation Items
No.
A. Procedure (1) Consent procedure of privacy information for gathering, using, and purpose
and consent o ) ) . .
for privacy 2) Consent procedure for giving privacy information to a third party
Information (8)  Destruction procedure for privacy information
(4)  Encryption of sensitive privacy information(resident registration number, phone number, name)
B. Sepurity (5)  Encryption of user id and password
for privacy
Information (6)  Secure password system
(7)  Various ways(I-PIN, certificate digital signature etc.) to user authentication
C (8) Management for privacy information in posting
Management 9) Management for privacy information from external search engines.
of web site (10)  Instructions for protecting privacy information in the web sites
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<Figure 2> Example of packet transmission without
encrypting of user id(testid1234) and
password(testpw1234) using Wireshark program
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<Table 4> Inspection Result for Web Vulnerability
unit: N(%)
o Risk Alert Level
Classification - — - Total
High Midium Low Informational alert
Tertiary hospitals 103( 3%) 625(20%) 330(11%) 2,039(66%) 3,097(100%)
General hospitals 2,061(42%) 1,036(21%) 321( 7%) 1,476(30%) 4,894(100%)
Specialty hospitals 1,108(34%) 752(23%) 377(12%) 1,015(31%) 3,252(100%)
Hospital 2,181(59%) 503(14%) 288( 8%) 699(19%) 3,671(100%)
<Table 5> Web Vulnerability
unit: N(%)
T~ none 1~50  51~100 101~150  151~200 201~ Total  VUnerabilly
Classification percent
Tertiary hospital 2(8%) 9(36%) 5(20%) 1( 4%) 2( 8%) 6(24%)  25(100%) 2%
General hospitals 1(4%) 9(36%) 2( 8%) 3(12%) 2( 8%) 8(32%)  25(100%) 96%
Specialty hospital 0(0%) 7(28%) 8(32%) 2( 8%) 3(12%) 5(20%)  25(100%) 100%
Hospital 0(0%) 12(48%) 416%) 3(12%) 1( 4%) 5(20%)  25(100%) 100%
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SQL Injection?} XSS & XSS7F el “gagl <Table 2>°| uehd H71}5SS o8-8t H7}
ol JHLE T w2 WEE Yoy, 4u5% ¢ B TE NIRR #Ydd Wriddde
oA 79 13719] SQL Injection®] A=Y <Table 7>3} 2t} AFZIWYo AS H7 =
1 ge T HddAe TR vE = F&0] 86%E YeR 9lom, Y, HAEW
& HEZ SQL Injection®] ¥HAYEHATE o] AL 4 o, B A% 47 68%, 60%, 60%2] FFER
TegHdel nlg oE R Wdo] Ao ey B #E7 FAE54E 2580 HolAe
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<Table 6> SQL Injection, XSS

Classification Tertiary ) Specialty )

Vulnerability hospital General hospital hospital Hospital Total

SQL Injection 13( 2%) 205(38%) 181(33%) 147(27%) 546(100%)

XSS 65( 1%) 1,752(37%) 908(20%) 2,058(43%) 4,783(100%)
XSS : Cross Site Scripting
<Table 7> Inspection Result for Privacy Information Management unit: %

item Average

classification (1) @) (3) (4) (%) (6) (7) (®) (©) (10) compliance percent

Tertiary hospital 100 100 92 88 92 56 92 98 100 34 86

General hospital 100 76 100 64 56 4 50 92 100 28 68

Specialty hospital 92 84 88 40 40 8 40 68 100 32 60

Hospital 92 88 92 36 32 16 22 84 100 24 60

compliance rate 96 87 93 57 55 21 51 86 100 30 -

(1)~(10) : Evaluation Item number in <Table 3>
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