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A Study of Phase Sensing Device IoT Network Security Technology
Framework Configuration
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Abstract

Internet of Things has a wide range of vulnerabilities are exposed to information security threats. However, this
does not deal with the basic solution, the vaccine does not secure encryption for the data transmission. The
encryption and authentication message transmitted from one node to the construction of the secure wireless sensor
networks is required. In order to satisfy the constraint, and security requirements of the sensor network,
lightweight encryption and authentication technologies, the light key management technology for the sensor
environment it is required. Mandatory sensor network security technology, privacy protection technology subchannel
attack prevention, and technology. In order to establish a secure wireless sensor networks encrypt messages sent
between the nodes and it is important to authenticate. Lightweight it shall apply the intrusion detection mechanism
functions to securely detect the presence of the node on the network. From the sensor node is not involved will
determine the authenticity of the terminal authentication technologies, there is a need for a system. Network
security technology in an Internet environment objects is a technique for enhancing the security of communication
channel between the devices and the sensor to be the center.

keywords : Phase Sensing Device; IoT Network Security; Technology Framework; Configuration

A5A154 64 29), AATAL054 62 289) ISl ARE
o AT St R S




36 gEtRel =8x A157 A4E (2015, 06)

LA 2

AFZ(Things)2 A& 7]71(Off-the-shelf gadgets),
sk E(tools)EA ZE1#W 7]17](Program-
mable devices)®|th. AFEAEHUY (IoT)2 AAUES
A 7PN 4% AA A A ARE FHoR
T 4 YRR AT YEYIoth [oT AHl2E
B4 Agelvt @Ad g Aol shsd AlA
(Sensor Node)®} 7% HHE Aglshes Z2AA,
do]el $5A8E A (Sink Node) 522 TAH
th B4 AL Ve 8T wee] AN
2HE AIZEO] ARG AU AR seamlessE &
2 g AR ddo] o] Rojzith AMEQIHO R A4
He AR e Sl 129 9F 2100900 — 20
d o 440l S7kE Ao ® o4dea(12dKTS
A AdATa /206 SR Sx1E), AAAH L
2134 26970 — 200 2609702 108 o]

)

m

77 &= 1 ot (Stracorp, 7FEU, 2013). A1
WA= AMEdE YL 20209744 A AA 7Y &
3k

[ea

s 21% 4= AAES AW V=,

109 7H(13~'22) 1932E(F3 4635, Wz 144

29 AAg #FEF F4(Cisco, 2013} AME

dl e B9y Gl dl-&ste] HEEF
o

Lo o r% e fe BN b o
o

g ooz B
o oL
)
oX,
o,
r
E)
ot
o
2,
o>
au

X
il
of\
o>
o
fru
>~
>
e

do g o o X

(
_\|I_‘
oo
fo
QL
e
re
-1
e
X
rlr
o
o
3
R
o
N
>
o
1o o

9=, A&t

2. IoT BV« 37

2.1 Pv6 7|9r 5

IETFAAM = ToT UEYI Hosles AHEER
stolg IPv6 7|Wto R AFsles ofErix e
Agraf gty ¢4 IEEE 802 .154 7|8ke] sl=¢o) ¢}

22 0T HEHYA st=dlolo AoF 210& FH3t
7] 93 IPv6 F4 AAI9E Pv6 FF ald (packet
header)Z %4=3l= 6LoWPAN 7]&S RFCAMUE
E3 2007 el EF3) 3FTh REC4944 o] 5, A&
Zo MR IPv6 T4 AAE 24T F e &
7do] ztH Az} IETF RoLL working groupd A#
2007 ol AokE AT 2008 % FE IPv6 =
S @83l [oT tivtelx 7He] 298 ZA1E &)

571 gk A AlksRsleH2B105]

o2

[e)

IR

2.2 Y EY A (Network) 7]4t7]

)

dEQZ ee 44
chpa sl g8 Aol

2 e
FaAglon IPve Bgol it A
q

IPvd F4 F82 3 S

o Fx7k dad Aoz AuEu, & 273d W)

Pv4d FoE nzo] oy BE AFEe] AU
L

el Edge fasl Aeshe sl 3

SDN(Software Defined Network) Open APIE E3l

HE A EY AGs AZEI ] 7|we] 7AEE
el ofaf Alef - Bk 7]Eol AREEM S|
H gle] atHew AMES Ay A3 AdH
(e e g 109 od)/AA2(10Km °]4) B3
e A Faus AgdEnh 5G olFEAle 204
AU R AhAE ], 7IE ol EAl AEE A

Ao tAd drdeltt

23 ¢3-A%F 7l& A4
"= NIST9] SHA-3 TEAIYS &8 o5

[e]

=

g5 AA/EA 71E Feol SAsHA Tt 3
! 7

oo M §Q il
ol ol
Lo
i,
oz
=
o
re
=
o,
N
)
olf
o
[ offt
i ol

L
Moot

b
s
o
fru

T
i)
!
fd
%0
8o
I
o
to
ol
o
]
9
ofo
o
ol
o 9



g
E

A
=
\;x_l
A
s}

7]

A

ey

(Accelermometer) 5 thsith IoT

p

ol
7]

7Fs tools, deviceso]™ ©]
-UEYA - AEAT
J5 wglolt} Al ol A

,;(]

=
do=s

N
d

]

2L

ol o 2y

ok 7197158 Ao}7],
§12 steslo] 7% w AER R HelE &

BA g AZEd O 7%, dolH
S K At A4
off F2] A o] A
A R UEYT 7 AZEZEEH ol
i FEHW 5

5
Ba ot

Florél-m
>
g
=

%,
A= At
(<3}
P

o] A
RS |

=9 2o g1 7%, 94

A Apo] Z 225 X (Gyroscope),

Ho|& dE dut= 0S, AA Q1F
IoT ®¥St7]& 3 Edy 3o din|gk 1GHz %
e F7F Fak, A9 - A7e] - vhE g g $al

%, FAG FaAd IPve 12Zebrh vt [4][7]

- gt

2~ AA

G T MEYA B V& ZedYga +4 37

User—Application ] [User—Application I]

Applications

| Service Interface |

==z

Sensor Drivers

‘ Content Provider |

|Sensor 1

‘Channel Manager
AAP Communcation
Layer Framework

[BT Controtied [BT Contrelied [BT Controtler]_ | |

Blutooth USB Bridge ‘
Sersor [ Sersor [ Sensor [0oE Sonsor [ Sensor [000
Hardware

(Z2¥1) ODK(Open Data Kit) sensor
framework®] +Z%%, ETRI, &v}E t]ujo] A9}
AFERJIEY (I0T) §871% &%

32 Al&H

5437

s3] WsE

-

p
L

AA

&
o,

off ©
Az ot X

Lol oft

PN
=

i

A5 Az 7]

24, AAH, AAA

°|

o

@ et o

2 rr rir

=

stol



38 §FEe =EA A5 A45 (2015, 06)

F AR SAE ThsstAl ste otk AW 1) A8 #H %
Aoz = HAel USB, 4 W9l BREx /‘ﬂ’ﬂi e F&H dolEHv WEYAE T I
IEEE 802.15. 4(Zighee), RFID(Radio Frequency Al des=v S =dnefd wet &
Identification) / NFC(Near Field Communication), "ok 2A8 ARE S8 UENA 7eL A
WiFi 59 70| 42 4 UtH5l6l. H](Zigbee), NFC(Near Field Communication, £5E
2(Bluetooth) 5©] 910 W A7 Qe AL
3.2.2 tulolA AEAE HE <14 = FANWIL), 4 H(Ethernet) 2 22 LAN®
0T Q== A4Es8 FA2 AgAns 22 A YESZA, LTE, GSM¥ 22 o]5%4l 7w
B3 BAFte] A8 AAS Bels %ol WAN(Wide Area Network)”} 1th. PAN(Wireless
Yo moz 4T folHE 24, RAaE s]ao Personal Area Network)> ©AE] F44&5& 93
St An AgE AR, el g g g, TSRT ISR AU FHEE, drd T A
24, 9% B4, & 34 5 9% sHoz sgg 0 UHEH FA E@jes  aeve
24 BAFE 7)o RFIDE 4 2542 of (Bluetooth), 2] Z18] (Zighee), UwWB (Ultra
$¢ A4 7% A%hE olgs Aol wxg g Videband Sol A6
£ Adste] 4R/D 9 F9 84 ARE s A
GoAmoz=as 2o - 974 Aul-veE 2 Au (2) WLAN(Wireless Local Area Network)
28 JPssb she sl%elth REDAN AME R A
g $Re Aok 2 o@e g, zeaqy o O TEIE e Bk IS olsw
RFID 8 obo] Eaee Ao ouan aga s T o RIS OHﬂMOE 24GHz ISM theie]

FAW@02.11b)s AR HMEAEE 300m out
o] door, 30m indoor A Eolw 11 Mbps AYEEE Al
3= DSSS  wWel FAd ZES ARt
SSID(SSID+= F-A41#
%OCV]L 32u}e ] 4o

il
>
>
o
o

RFID H1& 95 4 & #y7]

ru[o
2 o
ok

3.2.3 299 A3

ok
2000 d 8 4 M= 2hed 434 Abgt SSIDE shel FAHUS v A

ZREZQRPL & 5
TH ZREFY ”7417} A 1AL, o] RFCE550 dow wE i Foe =4 Lade dide
& Tl 012 EES AR G RLAE LT o pe apy pagRse 598 sSDE Aee
WEEE SR ACIEAC] s S FE RS2 g o) g0 49E 49, F3 9eb) ALeH
kst Destination Oriented Directed  Acyclic dr EA W) Fo = 29sHVHR) YL =

735
Graph(DODAG)< @A3kAl 8t%d many- to-one Ul OO UHF) W7 AFES® 60MHz  150MHz
_Z,__

J—E—‘?‘]i% '(])"}\\j Zjl»—o—i _851}46‘]'7“ 6‘]’——1—’— O] DODAGQ] 4001\]1{ , 8001\111 ]:H7]_
g8ato] FE oA 747te] »
A HE S T A o
Arh 2 AWAA WAL BE OT wESe] 89y o
A “ ° e 4, ARRA K& YUY
golEg  §A8e] hop-by-hop #HEE
storing mode H2jolH, FHA WAL Fo]Edo] _
e e e e B 41 IoTHSt 71% AA
w0 A d7le] A ZE source routing headers %
3 HAo TIAA -Hat= WA o T35 Hob7|&e UEYA HetdlA @)l AN 7b
AFYUAlA Ade] kA 7t wo] AHLEHT

3.2.4 A #A(R02.11p) A% U g, 71He] AzES 93 Het ZREF

connectivity

- _
=E e

i

=

)
ul
rl



tuto]lx AA @A [oT MEYT Bt 7% ZYdga +4 39

ol dasty tald A4 g #F volHE BIs)
o AMIEARE HE3of st} YEYA HoF 7|&
2 @d7Ie A4 2 AFYACIA AHde] kA A
5} 7)otk Abghe] olald] ¥ AM wEE ©
o AW s seb 1% /& AT Aeelh
zutE 7]7]19F RIHY $74e] WalR Enfy Frhe}
thorsl ol ¢33 o] | g—g}g_ B go|HE =7
AL AR 1352 9E o dugE 7|7
|22¥lo] Fasln| met iiié’-o] A3 nE
7% 08, YEZA Hot & o]gshy Ty
HAloloh AHESA] &3S o H]@—Hﬂ_ 5
|E913 tulo] o] ojw AAo] Hol 9=x] &l
3 F|HE 9= tnlol Ak Bl ClEUY
o =yl TEE HEd o)dit 2
o8 At Aeehd TS #o} 2k

o)

-

>
l>

fo
o

i)
o
=

A

Hot

2 e Flr
oy X

Flo S

<E1> IoTHSH 7] AA

s

i3
o,
of
12
o1
o
M
£,
i3
Lo,
)
irhe
oot

AN S DEWE 0,05

MA, A2 | oT

rE _ RE fulo]A ->  HYUHSE
Uk ol ujEHE

gaAoe | MASAN T oy sz e

qlol Hel dolE 2 A

A | (A E PR ET=T
Wmer 7] | AwAzd | 0, AP, T2EZDB HOLA
i Bl w4,

oo ol g} | o A

A2 g2 ol o5 ol
T

L dle]EjAH g%, 45 71 Az
_ EE v Ao
steslel,  0s, AF8-5}A] k= tufo] 2~ n|g
e v | guasdmd | TR ST AR e
o v o] 2~ | E 3 o =
et Jne g :}l;lxi]ZA} EHoln F714
njo] A~ 1, 7| R EglErnlo] A Kot
wobAze | ke f];ﬂ;?j 2% R
o o . HES A 7484
MEAAR | B, 293 ogu g gy o mg
ot 5] 1.7 o8 W

o> off

O:

éo}dl‘ﬂ[‘éom
D o=

929 Aok 2 0 Wk LFAFL BEA7)Y] 9
stol, A4 @70l AF A% 45 2

74 8 29 - 4

7VsdtAse 71&olth. RFID g7dolM ¢kd 1A
2 Tags AMgSte 4% B29d 34, 9%,
Spoofing, =4, E&f¥ &4, DOS ¥4 Sl 9@ »

oHA FH ool = st

43 AP B3t
AP H5E 93 Zﬁ WAl AbES BElHel mel
o] 2 o] #4HEE A 29

th AP= Anb A
=%

™
tal

= OLZi?Q] SAH9 Tl f4A HA

Az geh dAg Fo APY 71E AA
Aew WEA] A of gt SSID HE=

gith APE gt UEhtE 4 APY
£°] HIZ SSID(Service Set Identifier)e]t}. F4
A 7§ AAsr] A Eel AR o] SSID7}
APRHAOll 4lAl =¥ A F=F SSIDS] BREg)s

44 FA AFHAA s st

OFAgE FA AN EYA 34 TEL 95k
g% duElF FHe AJ2Ee Hol ZZEFo|n
ofg] Ad g d&F dolele AME AR 137
<o] dasith AA WEYA A Hl QFA}
s A7) Qlste], AR dw 2 QASUlE
g 7] e Ve, ZElolHA] BE V& F A
A WA 74 Fol AlA HES A HEHook
Heblgolth xE 3 AE WA E dEseta
ol HEfI Al EAlehe =EE5S st
A& = JYEEZ lightweight I YEA WAUS 7)5
= A&t oy dsstEs Aslelr] Sl
TKIP(Temporal Key Integrity Protocol) &ig]&S
AHEEtl WEPSF €] WPAE ©d w7l 48

o rE met ol o



O EEERIREY SRR

3 802.1x/EAP(Extensible Authentication Protocol)

of F7hel Apgolw] AFgAe t AFE FaAw,

<3E2> EAP} 802.1x9] ¢+&st o
5 T
& 94 ?LE}O]OJEQ} APE 9353 ¥x o
B ENL 53
o)==
ChEHl(:n o | RADIUS Ami= ZetoldEe] 15
/\g ChallengeE A4
A
%2 Challenge #, A4,
Chall S ,
o o | g g A @
S5 | 2519IRADIUS Aol A%
a7 & | RADIUS AM: AL8% #e] DB
Ml | ARl A A Al el
]____
U—i:g/\é 7l BA] gro] U Ed kst 712 WA
3tz 3l 7] Agrs Qtg §]( 7)12 o] & dto] 53}
g | BuE Y

Agxojof ity UEL AL EAlste =EES
dbdetA "HAF F =S lightweight ¢ %]’X]
HAUE 7IsS A&ert Abgto] #olsiz] &
A wEs e gt F T, AATE éﬁ

[1] KT M2M AFd5=3 w38k http/plum.hufs.ac.kr/
hsn2010/pdf/Session6-3.pdf

[2] SKT AFEZA Au]~ 270 http://blog.daum.net/
nia-m2m/74

[3IM2M  Activities in ETSI http://dochox.etsi.org/
M2M/Open/Information/M2M._presentation.ppt

[4] Connected World Conference http://www.
tiaonline.org/news_events/documents/CWPresent
ation_TR50_Chair_Numerex_CTO_Jeff_Smith.pdf

[5] Update of M2M Standard Work http://ftp.tiaon
line.org/TR-50/TR-50_MAIN/Public/20100310_D
enver_CO/TR50-20100310-005_Update2200f%20
M2M%20Standard2620work%620v3%28Mitch%620
Tseng%629.pdf

[6] Overview of M2M http://sites.google.com/site/
hridayankit/M2M_overview_paper.pdf

[71 o1&sl, olFd, wulg, AZ, A&H, An
Enhanced Trust Center Based Authentication
in Zigbee Networks, ISA, 2009.6

[8] £9%, #AUA, A&H Information Security
Policy to Cope with National, ISP-09, 2009.7

[9] o143}, olFd, B, AAE, 288, EECHE_
An Energy-Efficient Cluster Head Election
Algorithm in Sensor Networks, APNOMS,
2009.9

[10] o187, o143}, A&, Implementation and
Performance  Analysis of AES-128 CBC
algorithm in WSNs, ICACT, 2010.2



tujol 2~ Al @A oT UESA Bt 7| ZHdea 7+4 41

[A 22 A ]

= Al ¥ (SiChoon Noh)

19874 : el oot
AR

2005+ 771 o) et
A0 57) %D

2002+ : KT Al=glB k-7

20049 © KT 34727

20059 ~7 Al ¢ Ao
A S} sl eus

0d~8 A AT
T3 Q799

email : nsc321@nsu.ac.kr

A A T (Jeom goo Kim)

19904 290 %o s
AAA AR} ol sta}
1997 89 ¢l
AR At A
] gt
AREF v
19994 39 @A) WA efeka
ARk ws
3724

2000 8

o

email : jgoo@nsu.ac.kr





