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Abstract In recent years, the privacy concern for mobile consumers is emerging as the use of mobile
application(apps) is growing according to the rapid spread of mobile devices such as smart phones and tablet
PCs. To improve privacy protections in the mobile communications and apps, overseas organizations are
announcing guidelines and/or checklists for stake holders. Although personal information protection guidelines
for application developers have been prepared in the country, efforts to improve consumer privacy capability is
insufficient. Thus, in this paper we first scope the app privacy related guidelines in both domestic and foreign
affairs, then present the risk factors of privacy invasion by the stage of mobile application use based on the
TPrivacy Protection Act,, offering privacy checklists for consumers. This checklist will enhance the
self-management capability of consumer privacy and create virtuous cycle in the mobile ecosystem.
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App Search Stage

v Check the disclosure of privacy policy
v Check the main contents of privacy policy
- Collection Purpose
- Parties who can access to your personal information

v
App Installation Stage

v Check whether it is feasible to limit the amount of collected
personal information

v Check whether it gives choice and control around the collection,
storage, or transfer of personal information

v Check solutions for personal information issues

v
App Usage Stage

v Check real-time consent notices when app is collecting personal
information

v Check whether it provides meaningful controls on personal
information

v Check new changes(updates) in privacy policy regularly

v
App Delete Stage

v Check privacy policy regarding accumulated personal information
- When deleting, check data retention and duration of keeping
personal information
- When deleting of an account, check whether all of the data is
deleted

v Check the contact of the person in charge of privacy policy

[Fig. 6] Mobile App Privacy Checklist for
Consumer
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