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Abstract : In the IoT(nternet of Things) environment, methods that user can access sensor node

directly to collect sensing data or manage sensor in a gateway have a limitations. To solve this

problem, cloud based sensor network architectures are proposed. In this paper, we proposed

CoAP based IoT architecture that a lightweight gateway is used for data gathering instead of

using a heavy traditional one and users can request sensing data through IoT applications

running in the cloud environment and analyze signaling message cost. By doing so, our system

can reduce message cost compared to the traditional gateway based system.
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Table 1. CoAP Request Message Format

# Type Information

REQUEST
Header:GET(T=NCON,Code=1,MID=0x01a0)
Token: 0x71
Uri-Host:"coap://[aaaa::212:740:13b:277c]"
Uri-Path: "type-info"

Payload: ADDR|TYPES| OWNER*| LBS*
RESPONSE

Header: (T=ACK, Code=0, MID=0x01a0)

# Data Information

REQUEST
Header:GET(T=NCON,Code=1,MID=0x01a0)
Token: 0x71
Uri-Host:"coap://[aaaa::212:740:13b:277c]"
Uri-Path: "data-info"

Payload: TYPE|DATA|TYPE|DATA

# Neighbor Information

REQUEST
Header:GET(T=NCON,Code=1,MID=0x01a0)
Token: 0x73
Uri-Host:"coap://[aaaa::212:740:13b:277c]"Uri-Pat
h: "neighbor"

Payload: NEIGHBOR|NEIGHBOR] ...

RESPONSE

Header: (T=ACK, Code=0, MID=0x02b0)
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Table 2. Implementation Environment
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Table 3. Request Function in IoT Device

Definition Description
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## Device Information Function
void dev_callback {
initialization coap header
IF is coap buff
create coap packet
set coap condition = con
set coap uri = "device info"
device = get device
IF device is right
set coap buffer
—> self address in device
-> type in device
-> description in device
ENDIF
assign packet buffer to req payload
assign packet size to req paylaod length
udp packet sent to the gateway
res handler registered for the req
ENDIF
}
## Sensor Data Function
void send_sense_data {
initialization device
init humidity, temperature sensor
read new humidity, temperature
init index set 2
init buffer array
IF is different new temperature and old
set temperature data to buffer, index+ 4
set separator(;) to buffer, ++index
ENDIF
IF is different new temperature and old
set temperature data to buffer, index+4
set separator(;) to buffer, ++index
ENDIF
get rpl-dag
get destination address from rpl-dag
udp packet sent to destination address
res handler registered for the req
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Table 4. Function of Gateway and Cloud

## Gateway to Cloud function
proto void create service
proto void update sensor data

init query data and json objecct

set uuid to json object from cloude

init restapi global function, headers

set content-type header = json

set restapi url = address and port
=>http://url/resource/restapi?q=&json-data

## Create Sensor data or update
void update sensor dataf
IF is restapi = true
set json += device address
set json += sensor data
set query command = update_sensedata
set query data from json
set postfields from query data
restapi sent message and cleanup
ENDIF
}
## Response message check
void response check callback{
IF response is not ok
restapi response error
ENDIF
}

## restapi for cloud side

void restapi request {

get request param = g

get request param = json-data
IF q is create_service

ELSEIF q is update_sensedata
get objects from sensor of json-data
LOOP objects.size
get element from objects
-> element->uuid, sensordata, type, hexdata
get types from element
LOOP types.size
update sensor_info #Latest data
insert sensor_data #Accumulation data
ENDLOOP
ENDLOOP
END
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