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Abstract Generally, watermarking can be used copyright for contents such as audios, videos, images, and texts.
With the development of Internet, many malicious attackers illegally copy relational databases synchronized
applications Therefore, it is needed for the protection of databases copyright, because databases involve various
sensitive information such as personal information, information industry, and secret national intelligence. Thus, the
protection of relational databases is a major research field in the databases research topics. In this paper, we will
review previous researches related the protection of relational databases and propose new method for relational data.
Especially, we propose watermarking scheme for databases using reversible method in this paper. As an
experimental result, the proposed scheme is very strong to malicious attacks. In addition, we proved our proposed

scheme is to apply real application.
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For all tuples r in D {
MAC(.P) = MAC.P) = HK || MACKIIr.P)
if(MAC(r.P) mod m == 0) { // Marker Selection
i = (MAC.P) mod v // Selected Attribute
b = (MAC(r.P) mod e // Selected LSB index
if(MAC(r.P) mod 2 == 0) // MAC is even
Set bit b of r.Ai
Else
Clear bit b of r.Ai
} // end if ://”
} // end for ://~
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Fig. 1. (1) Example of watermark insert algorithm
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Match = Total_Count = 0
For all tuples r in D {
r.MAC = H(KI[r.PIIK)
if(rtMAC mod m == 0) // Marker Selection
Total_Count++
i=rMAC mod v // Selected Attribute
b = rMAC mod e // Selected LSB index
if(tMAC mod 2 == 0) // MAC is even
if (bit b of r.Ai is Set) Match++
Else If (bit b of r.Ai is Clear) Match++

}
Compare (Match/Total_count) > Threshold
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010 | 2 | | Ashraf, awad, allahps ahmad odeh
101 5 | | Ashraf, awad, allah; ahmad, odehg odehpg
101 5 | | Ashraf, awad, allah; ahmad, odehs odehpg
010 | 2 | | Ashraf; awad, allahps ahmad odeh
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Fig. 2. (a) Binary image watermark and its’
decimal number, (b) Example of
watermarked words with spaces and
suffix is number of space.
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Fig. 3. Virtual image of a database with watermark.
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