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ABSTRACT

In-game cheating by the use of unauthorized software programs has always been a
big problem that they can damage in First Person Shooting games, although companies
operate a variety of client security solutions in order to prevent games from the cheating
attempts. This paper proposes a method for detecting cheaters in FPS games by using
game log analysis in a server-side. To accomplish this, we did a comparative analysis of
characteristics between cheaters and general users focused on commonly loaded logs in
the game. We proposed a cheating detection model by using artificial neural network
algorithm. In addition, we did the performance evaluation of the proposed model by using
the real dataset used in business.
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[Table 1] Description of features

Feature Description Formula
The ratio that a user Kkills his opponents in games in a day. il
KillRatio hypothesis: KillRatio of a cheater is higher than that of a normal Tl T Death
user.
The ratio that a user shoots in the head of opponents in games
. in a day. Headshot
H hotR: _—
eadshotRatio hypothesis: HeadshotRatio of a cheater is higher than that of a Kill
normal user.
The ratio that a user wins in games in a day. Wi
. . .. . . . . in
WinRatio hypothesis: WinRatio of a cheater is higher than that of a Tint Iose
normal user.
The average time interval that a user Kkills his opponents in a day. Came Pl Ti
AvgKilllnterval | hypothesis: AvgKilllnterval of a cheater is less than that of a W
normal user.
The total number of times that a user plays games in a day.
GamePlayNum hypothesis: The degree of game immersion of a cheater is Nmber of Game Play
higher than that of a normal user.
AvgGamePlay . ’f}l:e ‘a.velgageG timePlthartf 'a usefr plaifls itn game; i? atgay. . ' GamePayTime
Time ypothesis: AvgGamePlayTime of a cheater is shorter than tha Nonber of Garme Play
of a normal user.
The ratio that a user enters ongoing games in a day. Nber of Intrusi
. . .. . . . . moer o Intrusion
IntrusionRatio | hypothesis: IntrusionRatio of a cheater is higher than that of a Nnber of Game Flay
normal user.
The differentials between killRatio of a user in a day and
. . Average KillRatio of user.
“he Kill Ratio— AvgKill Rati
KillRatioChange hypothesis: KillRatioChange is greatly increased when a user il atio— Avg Kill atio
cheats in game.
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[Table 2] Summary of clusters

Cheater | Cheater Normal
Feature Clusterl | Cluster2 User
(711%) | (29%)
KillRatio

mean 0.715 0.460 0.455

std. dev. 0.105 0.120 0.130
HeadshotRatio

mean 0.572 0.333 0.340

std. dev 0.244 0.165 0.173

WinRatio

mean 0.687 0.480 0.507

std. dev 0.164 0.199 0.196
AvgKilllnterval

mean 22985 | 74454 | 76.136

std. dev 12.485 | 228.759 | 170.642
GamePlayNum

mean 27234 | 29556 | 23.305

std. dev 21.930 | 30.978 | 22.427

AvgGamePlayTime

mean 255.440 | 322.056 | 320.297

std. dev 89.037 | 151.563 | 127.781
IntrusionRatio

mean 0.684 0.539 0.531

std. dev 0.213 0.235 0.236
KillRatioChange

mean 0.146 -0.070 | 0.027

std. dev 0.146 0.124 0.106
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