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Abstract

The Internet users want to get real-time services for various multi-media applications. Network traffic rate has been
rapidly increased, and data amounts that the Internet has to carry have been exponentially increased. A packet is the basic
unit in transferring data at the Internet, and packet classification is one of the most challenging functionalities that routers
should perform at wire-speed. Among various known packet classification algorithms, area-based quad-trie (AQT)
algorithm is one of the efficient algorithms which can lookup five header fields simultaneously. As a representative space
decomposition algorithm, the AQT requires a small amount of memory in storing classification rules, but it does not
provide high-speed classification performance. In this paper, we propose a new packet classification algorithm by applying
a hinary search for the codewords of the AQT to overcome the issue of the AQT. Throughout simulation, it is shown
that the proposed algorithm provides a better performance than the AQT in the number of rule comparisons with each
input packet.

Keywords : Packet classification; Area-based quad-trie; Binary search tree; Leaf-pushing AQT; 2D BST
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Table 1. example rule set.

£, 010% 011= 0,65535 = 1704,1704 6
i 01100+ 0110= 161,161  1711,1711 6
R, 0110% 1001 1024,1024 1521,1521 6
Ry 1010= 1101 119119 17171717 6
i 1 10= 53,53 2110,2110 6
i 00 0= 1024,1024 11717,1717 6
B * 110% 80,80 1221,1221 6
i 000 * 0,65535  0,65535 0
E 2 9% BE AR E2l0| mEYs

Table 2. Area based quad trie’s codeword.

i 010 011 00_11_01 (031)
R 01100% 0110+ 00_11_11_00 (0330)
R, 0110+ 1001 01_10_10_01 (1221)
R, 1010 1101* 11.01_10_01 (3121)
R, 1 10+ 1@
R, 00+ 0% 0 (0
R * 110 *
]-37 000 * *

R R,

a7 1. oAl B Mol st ¥ 25 AR EZ}o|
Fig. 1. Area based Quad Trie for example rule set.
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smaller than 011* /.\ bigger than 011*
00"‘ { ]_*.
0110+ 1010=
a7 3. oA =Z2|EHAS i o|7l HAM EE|
Fig. 3. Binary search tree for example prefix.
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e Soutce Destination Codeword

R 010+ 011+ 00_11_01 (031)

R 01100+ 0110+ 00_11_11_00 (0330)

R 0110+ 1001+ 01_10_10_01 (1221)

R 1010+ 1101+ 11_01_10_01 (3121)
11.00 (30)

A I 10+ 11_10 E32>
00_00 (00)

B 00 0 00_01 (01)
0101 (11)
01_11 (13)
1111 (33)

11_01_00 (310)
11_01_10_00 (3120)
11_01_10_01 (3121)
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00_00 (00)
00_01 (01)
01_00 (10)
01_01 (11)

R@ * 110

iy 000 *

30{&}

0330{R}

0l{r,. %} 1221{&} 3120{g}

32{&}

031{z} 13{7} 3121{&, &}

00{&,. &}

11{7,. &}

a% 8. oA E Mol ot Leaf pushed - 2D BST
Fig. 8. Leaf pushed - 2D BST for example rule set.
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2D BST Leaf pushed - 2D BST k- 5 & H=z2l 27E
B,, the number of rules: 9735 L,, the number of rules: 195783 Table 5. Rule’s memory.
Entry width Entry width (Memory requirement for rule database)
node Rule entry node Rule entry
( 119bi ( 174bi ( 121bit { 182bit -
- 14.37511:99) - 2175 h:;) - Ls.lzsh:;) - zz.?sml) 2D BST Leat p%ssh%d 2D
No. No. No.
Field of Field of Field of Field “;ld ]Wb(KB) M(KB)
bits bits bits ° B, L
m;:i:d Ul rade sumber | 14 m;:i; L mn:; & ) (B, x174bit) (L, x182bit)
sodeword | source - eodeword . source . ACLI1k 958 20.34 7378 163.47
length prefix length k‘;‘f:;hed prefix length FWilk 871 18.50 9206 204.53
codeword | 64 prefix ks codeword | Y orefix % IPClk 988 20.99 11134 247.36
left pointer | | dsstination | left pointer | destination . ACLbk 4660 98.98 39362 874.50
valid prefix length valid prefix length FWb5k 3067 65.14 195783 4349.67
leit pointer | 16 d‘::;‘;“““ 2 loft pointer | 16 d:_"f“ﬁ:“"“ 2 IPC5k 4468 94.90 43064 956.74
N ) R N ACL10k 9735 206.77 39473 876.96
[ I o T B T i I FW10k 4351 9242 56508 125543
right pointer 16 80‘:'::; port 16 right pointer 16 90‘::; port 16
rule pointer | 14 souree port |y rule pointer | 18 sourea port 16
end and C N3
detination | | destaion ) 7t =E HE
pont e - g - ¥ 10914= AQT, 2D BST, Leaf-pushed 2D
i | i | BST te] #f == A Slsh 93 = 4 85
rt end rt end B
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e e
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a3 9. ool #= »

Fig. 9. Data structure.
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