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ABSTRACT

SSH provides a secure, encrypted communication channel between two end point systems using public key encryption. But SSH brute
force attack is one of the most significant attacks. This kind of attack aims to login to the SSH server by continually guessing a large
number of user account and password combinations. In this paper, we analyze logs of SSH brute force attacks in 2014 and propose a
failed-log based detection mechanism in high performance computing service environment.
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Table 1. Residual Accounts that are Used to SSH Brute Force
Attack (11~12 Dec. 2014)

Day Accounts

11 a, ftp, default, vyatta, alex
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Table 2. Field of SSH Connection Log Table in the Security

Log DB
Field Explanation Format
Num Index Number Number
. . YYYYMMDD
Date Log Collection Time HIEMM:SS
Src. IP Source IP Address AB.CD
Host Target System Name String
User ID Account Information Login Accounts
Auth. Result | Result of Authentication | Success(Y)/Fail(N)
. Country of Source IP . .
Country Address Country Code
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Al > Threshold, (3)

At = sizeof Time Sliding Window
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42 7
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> Num  # Date # Src.lP Host User ID Auth Result Country

13635206 2014-12-09 13:02:26 32.34 gaiab root N L
13635197 2014-12-09 13:02:27 2248 tachyonc root N us
13635200 2014-12-09 13:02:50 13.246 gaia root N TR
13635198 2014-12-09 13:03:01 140.243 tachyonc root N RU
13635196 2014-12-09 13:03:24 68.22 tachyonc root N L
13635208 2014-12-09 13:03:30 1201210 gaiad root N m
13635204 2014-12-0% 13:03:31 17.226 gaiab root N us
13635218 2014-12-09 13:03:33 1.195.51 tachyon2c root N NO
13635211 2014-12-09 13:03:34 '.189.175 tachyon2a %393jhc Y KR
13635220 2014-12-09 13:03:39 1.124.178 tachyon2d root N CN
13635219 2014-12-09 13:03:52 27.221 tachyon2d root N FR
13635217 2014-12-09 13:04:17 9.162 tachyon2c root N LT
13635221 2014-12-09 13:04:13 1,105,151 tachyon2d root N us
13635266 2014-12-09 13:04:50 1,105,151 tachyon2d root N us
13635239 2014-12-09 13:04:50 46.94 gaiac root N DE
13635268 2014-12-09 13:05:25 78.186 tachyon2d root N us
13635235 2014-12-09 13:05:45 233.100 gaia root N ag
13635253 2014-12-09 13:06:03 52.116 tachyonzb root N CN

Fig. 11. SELECT query result of SSH connection log table
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Table 3. Source Code of the Failed-log Based Detection
Method

(00) public static void main(Stringpl] args) {
01 try {
(02)  dbconn = DriverManger.getConnection();
(03)  stmt = dbconn.createStatement();
// connect to DB
(04) if((line = br.readLine()) != null) {
// calculate the inspection location
(05) pos = line; // start position
06 )
(07)  br.close();
(08) query = "select max() as cnt from Table”;
(09) rs = stmt.executeQuery(query);
(10) if ( rsnext() ) {
11) max_v = rs.getlnt("cnt”);
// end position
12 )
(13) if ( rs != null ) rs.close();
(14) query = "select ip, count(*) as cnt from \
Table where Authresult = ‘N’ and Num > \
"+ pos + " and Num <= " + max_v + \
"group by ip having cnt >= Threshold”;
// create a DB query for detecting
// SSH brute force attacks
(15) rs = stmt.executeQuery(query);
// execute the query
(16)  while ( rs.next() ) {
(17)  String ip = rs.getString("ip”);
(18)  String send_msg = ip + \
"ssh connection failed count check”;
//create a event message
(19) System.out.println(send_msg);
// send the attack event message

200 )
(21)  if ( rs != null ) rs.close();
(22) )

(23) catch (Exception e) { e.printStackTrace(); }
(24) }
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