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Methodology of Log Analysis for Intrusion Prevention based on LINUX

Sung-Hwa Lim* - Lee Do Hyeon®™ - Kim Jeom Goo™**

ABSTRACT

A safe Linux system for security enhancement should have an audit ability that prohibits an illegal access and alt
ernation of data as well as trace ability of illegal activities. In addition, construction of the log management and moni
toring system is a necessity to clearly categorize the responsibility of the system manager or administrator and the u
sers’ activities. In this paper, the Linux system’s Security Log is analyzed to utilize it on prohibition and detection of
an illegal protrusion converting the analyzed security log into a database. The proposed analysis allows a safe manag
ement of the security log. This system will contribute to the enhancement of the system reliability by allowing quick

response to the system malfunctions.

Key words : LINUX, Intrusion Prevention, Ldg analysis, Firewall, Security
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