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Abstract Intrusion protection system is a security system that stop abnormal traffics through automatic activity
by finding out attack signatures in network. Unlike firewall or intrusion detection system that defends passively,
it is a solution that stop the intrusion before intrusion warning. The security performance of intrusion protection
system is influenced by security auditability, user data protection, security athentication, etc., and performance is
influenced by detection time, throughput, attack prevention performance, etc. In this paper, we constructed a
convergence performance evaluation model about software product evaluation to construct the model for security
performance evaluation of intrusion protection system based on CC(Common Criteria : ISO/IEC 15408) and
ISO international standard about software product evaluation.
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(Table 1) System of Quality Testing Module

Configuration

Item Contents

Concept of metric : The basic concept of evaluation
modules

Measurement purposes : what you want to get
through the measurement of the evaluation module
Metric category @ where the metric belongs

Term Explanation : explanation of related terms
application target @ target such as document or
software

Necessary resources :
Coverage |apply the metric
Techniques : Testing techniques that can be applied
Considerations Relevant information to be
considered when apply evaluation modules

Outline

Tools/resources required to

Reference |Related Documents that metrics are derived

Metric  |Measurement items : Data items to be measured

Measurement method : specific measure for the
measure item to configure the metric

Expression : definition of expression using the data
items

Application |Description on specific procedures and method to
Procedures |perform the test

Mapping of the measurements :
metric results

The range of

Results ©

interpretati Interpretation of the measurement results

orfpan q Provide guidance about how to interpret the
. measurement results

reporting

Reporting requirements : items to be reported as a
document on the measurement results
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(Table 2) The example of metrics of security

performance
Sub-cha
Character o
o racteriti Item Related Items
1tics
cs
Mean Time to How Along doe; it take for
intrusion detection system to
Detect . .
detect a intrusion on average?
How many times for intrusion
Mean detection system to detect a
Ti Throughput |intrusion on average within
1me the time allowed successfully?
behavior -
N How long does it take for
Suitability of |. . X
Mean intrusion detection system to
. give information so as to take
Processing . .
. actions after detection of
Time . .
intrusion?
Efficiency Degree of use of I/O resource
Use rate of [/O]|. - . .
S re:ourcel/ in IPS(Intrusion Protection
Resource System)
Uilization | Use rate of |Degree of use of memory in
memory IPS
. Maxi throughput  of
Throughput aximum o
packet
. Concurrent | Processable maximum
Security . .
Session number of session
Perform rformance of
ance | P¢ Maximum  throughput  for
attack
. attack
protection
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Real attack maximum throughput in intrusion

The attack throughput specified in intrusion
protection system

protection system
- Attack Prevention System

Measure name
Performance

Attack Prevention |How much is the maximum throughput for attack?

(Table 4) An example of quality inspection table
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