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Abstract

Depending on the smart device user growth and development of communication technology, the
area about working environment was extended without constraints of time and places. It is
introducing to work using user’s devices and this environment is called ‘BYOD(Bring Your On
Device). But it is vulnerable to security threat that happened in existing wireless environment
and its security threat issue which is caused by inside information leak by an inside job and lost
or stolen terminal which is caused by careless user is getting heated. So we studied about access
control protocol by user rights under the BYOD situation make a session key based on the user
information. We make a session key based on the user information and user device information,
after that we design an access control protocol. The protocol we suggest can protect from attack
under the BYOD situation and wireless communication situation and also safety and security

requirement from inside information leak because it controls user rights.
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MDM (Mobile Device Management)
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