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An Inference Method of Stateless Firewall Policy
Considering Attack Detection Threshold

484 45 F &g
Hyeonwoo Kim Dongwoo Kwon Hongtaek Ju
2 o
wehy g 222 AR glol S MEHARY 554 SAVEE oY §H AU £42E wehy AA S dAg
SHAT, oM 5 ENAR FE S oA AFst=riel meh ystd A48 379X dAghel os EAA 54
o2 gx57] i el Ale Afehs WHS FESA ok £ =2olMe ¥E e 34 ®A dA#E sk
UEYD 3422 gAHA & W9 Helld F& iFE 888 A7 AF duess At 1 Adshs s
oaf dEHe ol MEND AR BAHEIIE ASdnh vAHLR $2le AA Wshd A5 29 A4S vasty
AlE G Ee] A A5 AHE AN
o FAC} A B, 3 28 34 9A QA% 5 9 FE A 29 99 2udE

ABSTRACT

Inferring firewall policy is to discover firewall policy by analyzing response packets as results of active probing without any prior
information. However, a brute-force approach for generating probing packets is unavailable because the probing packets may be
regarded as aftack traffic and blocked by attack detection threshold of a firewall. In this paper, we propose a firewall policy inference
method using an efficient probing algorithm which considers the number of source IP addresses, moaximum probing packets per second
and interval size of adjacent sweep lines as inference parameters fo avoid detection. We then verify whether the generated probing
packets are clossified as network attack patterns by a firewall, and present the result of evaluation of the correctness by comparing
original firewall policy with inferred firewall policy.
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(Table 1) An example of the firewall filtering rules

Rule Protocol Source IP Source Port Destination IP Destination Port Action
Priority Address Number Address Number
R1 P Any Any 192.168.0.0/16 20:80 Permit
R2 TCP Any Any 192.168.0.0/16 20000:30000 Permit
R3 TCP Any Any 192.168.132.0/24 Any Permit
R4 TCP Any Any 192.168.10.0/20 1024:10000 Permit
Default Any Any Any Any Any Deny
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R1: TCP | ANY | ANY | 192.168.10.6/32 | 80 | Permit

TCP SYN Flood | 200 packets / 1 seo R2: TCP | ANY | ANY | 192.168.0.0/16 | 22 | Permit

UDP Flood | 1,000 packets / 1 sec
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(Figure 3) An example of sweep-line algorithm for o] BAG BE SUA P F4 HHE TEse AS F
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(Table 2) The header configuration of inference packets
Source IP Source Port Destination Destination
Siucs Address Number IP Address Port Number Ik L
(@15 172.16.10.0/24 - 192.168.0.0/16 - echo Router/Firewall hop+1
TCP 17216.10.0/24 random 192.168.0.0/16 1:65535 SYN Router/Firewall hop+1
ubr 172.16.10.0/24 random 192.168.0.0/16 1:65535 - Router/Firewall hop+1
g QIEUl HE SIS (16TH2T) 31
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(Table 3) Permit/deny decision based on type of response packets
Protocol Flag/Type in Header Information of Response Packet Decision Action
echo reply (type=0) Permit
! None Deny
ICMP Time Exceeded Message (type=11) Permit
TCP ICMP Destination Unreachable Error Message (type=3) Deny
None Deny
UDP None Permit (based TCP rule)
ICMP Destination Unreachable Error Message (type=3) Deny
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Initialize variables
(ttl, countPkt, countSweepline,
arraySrclIP[], arraySweepline[])

Input parameter of inference
(intervalSweepline, amountSrcIP,
maximumPPS)

statusGenSweepline =
GenerateSweepline(intervalSweepline 4 co pline = 0
, arraySweepline[])

» countPkt =0

>

‘Wait for 1, second
(default ¢, is 1)

countSweepline
== Length(arraySweepline

No

countPkt < maximumPPS ?

No

statusGenSweepline
=="“GEN_OK_LAST”

r_src = Random(amountSrcIP)
r_dest=
Random(Length(arraySweepline))

protocol = arraySweepline[r_dest].prt
sip = sip = arraySrcIP[r_src]
sport = Random(65535)
dip = arraySweepline[r_dest].dip
dport = arraySweepline[r_dest].dport

Y

SendPacket(protocol, sip, sport, dip,
dport, TTL)

ReconstructPolicy()

Increase countPkt and
countSweepline

(a8 4) 23 2fel YuE|ES of

25} Xzl

=
oL oT1 T o

I:ll-tHol §%E

=
(Figure 4) A flow-chart of policy inference method using sweep-line algorithm
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WA e 3A BA ARl 2718kE =
2)7] A AbE omaie, X delE AdH
| AR olstz AEg F Ha 1% o UiVl
Aohe AL ALY o FHE BE A9 7
= =2 < | Firewall
she 22 dzlo] A% 989 7 e rabing Server
to2 A%E F2 A0 $ES pHse g 0L
spelsi

ih
X

riok
o

sl A UESD 344 g 44 & e

Router
192.168.12.1 (eth0)
192.168.10.1 (ethl)

192.168.0.0/16
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(Figure b) The testbed environment configuration
for inferring a firewall policy
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(Table 4) An example of attack detection threshold of a firewall
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TCP SYN Flood 32l g #2& Fd3 T

Network Attacks Pattern of Packet Header Threshold of Security Rules
TCP SYN Flood same source IP or destination IP 200 packets / 1 second
UDP Flood same source IP or destination IP 1,000 packets / 1 second
ICMP Flood same source IP or destination IP 1,000 packets / 1 second
Port Scan same source IP and destination port 10 addresses / 5,000 microseconds
IP Address Sweep same source IP and destination network range | 10 addresses / 5000 microseconds
TCP Sweep same source IP and destination network range 50 packets / 1 second
UDP Sweep same source IP and destination network range 50 packets / 1 second
Source IP Based Session Limit same source IP 128 sessions
Destination IP Based Session Limit same destination IP 128 sessions

el
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(Figure 6) Average accuracy according to the amount
of source IP address and maximum packets per

second(10)
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