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Abstract

As increasing the use of smart phones, the interest of i0S and Android operating system is growing up. In this paper,
a novel steganographic method based on Android platform is proposed. Firstly, we analyze the skia based image format
that is supporting 2D graphic libraries in Android operating system. Then, we propose a new data hiding method based on
the Android bitmap image format. The proposed method hides the secret data on the four true color areas which include
Alpha, Red, Green, Blue. In especial, we increase the embedding capacity of the secret data on the Alpha area with a less
image distortion. The experimental results show that the proposed method has a higher embedding capacity and less

distortion by changing the size of the secret bits on the Alpha area.
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Data Hiding
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Fig. 1. Hierarchy of Information Hiding.
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#if 1defined(ANDROID)
#define SK_A32_SHIFT 24
#define SK_R32_SHIFT 16
#define SK_G32_SHIFT 8
#define SK_B32_SHIFT 0

#endif
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Fig. 4. Android Bitmap.Config. ARGB_8388 Macro.
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capacity (bits) it 1. 6’=(2,3,2,3)0“ ci st PSNR Z ot
1,000,000 Table 1. PSNR Results for e=(2,32,3).
900,000
<o
PSNR, | PSNR, | PSNR, | PSNE, | PSR, | PSNR,,,
A o :

Airplane | 42.70 | 37.91 | 44.15 | 37.98 | 40.69 | 40.01
Baboon | 42.66 | 37.89 | 44.10 | 37.89 | 40.64 | 39.96
Boat | 42.69 | 37.90 | 44.13 | 37.93 | 40.66 | 39.99
Gatbawi | 42.67 | 37.86 | 44.11 | 37.85 | 40.62 | 39.94
House | 42.70 | 37.76 | 44.08 | 37.75 | 40.57 | 39.86
Lena | 42.70 | 37.90 | 44.13 | 37.93 | 40.67 | 39.99
Man 42.70 | 37.95 | 44.05 | 37.94 | 40.66 | 39.98
Peppers | 42.67 | 37.85 | 44.14 | 37.87 | 40.63 | 39.95
2l 8. Alphazt Bislof w2 MUSE Tiffany | 42.65 | 37.93 | 44.15 | 37.94 | 40.67 | 40.01
8.

00,000
700,000
600,000 -
500,000 -
400,000
300,000 -
200,000 -
100,000 -

0 .

3 4 5 6

2

Fig. Embedding Capacity for Alpha.
x 2. (53230l st PSNR Zt
Table 2. PSNR Results for &=(5,3,2,3).
s
e PSNR, | PSNR, | PSNR, | PSNR, | PSNR,, | PSNR,.

Airplane | 22.99 | 37.94 | 44.06 | 37.94 | 35.73 | 39.98
Baboon | 23.00 | 37.89 | 44.01 | 37.90 | 35.70 | 39.93
Boat 23.01 | 3791 | 44.03 | 37.89 | 35.71 | 3994
Gatbawi | 23.00 | 37.87 | 44.05 | 37.87 | 35.70 | 39.93
House | 22.99 | 37.75 | 44.00 | 37.75 | 35.62 | 39.83
Lena | 2299 | 37.92 | 44.05 | 3792 | 35.72 | 39.96
Man 23.02 | 3791 | 44.05 | 37.92 | 35.73 | 39.96
Peppers | 22.99 | 37.86 | 44.05 | 37.86 | 35.69 | 39.92
Tiffany | 23.02 | 37.87 | 44.06 | 37.89 | 35.71 | 39.94

d v=5
a2l 9. vat #istoll w2 Airplane O|B|X]|
Fig. 9. Airplane Image for v value.
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