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ABSTRACT

Internet of Things(IoT) technologies should be able to communication with various embedded platforms. We will need to
select an appropriate cryptographic algorithm in various embedded environments because we should consider security elements
in IoT communications. Therefore the lightweight block cryptographic algorithm is essential for secure communication between
these kinds of embedded platforms. However, the lightweight block cryptographic algorithm has a vulnerability which can be
leaked in side channel analysis. Thus we also have to consider side channel countermeasure. In this paper, we will propose the
scenario of side channel analysis and confirm the vulnerability for HIGHT algorithm which is composed of ARX structure.
Additionally, we will suggest countermeasure for HIGHT against side channel analysis. Finally, we will explain how much the
effectiveness can be provided through comparison between countermeasure for AES and HIGHT.

Keywords: Side Channel Analysis, HIGHT, Masking Countermeasure, Light Weight Block Cipher
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Table 1. HIGHT Key Generation Algorithm

Input k, (0<i<15)

Output |RK; ; (0<i<31),(0<;<4)

1. For i=0 to 7 do

2. For =0 to 7 do

3. R‘[(Ai+(j/4)«(jc/c4)(_kj77‘,mod8+516i+j
4. RK1¢+(_7/4)+2,(_1'%4 +616i+j+8
5. Return RK |
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Table 2. MS—box Generation Algorithm
Inout Input Masking @ IM

P Output Masking : OM
Output | MS—box

1. For i=0 to 2" —1 do
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