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ABSTRACT

This research defines the degree of the threat caused by the leakage of personal information in a quantitative way. The
proposed definition classifies the individual items in a personal data, then assigns a risk value to each item. The proposed
method considers the increase of the risk by the composition of the multiple items. We also deals with various attack scenarios,
where the attackers seek different types of personal information. The concept of entropy applies to associate the degree of the
personal information exposed with the total risk value. In our experiment, we measured the risk value of the Facebook users
with their public profiles. The result of the experiment demonstrates that they are most vulnerable against stalker attacks among
four possible attacks with the personal information.

Keywords: personal information exposure, quantitative measure for the risk by personal information leakage, personal
information security, security for SNS, security
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Personal information classification

Quantification of the degree for absolute risk
by personal information leakage
(Absolute privacy leakage level)

"

Quantification of the degree for relative risk
by the purpose of adversaries
(Adversary filter value)

"

Risk evaluation considering absolute leakage level and
adversary filter value

"

Final risk evaluation including compensation criteria

Fig.1. A process model of risk evaluation by
personal information disclosure
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Table 1. Personal information classification
Attribute - personal information unit

Attribute -
Category Name of information Unit
Name, Registration No.,
Address, Phone No., Tel.,
Email, Family(+),
Public Internet account
information(+), Nation,
Birthday, Birth Place,
Language, Nick
Healthcare
Picture, Fingerprint, Iris,
. Voice, DNA, Height,
Cpglgdsil&%ln Weight, Blood type,
Gender
Medical Health status, Medical

information [record(+), Disability(+)

Psychological information

Book/video rental record,
gﬁgdency Magazine subscription,
preference Egtr,dll—laosgbyst Web surfing

El%l(i)%g%nd Religious, Politics, Union
Asset
Earnings(+)., Credit
Financial |card(+), Bank

information |account(+), Deposit, Real
estate, Movables

Credit Credit(+), Dealings on
information |credit(+)

Social information

Major, Academic
background, Grade,
Attendance record,

Education Possession of license,
Reward and punishment
record

Legal Crimgn(al)record(+), Triald

: . record(+), Payment recor

information | ¢ penalties(+)
Company(+), Job

Work evaluation record

Etc.

~ |Phone conversation(+),
Communica |Internet connection,

t-ion and |Details of SMS usage(+),

location Blog-Homepage, 1P, GPS
information

Military Completion, Military serial

service No., Rank, Service unit
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Table 2. Composite-type personal information
classification

Composite-typ

e personal Attribute
information
Internet
account ID, PW, Service
information

. Family member’s name,
Family Relationship
Medical Date of diagnosis, Diagnosis,
record Hospital, Doctor

Disability rating, Type of

Disability disability, Registration No. of

disabled person

Card type, Card No., Card

Credit card password

Account type, Account No.,

Bank account Account password

Earnings Salary, Incentive
T Credit rating, Date of Credit
Credit rating
Dealings on |Loan, Collateral, Credit card
credit use, Date of dealings
Criminal Detail of crime, Date of crime,
record Punishment, Criminal case No.
Trial record ﬁl(")gument, Court day, Trial case
Payment Date of payment, Cause of
record of onalt '
penalties p y
Company name, Company
Company address, Company phone No.,
Company Email, Title, Employer
Phone Receiving phone No., Calling

conversation |phone No., Calling time

. SMS-Receiving phone No.,
SDf/Fglhssgfes SMS-Sending phone No.,
g SMS-time, SMS-content
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Table 3. Criteria of absolute privacy leakage level

Absolute
privacy
leakage

level

Criteria

Changeable information hardly
1 specifies the individual. (e.g.
Weight, Height)

Fixed information hardly specifies
2 the individual. (e.g. Blood type,
Gender)

Accumulable information hardly
3 specifies the individual. (e.g. Book /
video rental record)

There is a possibility that the

4 individual can be specified by two or
more information units combined.

(e.g. Address + Name)

Information can specify the
5 individual completely. (e.g.
Registration No., Phone No.)

Composite-type information,
6 including 4-level information units
or less, can specify the individual.

Composite-type information,
7 including 5-level information units
or less, should be protected by law.
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Tzilgnjl.inﬁgfﬁl:ttiinpnvacv leakage level of .
P ;?;I;gnal Attribute
Category Attribute information
Name(3), Registration No.(5), Medical Date of _diagnosis(ll),
Address(4), Phone No.(5), record(6) Diagnosis(1), Hospital(4),
Public Tel.(5). Email(4), Family(4+), Doctor(3)
u Internet_account 1nf01mat}on(6+),
Nation(2), Birthday(4). Birth Disability rating(3), Type of
Place(3), Language(1), Nick(1) Disability(7) | disability(3), Registration No.
Healthcare of disabled person(5)
Picture(4), Fingerprint(6), Iris(6), Credit Card type(3), Card No.(5),
Physical Voice(4), DNA(7), Height(1), card(7) Card password(4)
condition Weight (1), Blood type(2),
Gender(2) Bank Account type(3), Account
account(7) No.(5), Account password(4)
Medical Health status(1), Medical Earnings(3) | Salary(1), Incentive(1)
information [record(6+), Disability(7+)
Credit (4) Credit rating(2), Date of

Psychological information

Book/video rental record(3),

g‘relgdency II\)Aag%z1ne 1sub(s?)c>11%'\cllogl(3> f
. urchase list eb surfing
preference |yt (3)" Hobby (1)
Belief and I Religious(1). Politics(1). Union(1)
Asset

; : Earnings(3+), Credit card(7+),

%&?%ﬁilon Bank account(7+), Deposit(1),
Real estate(1), Movables(1)

Credit Credit(4+), Dealings on
information |credit(6+)

Social information

Major(3), Academic
background(3), Grade(3),

Education Attendance record(3), Possession
of license(3), Reward and
punishment record(3)

Legal Crimin(al r>ecord(7+), Trial

: " . record(7+), Payment record of

information penalties(4+)

) Company(4+), Job evaluation

Work record(3)

Etc.
. . |Phone conversation(6+), Internet

%%m;?llémcat connection(3), Details of SMS

usage(6+), Blog-Homepage(4),

location IP(4). GPS information (4)
Military Completion(1), Military serial
service No.(5), Rank(1), Service unit(1)

Table 5. Absolute privacy leakage level of
composite-type personal information
Composite

-type .

sl Attribute
information

Internet

account :
information D(4), PW(4), Service(3)
(6)

. Family member’s name(3),

Family(4) Relationship(2)

Credit rating(2)

Dealings on

Loan(3), Collateral(4), Credit
card use(3), Date of

credit(6) dealings(3)
L Detail of crime(3), Date of
gerég%gj(%l) crime(3), Punishment(3),
Criminal case No.(5)
Trial Argument(3), Court day(3),
record(7) Tial case No.(5)
Fea(%?(f%tf Date of payment(3), Cause of
penalties(4) penalty(3)
Cgénpané)naéne(I%), Corr}llpany
address(3), Company phone
Company (4) No.(3), Company Email(1),
Title(1), Employer(1)
Phone Receiving phone No.(5),
conversation | Calling phone No.(5), Calling
(7) time(3)
Details of SMS-Receiving phone No.(5),
SMS SMS-Sending phone No.(5),
usages(7) SMS-time(3), SMS-content(1)
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Table 6. Criteria of the relative risk
corresponding to an adversary

Value Criteria

3 Information causes actual physical /
economical loss by the adversary.

There is a possibility to specify the
2 individual, or cause additional loss by
adversary’s collecting power.

Be] 93EE Al =
of  wE  AdHel $Fx=e] 1,
Absolute  privacy leakage level +
Adversary filter value) FE|Z Ao=v 71
27k lolrh o2 AAl ARFAHEA o3 A
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e

Table 7. Adversary filter for financial product
sales

Filter

vallve Attribute

Card No., Card password, Credit
3 card(+), Account No., Account
password, Bank account(+),

Name, Registration No., Deposit,
2 Loan, Collateral, Credit card use,
Dealings on credit(+)

Address, Phone No., Tel., ID, PW,
Internet account information(+),
Family member’'s name, Relationship,
Family(+), Salary, Incentive,
Earnings(+), Card type. Account type,
Real estate, Movables, Credit rating,
Date of Credit rating, Credit(+), Date
1 of Dealings, Company Email, Title,
Company address, Company phone
No., Company name, Comany(+),
Calling phone No., Receiving phone
No., Phone conversation(+),
SMS-Receiving phone No.,
SMS-Sending phone No., Details of
SMS usages(+)

Birthday, Service, Nation, Language,

Birth place, Email, Employer, Job

0 evaluation record, Criminal record(+),
Payment record of penalties(+), Trial
record(+)

Picture, Date of diagnosis, Diagnosis,
Hospital, Doctor, Medical record(+),
-1 Disability rating, Type of disability,

Registration No. of disabled person,
Disability(+), Criminal case No., Trial
case No., IP, Military serial No.

There is a possibility to disclose other
1 information which the adversary is
interest in.

0 Information includes identification
factors for the individual.

Information has identification factors
-1 which is not involved in adversary’'s
purpose.

Information does not have

) identification factor or is hardly used
by the adversary which has low

collecting performance.

Reward and punishment record,
Possession of license, Fingerprint,
DNA, Voice, Book / video rental
record, Magazine subscription,
Purchase list, Web surfing list, Hobby,
Major, Grade, Academic background,
-2 |Attendance record, Detail of crime,
Punishment, Date of crime, Cause of
penalty, Date of payment, Argument,
Court day, Calling time, SMS-time,
SMS-content, Internet connection,
Blog-Homepage, GPS information,
Service unit

Information does not have )
-3 identification factor and be involved in
adversary s purpose.

Gender, Blood type, Height, Weight,
-3 Health status, Religious, Politics,
Union, Completion, Rank
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Table 8. Adversary filter for spam mail
(FV=Filter Value)

Picture, Health status, Date of
diagnosis, Diagnosis, Hospital, Doctor,
Medical record(+), Disability rating,
Type of disability, Registration No. of
disabled person, Disability(+),

-1 Possession of license, Reward and
punishment record, Criminal case No.,
Trial case No., Criminal record(+),
Payment record of penalties(+), Trial
record(+), Job evaluation record,
Military serial No., IP

Birth place, Iris, Fingerprint, DNA,
Voice, Major, Grade, Academic
background, Attendance record, Detail
of crime, Punishment, Date of crime,
-2 Cause of penalty, Date of payment,
Argument, Court day, Internet
connection, GPS information, Birth
place, Service unit, Calling time,
SMS-time, SMS-content

Nation, Language, Blood type, Height,
Weight, Religious, Politics, Union,

-3 Salary, Incentive, Earnings, Deposit,
Real estate, Movables, Nick,

Completion, Rank

Filter

value Attribute

Phone No., Tel., ID, PW, Internet
3 account information(+), Company
email, Company(+), Email

Registration No., Collateral, Loan,
Credit card use, Dealings on credit(+),
Company address, Calling phone No.,
Receiving phone No., Phone

9 conversation(+), SMS-Sending phone
No., SMS-Receiving phone No., Details
of SMS usages(+), Loan, Collateral,
Credit card use, Dealings on credit(+),
Company name, Company address,
Company phone No., Blog-Homepage
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Table 9. Adversary filter for stalking

Filter

value Attribute

Address, Phone No., Tel., ID, PW,

3 Internet account information(+),
Company name, Company address,

Company(+), GPS information

Service, Family member's name,
Relationship, Family(+), Book / video
rental record, Magazine subscription,
1 Purchase list, Web surfing list, Hobby,
Card type, Account type, Credit
card(+), Bank account(+), Credit
rating, Date of Credit rating,
Credit(+), Date of dealings, Title

0 Employer, Card No., Card password,

Name, Family member's name,
Family(+), Email, Picture, Medical
record(+ ), Disability(+), Attendance
record, Criminal case No., Criminal
record(+ ), Trial case No., Trial

2 record(+ ), Calling phone No., Receiving
phone No., Phone conversation(+),
SMS-Sending phone No.,
SMS-Receiving phone No.,
SMS-content, Details of SMS

usages(+), Blog-Homepage

Account No., Account password
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Birthday, Service, Relationship, Nation,
Language, Height, Weight, Birth place,
Health status, Date of diagnosis,
Doctor, Disability rating, Type of
disability, Registration No. of disabled
1 person, Book / video rental record,

Magazine subscription, Purchase list,
Hobby, Religious, Politics, Union, Real
estate, Movables, Major, Academic
background, Date of crime, Date of
payment, Court day, Company email,
Title, Nick, IP

Diagnosis, Card No., Account No.,
0 Detail of crime, Punishment, Cause of
penalty, Argument

Web surfing list, Credit card(+), Bank
-1 account(+), Possession of license,
Military serial No.

Iris, Fingerprint, DNA, Reward and
punishment record, Grade, Job

-2 evaluation record, Calling time,
SMS*time, Internet connection, Service
unit

Blood type, Gender, Salary, Incentive,
Earnings(+), Card type, Account type,
-3 Credit rating, Date of Credit rating,
Credit(+), Loan, Collateral, Credit card
use, Date of dealings, Dealings on

credit(+), Completion, Rank
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Table 10. Adversary for voice phishing

Filter

valie Attribute

Phone No., Tel., Family member's
name, Family(+), Registration No.,
Card No., Card password, Credit
card(+), Account No., Account
password, Bank account(+), Company
3 phone No., Company(+), Calling phone
No., Receiving phone No., Phone
conversation(+), SMS-Sending phone
No., SMS-Receiving phone No.,
SMS-content, Details of SMS
usages(+)

Name, Hospital, Doctor, Medical
2 record(+), Registration No. of disabled
person, Disability(+), Employer,

Birthday, IP, PW, Service, Internet
account information(+), Relationship,
Nation, Language, Birth place, Email,
Health status, Date of diagnosis,
Diagnosis, Disability rating, Type of
disability, Account type, Card type,
1 Real estate, Deposit, Movables, Credit
rating, Date of Credit rating, Loan,
Collateral, Credit card use, Date of
dealings, Credit(+), Dealings on
credit(+ ), Title, Company address,
Company name, GPS information,
Address

Criminal case No., Criminal record(+),
0 Payment record of penalties(+), Trial
case No., Trial record(+)

Detail of crime, Punishment, Date of
crime, Cause of penalty, Date of

-1 payment, Argument, Court day, IP,
Military serial No., Nick, Possession of
license

Iris, Fingerprint, DNA, Major, Academic

-9 background, Attendance record, Job
evaluation record, Calling time,

SMS-time, SMS-content, Service unit

Picture, Gender, Blood type, Height,
Weight, Book / video rental record,
Magazine subscription, Purchase list,
Web surfing list, Hobby, Religious,
-3 Politics, Hobby, Religious, Politics,

Union, Salary, Incentive, Earnings(+),
Possession of license, Reward and
punishment record, Grade, Internet
connection, Completion, Rank, Service
unit

3.4 JHeIMH| HINE-ATHY FYTE &S HE
LE ME
3.4.1 #7|%(Notation)
g9 E 11, & Aueded 43S 93 53

A4kl /\}*Q“ﬂ 715 %
vzl AR &4 (attrlbut )& EE
(random variable) 22 FAZ}. A &4
o|4] <34 (dependency)el Sl= HA9 A

Bilsxdog Aolge] glomz 1749 WS 3

gtk o] AAE Tl AA A6 g mEFA
X= X1U X2--U XJel &3l= &+ &5 44
o s E‘“/]74(lndependent)°]‘3]— Ll ]
b A “’HOHH r=(yl.y2, -, vy &
718, yie AA FAHE 108 A9 Xéi% o]z}
I yieYi,YC X7} =},



404 Nl AR 2E J34 s A wsl
Table 11. Notation 342 174 &M MEL-Z2F AS
Notation Description N
- ) Ty 2 o] 17be] 2] 5
j The number of total categorized A 7H?“Z°EE _01 gstel Zpzpel Al w3t
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e Domain of the i-th attribute in total Aokslr 9= dERZT(entropy)7|Hke]  SIAE

' attributes, 1 < J. ( lution) 7158 Abagic
Xi An element of X;, x; € X; . resotution) 7= Aot
X X= X1U Xg"'U Xj .

p(xi) Probability function of x; . H(X):—Zp(x)-logzp(x)

W(Xo) Absolute privacy level of X; + x @
' Adversary filter value of X .

I ;I‘ehceorréumber of attributes in collected DelH E4 dEzds Ed A2Hs duns
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' collected record, i < 1. TR Fu AL Ed dAloA] AA el o
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S S TR VS P Aoleh, 54 449 2xd A (o7 AL

-y, oo .
5 R Brl=o] Z7)s
N The number of collected records E}Edq:d o] =4l :'137]"_"4%0] §7}6}7ﬂ et
w ~ -
The measured quantity of information = A& & F ok oFlE (21) dFellA Akt
E(X) di(scl)osure of i—th attribute, using 2 9= AF:AAQ #E(objective probability)zt
Xi), . .
T — . AAl At A48 A=Y (qualitative
The measured quantity of information B} o
Ey) |disclosure of 1-record including v;, weighted entropy)®] ez wstsicy  7Zhzhe]
using wiYy), 549 3§ $xe 24 V=D AN aE B S
I Y TS A sk A dolel Az E Fal AR 2 p
e entropy of X. 3 N _
Jo) 4~ ¢l } 33S £ =
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7, Zro] 7folA] B A A A 3
Ty Targeted attributes of adversary for E_] ‘_H - OEL 1 0#4 ° Xiel A “f
spam mail. Dol AV AR SRR 2 AkEg
Z1U Zy,
Ty Targeted attributes of adversary for p(x)
stalking. E(X )=
= p(x;)-log
U Zs, Z;‘ P w(X,) ®
Ty Targeted attributes of adversary for
voice phishing.

0 ) /The potential damage for disclosed Z; o] g2 AA 7|zt Hatol sl JdEZ o]
m(Z; Ti, which is measured by the ) s1oAm
m(T) |compensation for related cases, made == 17H4 AsEel A 0 QIR ek A

by court. 7S o o] AtEElt)
risk The measured risk of 1 collected
r, X
¥ |record, r. )

~ The average risk of all collected E (v)=—log. 2
risky x record and collected attribute Y. ) ) w(Y,) ©)

) The measured risk of 1 collected
i’lSk,, r, |record, r, and targeted attributes of

adversary is T; . o], /QAAR HIZE &£A Xio &= &

) The average risk of all collected QA el A xeke] Aksk o &4 Xjo
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Table 12. The compensation for personal

information disclosure, made by court. (m(Zi) :
\1,000)

Judgment
Cat Zi
atesory m(Z) Disclosed attribute
Za
Seoul high court
2007. 11. 27.
Email 100 20074330593 (22)
disclosure
Name, Phone No.,
Tel., Address, Email
72
Seoul high court
Registratio A s 2l
o No 900 2007433059%" (22)
disclosure
Registration No.,
Name
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Table 14. Collected attribute, Y

Collected attribute, Y

Name, ID, Phone No., Email, Address, Nick,
Gender, Nation, Relationship(Marriage), Blood
type, Birthday, Academic background,
Language, Company name, Title, Religious,
Politics, Hobby, Book / video rental record,
Blog-Homepage, GPS information, Picture
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Attribute

Fig. 2. Comparison between average information
disclosure and weighted information disclosure
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Fig. 5. The quantity of weighted information
disclosure, corresponding the purposes of each
adversary (Absolute privacy leakage level +
Adversary filter value)

Non-filter value

EZE Financial product sales
BE3 Spam mail

D Staking

Voice phishing

Fig. 6. The aggregated quantity of total
weighted information disclosure, corresponding
the purposes of each adversary
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Fig. 7. The measured risk of information
disclosure(non-filter value)

Fig. 8. The measured risk of information
disclosure, corresponding each adversary
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