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A Proposal of Enhanced Personal Information Security management
Framework of Consigning of Personal Information
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ABSTRACT

Recently, the number of companies consigning their personal information management work has been increasing; they consign
the work for various reasons and purposes, for example, in order to reduce costs related to personal information managers,
improve efficiency through professional performance and to improve service quality. As such, since the cases where an
consigning agency - not the personal information manager - handles personal information are increasing due to the increase of
consigning of the personal information management work, we need to concerned with and pay attention to how much such
agency makes efforts for personal information protection. In this regard, this study suggests a plan for efficient management of
the agency during the course of consigning work as well as a list of requirements for personal information protection to be
considered in each phase of the following; establishment of personal information protection framework for all consigning work
processes, selection of consigning agency, execution of consigning contract, operation and management of consigning work, and
termination of contract.

Keywords: Personal Information Security, Consigning of Personal Information, Consigning agency

Aed (20154 19 13Y) A4 (13 20159 249 3Y), T FA2F, ydko@korea.ac.kr, ydko@yulchon.com
ARGAL (20154 29 1749) ¥ 242} sangjin@korea.ac.kr(Corresponding author)



15 91 moake] mee)el Al

g
a =
2
£
o
oft -
<t
5
>
I
o,
2=

o] HF 7151 slelM e 1A 2 dAY 5
RS ATl oo, nlg2] At s 91 o
ol

i)

4

il

>

it

ok,

e
Y o

fru

In

) 1'!1 ol r‘_\’i I

r‘_‘;’i o
RO oo rfr 32 2L oft o b o

HN —(E
R
~
2
o =
-0,
o
fz
lo
N
o

=2
b
o =
rvO
lo
e
>,
N
>
ofo
B
i,

o ¢
2 2
rO
=2
ft

o
> ™
oE ool T

=
ro
ol
5
o
2
> M
ol
kel
32,
fr
ol
ofo ofo
g 2
e 0 =) lc_;
rﬁ: ol }Ol' o,
:‘é o 2 o
i,
i
o g el
Y -
o M
o

2
i)
ol
=
2
X
ke
o
+r
£
=)
o
2
2
oft
2
i)
:lo‘é

3
2

], 3] A
& Al o] shrl A RE gEhtel ¢
NAAHRAeE st 9l skl ek HeA
BRE e Askel Ao el old], x27x|9
NAIA R 5etz) fedgh AT A et 5
slofst NAAHRHES ] A5 A 2 EhAL
o] wokpe] S 13 Wikl A=k 9lrt.(1,2)
e}, SERAL wdE flgRE gjEhite} FfelA
BE AYst= MAARA AL 2]l uj
ol e oA AdFd Mg nE WEe
FgtaL olol didl Az WS £Fsle] o] E £
.
BN

Fjoksls AL AL Padgh el Ao Halrh

n
1

Sate) AR WelsFl e A7 L A )

n Aol et

A % Al 2 ule e
] o

7} sich ol

FERAL AR R E 5 Walohz} ¢l 3
sk gl e 2 A AR RS FE3) A=)
ofo} g EZo|AYe}, 915 Al weA] o
oz FER A g A $1eE ] o3, A

e QA A W Aok shlele] AT 2
Ask 9155 4 29 L W] DAl AR

Ak 317 L F5 B
shlsr] 913 kg A4

22728 MAA R 7] IS 9
FA MAIAR HFHTE delstr Q= FEALY
NIRRT 2] A 33 <7 AT
2 FEALE 918 A5 2 ZRA) wphegel] 24
A= ek, sEAbE R R s T

2 ¥R S A DR S

% o o
2 o2
Eé

k ® 8 o

IR F bl A 43wt A1)
(el A m Al 5o slekst A3 AT



AHH 53374 (2015. 4) 385

AR e Al 2

olstsitt. ol & Edf

o,
i
e
ko
B
it
=2
=
ok
ed
o 2

Table 1. Security Level by Inspection Domain

Inspection Domain sieauiris
Level
Internal Management Plan of
Personal Information Protection 48.9%
and Establishment of Policy on '
Handling of Personal Information
Management of Personal 16.5%

Information Handler
Collection of Personal Information NA
Storing and Management of

0,
Personal Information 49.2%
Handling of Personal Information 46.6%
Provision of Personal Information 90.0%
Disposal of Personal Information 32.9%
Protection Measures of Personal 44.99
Information Handling System )
Responding to Reference/
Correction/ Deletion Request of 33.1%
Personal Information
Average 45.5%
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Table 2. Laws Related to Consignment Work

Provisions of Related

bzjor Lems Regulations
Article 26 (Restrictions
- Personal Information|>" Management . of
Personal Information

Protection Act Following Entrustment

of Affairs)

= Act on Promotion of
Information and Com-|Article 25 (Entrusted
munications Network|Handling of Personal
Utilization and Infor-|Information)
mation Protection, Etc.
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Provisions of Related
Regulations
Article 17 (Entrustment

of Collection,
Investigation and
Processing)

Article 32 (Consent to
Provision and Use of
Personal Credit
Information)

Article 40 (Supervision
and Inspection of
Financial Institutions,
etc. over Affiliations or
Outside Orders)

Major Laws

* Use and Protection of]
Credit Information
Act

» Electronic Financial
Transactions Act

* Regulation on
Outsourcing of
Information
Processing and IT
Facilities of
Financial Companies

Article 4 (Entrustment
of Information
Processing) ~ Article 8
(Supervision and
Inspection)
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Core Connection
Elements

Company-wide Personal Information
Protection Management System

Selection of
consignee and

Company-wide
Personal Information

[ Protection

Management System

Change of policy on
. personal information
processing

|

Change management
of consignee status

Change of
entering into a consignee?

(re)contract

Performance and
management of work

Cancellation and
termination of the

Diagnosis on the
level of consignee
and assessment
‘management

Carying out the
‘process of contract
cancellation
management

Internal |,
Reporting

Fig. 2. Plan for Connection with Personal
Information Protection Management System

contract
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1. selection of
business and
entering into a
contract

Required Scope of
of

Duty (SLA)

of || P Standards

Duty

Change
manage
ment of
Personal

Company-
wide

Diagnosis on the conngnes and
Personal L

2. supervision on

operation and
management

3. cancellation
and termination

Consi

" training
Protection N

Status of ‘

Tnormation
Protection
System

ex post facto
management guarantee

System
Confirmation on disposal of
personal information

L |

best practice pursuant to related laws and systems

Fig. 3. Framework on Security Management of
Consignment Work
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= Indexing of Consignee Management = Consignee Management Plan by
Level Classification OMI level

Quantityof personal | Status ofcertified ] [OMI level of 30% or higher]
information consignee security . e Snbiemn diaguosis in person one or

provided annually (4) more times a year

» OnOffline training and due diligence

» over 90% of the assessment items for

between 30-80% of the OMI]

> subject to diagaosis in person oncea
Yyear or a written diagnosis

» On/Offline training and due diligence
on sampling

Existence of
accidents related o
information
protection (C)

Level of consignee's | Type ofindividual |~ Type ofpersonal
dependenceon the member information
consignor(®) | information (E) consigned (F)
Quantification of risk level by
standard item

cer 50% P
v Outsourcing Management Index(OMI* > Z;E;,éﬂe/e ﬁﬁ?;&ﬁfgﬂﬁ?; i for
consigument work are diflerentiated)

=[A(1~0)tB(1~3)+C(1~3)+D(1~5)] | cousigument work are differenfiated) |
XE(1~3) XF(1~3)tcorrection value of OMI level of 80% or below]
> awritten diagnosis and letter of

consignor (a) g commitment management
OMI: Outsourcing Management Index » Ouline training
3%()The numbers in parentheses are quantified ¥ the minimum requirements of the
assessmentitems for consignee (the

e
values by standard item rgﬂuuem_ems by consignment work are
Y differentiated)

Fig. 4. Plan for Indexing of Consignee
Management (example)
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7) OMI: Outsourcing Management Index
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