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ABSTRACT

While various phishing attacks are getting to be increased in constant, their response methods still stay on the stage of
responding after identifying an attack. To detect a phishing site ahead of an attack, a method has been suggested with utilizing
the Referer header field of HTTP. However, it has a limitation to implement a traffic gathering system for each of prospective
target hosts. This paper presents a unknown phishing site detection method in the Interior network environment. Whenever a user
try to connect a phishing site, its traffic is pre-processed with considering of the characteristics of HTTP protocol and phishing
site. The phishing site detection phase detects a suspicious site under phishing with analysing HTTP content. To validate the
proposed method, some evaluations were conducted with 100 phishing URLs along with 100 normal URLs. The experimental
results show that our method achieves higher phishing site detection rate than that of existing detection methods, as 66%
detection rate for the phishing URLs, and 0% false negative rate for the normal URLs.

Keywords: Phishing Site Detection, HTTP, White List, Interior Network
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