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ABSTRACT

DNS amplification is a new type of DDoS Attack and nowadays the attack occurs frequently. The previous studies showed
the several detection ways such as the traffic analysis based on DNS queries and packet size. However, those methods have
some limitations such as the uncertainty of packet size which depends on IP address type and vulnerabilities against distributed
amplification attack. Therefore, we proposed a novel traffic analyzing algorithm using Success Rate and implemented the query
analyzing system.
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Fig. 2. Overview of proposed DNS amplification attack detection system
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Table 1. The structure of DNS Packet

Source IP Address
Destination IP Address
Source Port
Destination Port (=53)
Transaction ID (Random No)

R
Qr 9Pl aa|TC |RD [RA| Z |AD|CD|CO
ode
DE
QDCOUNT
ANCOUNT
NSCOUNT
ARCOUNT
QNAME [ QTYPE [ QCLASS

Table. 2. The description of QR field

QR Description
Request
1 Response

Table. 3. The description of RCODE field

RCODE Description
0 No error condition
1 Format error - The name server
was unable to interpret the query.
Server failure - The name server
9 was unable to process this query

due to a problem with the name
server.

Name Error - Meaningful only for
responses from an authoritative
3 name server, this code signifies
that the domain name referenced
in the query does not exist.

Not Implemented - The name
4 server does not support the
requested kind of query.

Refused - The name server refuses
to perform the specified operation
for policy reasons. For example, a
name server may not wish to
5 provide the information to the
particular requestor, or a name
server may not wish to perform a
particular operation (e.g. zone
transfer) for particular data.
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Analysis Algorithm(1 min_pkts) {
Request_pkt = 0:

Suc_Res pkts = 0; // Initialize
exist

For(every pkt){

if QR = 0, {Request_pkt ++: // Check request pkt

}

else {Response pkt ++: // Check response pkt
if Rcode = 0, then Suc_Res pkts ++:

successful pkt

}

SR = Suc_Res pkts / (Request + Response): // DNS query Success Rate in 1

min

return SR;

}

// Initialize the total number of request pkts
Response_pkt = 0: // Initialize the total number of response pkts
the number of response pkts which domains

// Count the number of

Fig. 3. Analysis Algorithm
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Table 4. Comparison our proposed DNS amplification detection system with other detection system

Proposed

Detectiop; System (5 (6 (7 (8
Real-Time Detect ) 0O 0O X X
Threshold O X X O 0O
Experimental Data O 0O 0O 0O )
Real-Life Data ) X X X X
Real-Time Visualization 0 X 0 X X
Enterprise Monitoring O X X X X
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