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ABSTRACT

In this study, we propose an effective network managed security services model that can detect a presence of potential

malicious codes inside the energy-based SCADA Systems. Especially, by analyzing the data obtained in the same environment

of SCADA Systems, we develop detection factors to applicable to the managed security services and propose the method for the

network managed security services. Finally, the proposed network managed security services model through simulation proved
possibility to detect malicious traffic in SCADA systems effectively.
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Table 1. Comparing characteristics of wide and
local area SCADA Systems

Wide Area
SCADA Systems
Local and remote
backup and re-
dundancy

Local Area SCADA

Division
Systems

Local backup and
redundancy

Redundan
cy

Remote data ac-|Manual operation
quisition and con-|by control panel in
trol in emergency [emergency

Remote
Control

Wide damage
through dedicated
line

Restrictive  dam-
age in local

Damage
ranges

Manufact

Foreign
urer

Domestic

Technical

Support Easy Difficulty
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Fig. 2 Managed security services applicable
model in wide area SCADA Systems
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Plant Network Switch(B)
IIRTU II RTU .

Fig. 5 Managed security services applicable
model in local area SCADA Systems
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Fig. 8. Transport model of security log for
managed security services network
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Table 2. Firewall's acquisition data summary in
wide area SCADA Systems

Division Detailed Description
Data
acquisition 2014.03.01. 00:00 ~ 24:00
period
Time| Count | Time| Count | Time| Count
00~ 01~ 02~
01 5,675 02 5,676 03 5,766
03~ 04~ 05~
04 4,286 05 4,333 06 4,274
06~ 07~ 08~
07 4,367 08 4,803 09 4,735
Security |09~ 10~ 11~
log 10 5,784 1 6,561 12 6,780
count
12~ 13~ 14~
13 6,436 14 7,171 15 6,953
15~ 16~ 17~
16 6,408 17 6,972 18 7,010
18~ 19~ 20~
19 6,909 20 6,298 921 6,656
21~ 22~ 23~
99 6.489 93 7,014 94 5,717
Average
security log 5,961
count
Total
security log 143,073
count

ol AHHe] WA LR Syslog L
g 7Fse 2ot a Ade SUA|IP, HHAIP,
BAAPort, AHEREE A5, A%, 444
7 BOE BRY £ glov, ¥ EF4E A5%
o P ad] wFRE BAsle] nl
AR e PeE BAeaE Al

B

oo

Table 3. Allowance syslog format of Firewall

Log
A e DI |Segp Sl | P
Divis Port col
8 ed
on Dst. | Snd. | Rev. |Durati| Inter
st. . . ;
Dt 1P Port | Bytes | Bytes on face

511 EUX| ¥ SHX| IPFA

Al 54 dlele #4AI Fig 109 2ol A4
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Fig. 10. Source and destination IP session
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Fig. 15. Collected data summary of simulator
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<Frane 1: 278 bytes on wire (2224 bits), 278 bytes captured (2224 bits) on interface 0

Ethernet 11, Src: Hewlettp_f5:92:d7 (al:1d:48:15:92:7), Dst: Universa_d2:1e:72 (00:1a:6b:dD:1e:72)
-Internet Protocol Version 4, Src: 10.200,234.125 (10.200,234.125), 0st: 10,200,234.115 (10,200,234,115)
< Transmission Control Protocol, Src Port: 1468 (1468), Dst port: 1027 (1027), Seq: 1, Ack: 1, Lem: 24

- 1
| Data: 010100e000000100730065006c0065008300740020006100. .. |

[Length: 4]

Fig. 16. Open-command's payload of field device
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<Frane 12 148 bytes on wire (1184 bits), 148 bytes captured (LL84 bits) on interface 0
- Ethernet 11, Src: Hewlettp_f5:92:d7 (a0:1d:48:f5:92:d7), Dst: Universa_d2:1e:72 (00:1a:00:d2:1e:72)
- Internet Protocol Version 4, Src: 10.200.234.125 (10.200.234,125), Dst: 10.200.234.115 (10.200.234.115)
Transmission Control Protocol, Src Port: 2562 (2562), st Port: 1007 (1027), Seq: 1, Ack: 1, Len: 4
Data (% bytes)
[_Data: 0101005600000100730085006¢0085006300740020007300. . |

[Length: 9]

Fig. 17. Close-command's payload of field device
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Table 4. Detection signature and name for
detecting of control-command

Division|Detection signature DB
name
alert tecp any any

Open any”1027 attack-scada-contro
Control (content:"1010100e0| 1(open).14101602@

00000100|"; offset: motiecsc
0: depth: 8:)
alert tcp any any <)

Close any”1027 attack-scada-contro

Control (content:"10101005¢| 1(close).14101601 @
00000100|"; offset: motiecsc
0: depth: 8:)

Conirol Deleiion rule Delecion | | Delcion Monioring
ldco;::;lnd& fetection Ul (88| Signature A - i rIr(:le A rulesapply | | 8
enfificaion 0 Exiracion erformanc{ | secud -
clussfication Conpenerioy e Tes! equipnnzm Opinizion

No [
Detecion rules
Management

history

Fig. 18. Development process for detection rules
in general
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Anomaly & Misuse
Detection

All packets capture
with Port-Mirroring
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& DDoS pattern in terminal = g
10.200.234.200/25 10.200.234.250/25

Fig. 19. Simulation model in wide area SCADA
Systems

10.200.234.115/25 10.200.234.125/25
(Control Svr, FEP) 192.168.0.125/25
(Control PC)

Table 5. Simulation component

Manufact

Division Model 0/S
urer

. . Secu

Firewall Wins E-2000 0/S

. Secu

IDS Secui | NXG-200 0/S

Network Protocol \Wireshark/Wireshark|v1.12.1

Analyzer
Terminal HP 8530P | Win 7
Zz Router Cisco C-1821 108
=3 Switch Cisco | C-2920 | 10S
2> Contrpl e Open & Close-control
5 Execution
§_ UDP Flooding . DDQS Pattern Generator
g (Unicorn)
fc; ICMP Flooding|le ICMP Flooding Generator
g Network e Random Traffic Generator
Malicious Code| (SolarWinds Toolset)
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Fig. 20. Open-command detection in IDS
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Fig. 21. Close-command detection in IDS

AwgA 5 A AYPAALIA Ping 34
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LR mem | s Nens| e (m]
10200234115 1020023 2500one. OES 148 282K 18V ICMP Ping Of Death
10200234415 102002342500one. OZS 150 BLIK 128 ICMP Ping Of Death
10200234115 10200242500one. OFZ 154 29747K 128 V/ ICMP Ping Of Death
10200234115 1020024200000 OFZ 78 615K 128 ICMP Tear Drop
10200234415 1020022000000 OFZ 79 GL5K 18V ICMP Tear Drop
10200234250 1020023105000 OES 487 303.03K 18 V/ ICMP Tear Drop
10200234115 1020023425000ne. @EZ 503 397.09K 128 V/ ICMP Tear Drop
10200234115 1020023425000ne. @ES 459 35051K 128 V/ ICMP Tear Drop
10200234115 1020023425000ne. @ES 481 975K 128 ICMP Tear Drop
10200234115 1020023250000 OES 495 309.33K 128 ICMP Tear Drop
10200234115 10200234 2000ene. D=2 55 4261 128 v/ ICMP Tear Drop
10200234250 0200234 1150one. OFS 495 193K 18 v ICMP Tear Drop

Fig. 22. ICMP Flooding detection in IDS
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Fig. 23. UDP Flooding detection in IDS

6.25 UESI & - dlo|2{A0 CHEE A}t

T2k Eggs
< - mpelg e} frAleE B4 9
o Azt o] AlEH oA



290 oNUA| 7IMkR FA ] RQkhA| wilel] g A

| 3 | Dt L ool Soot [ oestpot | oeuoton | 9 3%2175} UH ?‘(1]3] ‘?‘%Héfﬂ' Abgo 7 O—}Aéf’_E 7‘;]' °é*]—
1921680128 10100300100 W2ty 5 Bl e ZZ ukAlg 7 o ]z o] Ao Al A~ El
1921680125 100400400100 0163htp 5% 0165 DENY A7E % AL sleh Am7A e Al Al
192168012 100100400100 49%51hidp 55 {951 DENY 1:}]2‘7]— 10}3}11] z] 21'] 3 ‘Zr‘ 2 314-,1];91 . %E]X#OJ zj% Eo-
1G0T AODI00A00I00" - Ty B /R -

I
I
I
6
1921600128 10010000100
192468 0125 100400400100
1921680125 100100400100
1921680126 100100400100
1921680125 100100400100
1921680125 10010000100
1921680126 100400400100
1921680126 100400400
1921680126 100400400

100
10

Sdthp

1l
64261udp
31080udp
14407hdp
B4831hudp
13568ludp
1855Nudp
45400dp

51855

i

1616
64261
30
a0
64631
13565
185
45400

ENY
DENY
DENY
DENY
DENY
DENY
DENY
DENY
DENY

[ Src P | DestIP

[ Protocal ||

Src Port H Dest Port |[Denied Ac. |

192.168.0.169 100.100.100.220
192.168.0.169 100.100.100.225
192.168.0.168 100.100.100.226
192.168.0.169 100.100.100.227
192.168.0.169 100.100.100.228
192.168.0.168 100.100.100.230
192.168.0.169 100.100.100.229
192.168.0.169 100.100.100.240
192.168.0.169 100.100.100.239
192.168.0.168 100.100.100.238
192.168.0.169 100.100.100.237
192.168.0.169 100.100.100.236
192.168.0.168 100.100.100.235
192.168.0.169 100.100.100.233
192.168.0.169 100.100.100.234
192.168.0.168 100.100.100.232
192.168.0.169 100.100.100.231
192168.0.169  Rbdiubutdmaeli

8licmp
8ficmp
8ficmp
sficrp
8ficmp
8ficmp
8ficmp
8ficmp
Bficmp
sfiemp
8ficmp
8ficmp
8licmp
8ficmp
8ficmp
sficmp
8ficmp
8licmp

DENY
DENY
DENY
DENY
DENY
DENY
DENY
DENY
DENY
DENY
DENY
DENY
DENY
DENY
DENY
DENY
DENY
DENY

Fig. 24. Malicious traffic protection in Firewall
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