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Safety Analysis of Various Padding Techniques on Padding Oracle Attack
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ABSTRACT

We use various types of cryptographic algorithms for the protection of personal and sensitive informations in the application
environments, such as an internet banking and an electronic commerce. However, recent researches were introduced that if we
implement modes of operation, padding method and other cryptographic implementations in a wrong way, then the critical
information can be leaked even though the underlying cryptographic algorithms are secure. Among these attacking techniques, the
padding oracle attack is representative. In this paper, we analyze the possibility of padding oracle attacks of 12 kinds of padding
techniques that can be applied to the CBC operation mode of a block cipher. As a result, we discovered that 3 kinds were safe
padding techniques and 9 kinds were unsafe padding techniques. We propose 5 considerations when designing a safe padding
techniques to have a resistance to the padding oracle attack through the analysis of three kinds of safe padding techniques.
Keywords: Padding Oracle Attack, CBC Mode, Block Cipher
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Table 1. Byte-based and Bit-based padding

Byte-based(8) Bit-based(4)

CBC-PAD, | PAIR-PAD, | OZ-PAD,
ESP-PAD, '« ABYT-PAD, | ABIT-PAD,
XY-PAD, NIST-PAD, | ISO(9797-1)%H3,
BOZ-PAD, | SSH2-PAD ISO(10118-1)"H3
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Fig. 5. Padding techniques of CBC-PAD
4.2 ESP-PAD
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Fig. 6. Padding techniques of ESP-PAD
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Fig. 9. Padding techniques of BOZ-PAD
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Fig. 12. Padding techniques of ABIT-PAD

4.9 NIST-PAD
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4.10 SSH2-PAD
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Table 2. Analysis of possibility attack on 12 of
different padding techniques.

chahdndiiqrfes Type | Attack Complexity
CBCG-PAD (2)| Byte | Yes 128n+ Logy(n)
ESP-PAD (9] | Byte | Yes 128n+ Logy(n)
XY-PAD (9]| Byte | Yes 128n+ Logy(n)
NIST-PAD | Byte | Yes 28 — 1
SSH-PAD | Byte | Yes 28— 984 9441
OZ-PAD (9] | Bit Yes 28 — 1

BOZ-PAD (9) | Byte Yes 128n+ Log,(n)
PAIR-PAD | Byte No -
ABYT-PAD | Byte No -
ABIT-PAD Bit No -

0971971 (5) | Bit Yes | 8n(g—1)+1+ Log,(8n)

SB 2T*l+227‘*n41+t
CB: 2 +27"

I0101181 (5| Bit Yes
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Table 3. Compare of safety padding techniques.

PAIR- | ABYT- | ABIT-
PAD PAD PAD

Type Byte Byte Bit

Sender determines
number of bits

Leakage the length

2 bytes | 1 byte 1 bit

of the messages X X X
Using the Random
Number Generator © 0 X
Leakage the pad-
ding information X X 0
Detection of modi-
fied padding X X X
Ex1st.s of Invalid X X X
padding
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Table 4. Five criteria for a safe padding design

techniques.
Design Correlative Countermeas
oS18] Padding | Vulnerability
Criteria . ure
Techniques
Can recover Should not
CBC,
Leakage the messages leak the
ESP, . . .
the length information padding or
XY,
of the through message
BOZ, .
messages padding length length
ISO . .
leakage information
Possible to Should not
Leakage recover specific| guess the
the padding ABYT, message message
information ABIT information information
from padding |from padding
information | information.
Can reduce Reqt.nre
efficiency techniques
Detection of| PAIR, throueh about
modified | ABYT. mahcioisl detecting
padding ABIT . y maliciously
modify e
encryotion modified
vp ciphertext
Using random | Should not
Using the NIST, number use the
Random SSH, generator random
Number PAIR, increases the number
Generator ABYT complexity of | generator.
implementation
Can be
available in |Should not be
Exists of NIST, the found the
Invalid SSH, theoretically invalid
padding 0Z attack from padding by
unused invalid| attacker.

padding




AR H 535 =7A] (2015.

4) 277

(Table 4)] 4A71%0] 4] Y 2212 370
WS o Hae] W] 54 AMEeA
£ AT EEAS AT A A
A7} W Ao o

References

(1) Romain Bardou, “Ecient Padding Oracle
Attacks on Cryptographic Hardware,”
CRYPTO 2012

(2) S. Vaudenay, “Security Flaws Induced by
CBC Padding - Applications to SSL,
IPSEC, WTLS....” Eurocrypt 2002, LNCS,
vol. 2332, pp. 534-545, Springer-Verlag,

2002
(3) J. Black, H. Urtubia, “Side-Channel
Attacks on Symmetric Encryption

Schemes: The Case for Authenticated
Encryption,” USENIX, 2002.

(4) V. Klima, T. Rosa, “Side Channel Attacks
on CBC Encrypted Messages in the
PKCS#7 Format,” eprint2003, 2003

(5]

(M XF27H4)

71 7] ¥ (Ki-moon Kim) A3
2011 99~ Sl Al S (KISA) A4
20139 99~ wejdisty AR R I AAlaA]
(PAIFo) FFA|~E obdA B4

K. G. Paterson, A. Yau, "Padding Oracle
Attacks on the ISO CBC Mode Encryption
Standard,” CT-RSA 2004, LNCS, vol.
2964, pp. 305-323, Springer-Verlag, 2004
J. Rizzo, T. Duong, “Practical Padding
Oracle Attacks,” USENIX WOOT 2010,
2010

T. Duong, J. Rizzo, “Cryptography in the
Web: The Case of Cryptographic Design
Flaws in ASP.NET,” IEEE Symposium on
Security and Privacy 2011, 2011

N. J. Alfardan, K. G. Paterson, "Lucky
Thirteen: Breaking the TLS and DTLS
Record Protocols,” IEEE Symposium on
Security and Privacy 2013, pp. 526-540,
2013

John Black, Hector Urtubia(2002).
“Side-Channel Attacks on Symmetric
Encryption Schemes: The Case for
Authenticated Encryption,” USENIX
2002

s 87 N

kW 4 (Park-Myungseo) A3

20134 29 Fidigtn 7 &4

20159 29 I AR R ketat A}
20149 129 ~&A: 7lRe|sdta
(AR AH RS ks due|E o]FEAlHgt




278

A

ol

oebe $AA HE Tl Aguye

r-{n:
1%

al

7 & A (Jong-sung Kim) 4134

20009 8%4/2002 84: wEstar 4238} shal/o] sk AL

20061 119: K.U.Leuven, ESAT/SCD-COSIC AR ¥ % -Fshata}
20074 29 zediEta Huu sk Fehutal

20079 39 ~20094 8Y: methst AH M F7)|EAFAE] AT
20091 9% ~20134 249: At e-n|=y2da} Faa

20139 39 ~&A: Fuldsta pea) 2w

20144 39~ st dube] 4R R eksly 2w
(FAEop) ARRE 43 dweZE, txE iziw

o] & ¥ (Chang-Hoon Lee) £413]%)
20014 294 srefistal k(o] Al
20034 29 wedisha A ol (F
20084 29 wH gy ARR I (I
20094 39~20119 24 : WISt FHFEF
20114 3€9~2012124: shAldigty #5783
20129 34 ~&A: Agsr|edsn AFe gty 2as
(FAleh) ARES kst tAGxAA HFE]o]2

+ 9 A (Duk-Jae Moon) AH3|¥
2000 2% LA sk 23k spap

20034 29 sty AR H ] Aa}
20154 29 w st AR sosks] ukap

20154 29 ~&A: 4 SDS
(TRl 3% ot 2 2EF] 43 24

% 4 3] (Seok-hie Hong) #4134

19954 24: wejdjsta 48t} A}

19974 2% yedigw stz A}

2001 8Y: wejdista k) ubal

19999 84 ~2004 29: & AlFelE HIZEZA 2~ AgATd

20039 8€9~2004d 2% mHistal AR R T7|EqFAE AddTd
2004 49~20059 29: K.U.Leuven, ESAT/SCD-COSIC #3441
200541 3¥9~20134 8%: weldistw AR ooy Fusp

201349 9¥ ~3A: w#dsty Arrsosty] Hws

AR tA7-EN7) s 24 2 A, A5E 224

s}





