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ABSTRACT

In information security devices, such as Smart Cards, vulnerabilities of the RSA algorithm which is used to protect the data
were found in the Side Channel Analysis. The RSA is especially vulnerable to Power Analysis which uses power consumption
when the algorithm is working. Typically Power Analysis is divided into SPA(Simple Power Analysis) and DPA(Differential
Power Analysis). On top of this, there is a CA(Collision Analysis) which is a very powerful attack. CA makes it possible to
attack using a single waveform, even if the algorithm is designed to secure against SPA and DPA. So Message blinding, which
applies the window method, was considered as a countermeasure. But, this method does not provide sufficient safety when the
window size is small. Therefore, in this paper, we propose a new countermeasure that provides higher safety against CA. Our
countermeasure is a combination of message and exponent blinding which is applied to the window method. In addition, through
experiments, we have shown that our countermeasure provides approximately 124% higher attack complexity when the window
size is small. Thus it can provide higher safety against CA.
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Table 1. Squaring and Multiply Always Algorithm
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Table 3. Notations

Notation Description
N Modulus
d Secret Key
t Bit length of Secret Key d
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Random value

7 for Message Blinding
. Random value
for Exponent Blinding
w Window size
W 2v
k [t/w]
S Signature
3.1 %ol IM0] B 9= HAIX SalelE T

(12)ellA Aloksl wlAA] Eefeld 71 <

R
By

&

o(N) Fe Hgate] 5= M R¥ Y mod N 3} 2

S e 4 B E s A 1*}71

8 & 5
]

A% 2p(M el 485 219—4, o
Fgkow TR golt,

2= (207242t 3 1 20) 1 (1)

g A (Dol DA $(N) = (6,10, -+ By)s.
b =101, ¢, =¢,+1{1,2} 4 | 4 (2)7}

A

r

+

f‘,—l_

t
N)=Z¢i_12"’—{2¢5l 2 +1}+1
i i=1
Z 2 +2= ¢t—2€5t—3"'€$02)2 (2)

Al ()5 7]Hte g R Al 3] A] AFA )

A% (Mol d@ BlmE A UE Lot
& WE g

Ark. Table 4.9} Zrol bl A

111 A5 °d*&?+ FAd Blad e 448 5
ol 8l 7o)},

webd F e A d=(d,_d, - dy), o i
HA HE 49 ¢(N) = (1, b))y 21 i—1
WA HE ¢, 5 FAl 270 ste] m|Ee] ulet
Table 4.2} Zo] Abdell qdxket, A= 3t RE &2}
A9 Ho] Qe WAA MORY & g o v

Table 4. Pre-computation for Message Blinding
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Table 6. Pre-computation for Message Blinding
with Window Method (w=2,¢",_, =1)
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Table 7. Message Blinding with Window Method
(Algorithm 1)

Input Md=(d,_,d,_,-
Output S= M mod N
1. If M=1 then return 1
2. If M= —1then return 1—2d,
3. Generate random numbers
RE{1,2,-, N—1}, velo, 1, -, W21}
4. Pre-computation
4.1 For (i=03i< Wsi++)
411 8 =RV med N
4.2 For (i=0;i< W% i4+=W)
4.2.1 For (j=0;j< W;j++)
4211 S5 6+5+w) = O i+ 5 <M mod N
5. For (i=k—1;i>1;i—)
5.1 9=8"mod N
5.2 8= 5X8,5(wa' +p ) mod N

6. Return §">S,¢ (41 7, ) mOd NV
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Table 8. Pre-computation for the Combination of
Message Blinding and Exponent Splitting with
Window Method (w=2,¢',_, =1)
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Table 9. Combination of Message Blinding and
Exponent  Splitting with  Window Method
(Algorithm 2)

Input =(d,_1d,_o - dy)ys ¢(N), N
Output S= M mod N

1. If M=1 then return 1
2. If M= —1 then return 1—2d
3. Generate random numbers

RE{1,2,- N—1} ,ve{0,1, -, 2W2— W—1} |
r(t-length)
4. Compute cAl=d*r
5. Pre-computation
5.1 For (i=0;i< W;i++)
51.1 8, =8 """V med v

5.2 For (i=0;i<(2W*~W);i+=W)
5.2.1 For (j=0;j< W;j++)
5.2.1.1 Syq (44 m = Soa(i+j) X M mod N

6. For (i=k—1;i>1;i—)
6.1 S=8"mod N
6.2 S=9x8 .

7. Return 8" XS
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Table 11. Algorithm 1 and 2 test results

Speed Memor Attack
(x10° (KB) Y Complexity
w Cycles) (bits)
1 2 1 2 1 2
1 249 256 | 0.64 | 0.66 4
2 184 194 | 0.71 | 0.77 44 98
3 169 178 | 0.89 | 1.13 296 661
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