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ABSTRACT

The side-channel attack is widely known as an attack on implementations of cryptographic algorithms using additional
side-channel information such as power traces, electromagnetic waves and sounds. As a countermeasure of side channel attack,
the masking method is usually used, however full-round masking makes the efficiency of ciphers dramatically decreased. In order
to avoid such a loss of efficiency, one can use reduced-round masking. In this paper, we describe a side channel attack on the
lightweight block cipher LEA with the first one~six rounds masked. Our attack is based on differentials and power traces which
provide knowledge of Hamming weight for the intermediate data computed during the enciphering of plaintexts. According to
our experimental result, it is possible to recover 25 bits of the first round key in LEA-128.

Keywords: lightweight block cipher LEA, side-channel attack, masking method
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