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ABSTRACT

In public-key cryptographic system based on finite field arithmetic, it is very important to challenge for implementing high
speed operation. In this paper, we focused on 8-bit ATmegal28 processor and concentrated on enhancing efficiency of reduction
operation which uses irreducible polynomial f(z)= 2™ +2%7 4+ &'+ " 41 and flz)= 2'% +2 +212 4 2!
+1. We propose optimized reduction algorithms which are designed to reduce repeated memory accesses by calculating final
reduced values of Fast reduction. There are 53%, 55% improvement when proposed algorithm is implemented using assembly
language, compare to previous Fast reduction algorithm.
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7 0 Addr.
RO $00
R1 §01
R2 §02
R13 $0D
General Ri4 $0E
Purpose R15 $0F
Working R16 $10
Registers R17 §11
R26 $1A X-register Low Byte
R27 $1B Xeregister High Byte
R28 $1C Y-register Low Byte
R29 $1D Y-register High Byte
R30 $1E Zregister Low Byte
R31 $1F Z-register High Byte

Fig. 1. ATmegal128 general purpose resisters
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Fig. 2. Reducing the 32-bit word C(9) modulo
fla)=a'B+ 2"+ +2% +1

Algorithm 1. Fast reduction modulo f(z)=
218 4+2"+a25+23+1  (with 8-bit processor)

Input:c(x) which of degree is at most 324
Output:c(z) (mod R N LR Ep L L 1)

1: for ¢ from 41 downto 21 do

1.1: T < Clel.

1.2: Cli-21) < Cli-21] (TK5).

1.3 Cli-20)<—C[:-20] D (T4) b (TK3) b

T (TH3).

1.4: Cli-19) < Ci-19]D (T)H4) b (T)H5).
o T < C[2000)3.
© Cl0) « CLOJD (TN D (TKB) B (T3 D T.
CC) < CIB(THD B (TH2).
© Cl20] < C[20)&0x7.
. Return (C(20),---,C(1],C[0))
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Algorithm 2. Seo's reduction modulo f(z)=
29 427+ 2%+ 28 +1  (with 8-bit processor)

Inputic(x) which of degree is at most 324
Output:c(z) (mod z'® + 2"+ 25 +2° +1)
1: for @ <41 to 21 decrements i by 4 do
1.1t 7, < Cli), T, < Cli-1),7; < Cli-2],
7, < C(i-3).
1.20 Cli-24)« Cli-24) D (7;<5).
1.3: Cli-23)«Cli-23) B (;<K5) b (7;<4) b
(7,43)D 7, b (7, )3).
1.4:C(1-22)«Cli-22) B (1,<<5) & (1;<<4)
DL DLB(L))3)D(T))4) D
(7, 05).
1.5:C(e-21)<=C(i-21) D (7, {5) ® (7,{{4)
(LK) DLD(1)»3)D(T))4) D
(T3 0)5).
1.6:C(e-20)<—C(i-20) B (7;<<4) & (1, {{3)
D 7, D (1;))3)D (1,))4) D (1,))5).
1.7:C(i-19)«=C[¢-19) b (7} »4) b (17, )5).
20 1, < Cl[21), 7, < CI[20).
3:C0)<—ClO) B (T; BB (LK) D (T, K3) D
T, ®(1;))3).
4:C(1)<=Cl1) D (<{4) D (
(7T303)D (T, )4 D (T,))5).
5: C2) <= CL2)D (1, ))5) D (13 ))4).
6: C(20) <« C[20)&0xT.
7. Return (C(20],---,C(1],C(0))
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8-bit ATmegal28 Z=2ZAA 2Z7o4 Fast
reduction @x2&S 7oA f(z) = 2™
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7] wiol Ho 68719 H=E iEukA Hco}, o}
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Table 12 Algorithm 3¢ F= 7}2¥ 7} 66
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Algorithm 3. Fast reduction modulo f(z)=
22227 421 + M 41 (with 8-bit processor)

Input:c(z) which of degree is at most 540
Output: c(z) (mod z®™ + 227 + 2™ + 211 41)

1: T <« C(67).

2: C(59) <« C(59)BT

3: C(b5) <« C(B55)BT

4: Cl47) < CU4TIDT.

5: C[33) < C[33)D (TK1)

6: for ¢ from 66 downto 34 do
6.1: T « Cl:).

6.2: Ci-8) <« Cli-8)DT.

6.3: Cli-12] Cli- 12]69T

6.4: C(i-20) < Cl¢-20]D

6.5: C(i-33) < C[i-33)D (T>>7)
6.6: Cli-34) < Cli-34)D (TK1).

70 T < C[33)&0x80.

8: C(25) «— Cl25)DT.

9: C(21) < C21)DT.

10: C(13) <= C13)T.

11: Cl0) < Cl0)D (THT).

12: C(33) < C[(33)&0xT7F.

13. Return (C(33]),---,C(0))
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a
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o]aL 2729} 208,176,112 ] A= 27+ 64, 32, 64
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Table 1. Loop counter from 66 to 62 at Fast
reduction algorithm over GF(2°™)

Table 2. Reduction algorithm table over GF(2°™")

Word No. 1-bit left shift Just moving
Loop counter Operation 0 34.42.46.50.54.62
T = C66) 1 35,4347 ,51,55,63
C(58) = C(58]BT 2 36,44.48.52.56.64
i = 66 Ol54) = OGP T 3 37,4549 53 57,65
Cl46) = C46)B T
C(33) = CI33)@ (THT) 4 38,46,50,54,58,66
C32) = C[32)@ (TK1) 5 39.47,51.55,59.67
T = Cl65) 6 40,48,52,56,60
CI57) = CIBTIDT 7 41,49.53,57.61
C53) = C5)BT 8 42.50,54,58,62
¢ =65 Cl5) = C45) BT 9 43.51.55.59.63
Cl32) = C[32)p (T)>7) 10 44.52.56.60.64
C31) = CB® (TKD) T 15.53.57 61.65
(TJ[;GJC%%[%]@T 12 46.54.58.62.66
C52) = CEABT 13 47,55,59,63,67
i =64 Clad) - ClAn T 14 48.56.60,64 34,42.46,50,54,62
Cl31) = CI3L@ (THT) 15 49.57.61,65 35,43,47,51,55,63
CI30) = Cr30)6b (T((1) 16 50.58,62.66 36,44,48,52,56,64
T = C(63) 17 51.59,63,67 37.45,49,53,57 65
Cl55) = CI55) BT 18 52.60.64 38,46.50,54,58,66
i - 63 Cl51) = C1IDT 19 53.61.65 39.47.51,55.59,67
Cl43] = C43) BT 20 54.62.66 40,48,52,56,60
CI301 = CL301% (T7) 21 55.63.67 4149535761
2[2910[762?[291@ (T > =6 64 7146 75
Cl54) = CADT 2 07,65 35.47,59
Cl50) = C(0)B T 24 58.66 36.48.60
P62 Cl42) = C42)BT 25 59.67 37.49,61
C[29) = CI29)6B (THT) 26 60 34,38,42.46,54
C[28) = CI28) B (T(1) 27 61 35.39,43.47 55
28 62 36,40,44.,48 56
t} Table 2+ 74 Q4 38 A oA 7+ $=7} 29 63 37.41,45,49,57
ko] HEFA o= o]Fdle g vehith F 30 64 38,42,46,50,58
Ak 1A Y= Cl0)el: ‘C34), 31 65 39,43,47,51,59
C[42),C(46),C(50),C(54),C(62) =7} 22t 32 66 40,44,48,52.60
1-bit left shift © g2 XOR @A4te] doiiiA 33 67 41,45,49.53 61

o]
Hoh mak 159A = Cl14)¢l= 'Cl48),
C(56]),C(60],C(64) 7} 1-bit left shift ¥ Abel
°}  'C[34],C(42],C[46],C(50],C[54),Cl62) 7}
XOR <dite] ofudrt,

of XOR <4t 2 'Cl34)@ Cl42) & Cl46)
C(50) C(54) @ C(62)= 0AelA 1-bit left
shift Hz|ste] A8 & 5 9l 2 o]9fd= 2
N EFE M des FEFE FiE o s
7h =& ASTE TH ARsl] ke 2 5
st z2la 3 2ew YEES o] 2E S
7] Sl AA2EE sgshe & s fAAlsA

A ARS b webd Foixl 26709 A~
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Algorithm 4. Fast reduction modulo f(z)=
1B 4+ + 212 4+ M4+ 1 (with 8-bit processor)

Input:c(z) which of degree is at most 384
Output:c(z) (mod ' + 2 + 2% + 134 1)
1: T < C(48].

20 Cl42) (42)DT
3: C40) (40)B T.
4: C(38) (38T
5

6

Q

42

Q Q

—
—
-
-

Q a a a

1 Cl23) (23] (TKT).

: for ¢ from 47 downto 25 do
6.1: T «— Cli].

6.2: Cli-6) < Cli-6)DT.
6.3: Cli-8) < C(i-8)DT.
6.4: C(i-10) < C(i-10)D T.
6.5: Cls

1-6
1-8
-10]

1-24) < C[1-24) (TH1).
6.6: C(i-25) < Cli-25] @ (TT).

70 T « Cl24]&0xFE.

8: C(18) < Cl18]DT.
9: C(16) < Cl16)DT.
10: 4] < CO4)®DT.

cl
11: Cl0) < CL0)D (TH1).
12: C(24) < C[24)&0x01.
13. Return (C(24),---,C(0))

HE olgsle] FRuHE AnEe £35S o9
agHor »AEY 3=y} XOR, LOAD,
STORE el4ke} 2450 ojah H7lo]c}.

4.2 GF(2'") MoIMel 2t 2qa|F

4 2 FA Al w7t A3 49719 =
E gty gk ko] AE 25709 $=F F
H3hh, GF(2"?) M e 7S f(z) = 2"
+a'P 4P P 102 Adsgi o o
Fast reduction ¥i=]%2 Algorithm 49} #
th g A e A SE 7k A5 27t 8
o wigEls Aol GR(2°) 9 7)ebaa]a R
ujebr Y= we]e o]Fo 2 g7 Rt dite] &
75kt o] Z|rigAlY w o BB e F7t
o', 2™, ") BT A5 Ao|7h 160
Aoz At Table 3& 7|k f(z)=

P4+ 2+ 2" 4 1o digk Fast reductio

Table 3. Loop counter from 47 to 43 at Fast

reduction algorithm over GF(2'%%)

Loop counter Operation
T = Cl47)
Cl41) = CUN®T
i = 47 CL39). =.¢l391eT
C37). z.CcleT
C23) = C(23) (TYH)1)
C(22) = C(22)@ (TUT)
T = Cl46)
Cl40) = CA0)®T
B C(38) = C38)BT
¢ =46 C(36) = CI36)BT
C(22) = C22)® (TH1)
Cl21) = C21 @ (TUTD)
T = C45)
C39)..5.C39LeT
CR7). z.¢cl3lerT
e G350 2. G35
Cl21) = C11 @ (TH1)
C120) = C[20)@ (TUT)
T = Cl44)
C38) = C38) BT
C36) = CI36)BT
6= Ci34) = CBADT
C120) = C[20)@ (TY)1)
Cl19) = C19) @ (TUT)
T = C43)
OO
Cla8). = QIBLET
P Cla3). = Cla3LeT
C119) = C19) (TYH)1)
Cl18) = Cl18)® (TKT)
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Table 4. Reduction algorithm table over GF(2'%)

Table 5. The number of operations for reduction
algorithm

\Alilo(;d 1-bit right shift Just moving Gr2™) GF™)

0 24.,30,32,34,36,40,42 Operation| Fast |Proposed Fast | Proposed
1 25.31,33,35,37,41,43 reduction | reduction |reduction |reduction
2 26,32,34,36,38,42,44 Load 208 94 146 50

3 27.,33,35,37,39,43 45 Store 174 34 122 25

4 28.34,36,38.40,44 .46 Shift 68 41 48 25

5 29.35,37,39.41,45,47 XOR 173 154 123 123

6 30.,36.38.40,42,46,48

7 81,87.80.41,43.47 ()& XORLAHE ehlz, e dxzed] A%
o priandsiles gkl HAE vehls] sl E Fe dutten
10 34:40:42:44:46 3 7 FAEAE o]9} v|S=EAl (41,49)9)F %
11 35,41,43,45,47 < W23 )e v dA2H4 ode $=041 XOR
12 [36.42.44.46.48 49)9] 3k 7HAsh Aake SZleks A et
i g;ﬁigi; 543032 34 36 40 40 ( L=Load, 25*=rotate left 25, rol=rotate
15 39.45.47 95 3133 35 37 41 43 left, ror=rotate right, &=AND%4})

16 40,46,48 24,26,30.38,40,44 R~ AAEH A (41,49.53.61),(40.48,
17 41,47 25,27,31,39.,41,45 52.,60],039,47,51,59],(38,46,50,58)5=} %ol o
18 42,48 24.26.,28.,30,34.,36,46 B3R 2o 9l 9t BEES ulo] o} 2 4
19 43 25.27.29,31,35,37.,47 ol o] 3 AXxlew F ¥ & A HA At
20 44 26,28.30,32,36,38,48 M = v A R v A
21 45 27.29.31.33.37.39 85 6& Ak dae]E ol & FE = 2 el
22 46 28.30,32,34,38,40 wrl= ARAS el B o2 95 A HA A
23 47,48 29,31,33,35.39.41 B (125)% o2 glx] ~HS(10~r24) o)A © -
o 303,34 96 40.43 1(r25)= o& AAZ=EECO~r | 4] o]

3] 2AEY eyt AabEe #-Ich

o7l 2671 HALEE o]gste] THHE H=
o 2FEL AN AxRete WA oR Ak
d 71 9l o1& E°] Table 4°4 C(25)&
31 C(33]@Cl35]pC(37T)dC41] &
43)7F 1594 el 2203 1iA) 9] =ellA
= lfbit right shiftdte] 2to]7] wjitel] ghi 74]4‘}
o8 FEAEC] Thsdit. 1 °]9]°ﬂt 2N 5

74 “}-i ZEHE FEE o Hlxgr :L&*
EHE FH ARgsle] dalEks &lii} & 4 9ok
V. + o
5.1 oAk 24

Fig. 3% Fig. 4ollAd= 74F d4ks 78 A A
A HAA2HE AGA AR tigt 2AEH S
el olc}, 7P AF E9] r0.rl.. 125+ 2670
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248 8-bit ATmegal28 ZZAAH 7ol HA s oz A Mt daelsE
I 145 4541485361167 142 42%[507).[54%1,[58°].[627]
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L33 (33.[45.414553.61.67*]) & OxTF

131 31,[43,39.47.51,59,657]
L23 25,[41,37.4545,57,637]
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Fig. 3. Schedule for using resisters (reduction over GF(2°™))
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