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ABSTRACT

This paper describes an efficient hardware design of Lightweight Encryption Algorithm (LEA) developed by
National Security Research Institute(NSRI). The LEA crypto-processor supports for master key of 128-bit. To achieve
small-area and low-power implementation, an efficient hardware sharing is employed, which shares hardware
resources for encryption and decryption in round transformation block and key scheduler. The designed LEA
crypto-processor was verified by FPGA implementation. The LEA core synthesized with Xilinx ISE has 1,498 slice
elements, and the estimated throughput is 216.24 Mbps with 135.15 MHz.
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Fig. 1 LEA block cipher algorithm
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Encryption function : C<—Encrypt(P, RE}™ REF™, -, RE3EC ;)
Input @ 128-bit plaintext P, 192-bit round key RE;™ RK:™, .. RKZ:
Output : 128-bit ciphertext ¢
1 xepP
for i = 0 to »-1 do
X< Round*™(x,, REF™)
end for
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P « Decrypt(C, REf®, RE{, .-, RK¥< )
Input : 128-bit ciphertext ¢, 192-bit round key REF RE™*" ...,
Qutput : 128-bit plaintext P
11 x<cC
: for i = 0to M1 do
X, —Round® (X, RK9

Decryption function :
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2
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4: end for
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Fig. 2 Pseudo code for (a) encryption (b) decryption of
LEA
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+ encryption: 354ec89f 18c6c628 a7c73255 fd8b6404

+decryption: 1312111017161514 Iblal918 Ifleldlc

+ Masterkey : 0f| €2d3c 4b526978 8796a5b4 c3d2e|f0
stext:13121110171615141b12l1918 Ifleldlc
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Fig. 8 Simulation result of LEA-128 crypto-core
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