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ABSTRACT

The WAVE(Wireless Access in Vehicular Environments) communication system supports wireless communication
environments between vehicles. As the utilization of wireless communication has been increased, attack methods have
been varied. There is a high risk on packet manipulations conducted by third party. In this paper, we have designed a
secure communication protocol between CA and vehicles. Our designed protocol uses a ECIES(Elliptic Curve
Integrated Encryption Scheme) for vehicle authentication and AES(Advanced Encryption Standard) algorithm for
protecting packet integrity and confidentiality.
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Fig. 1 The Basic Structure of the Designed Protocol
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Fig. 5 The Encryption Process Using the AES Algorithm
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