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ABSTRACT

WAVE(Wireless Access in Vehicular Environments) system is wireless communication technology that vehicle
sends and receives packets between vehicles or between vehicles and infrastructure in a high-speed mobile
environment. In this study, we have designed and implemented a CRL(Certificate Revocation List) download protocol
that is used to verify certificate revocation status of the other party when the vehicles communicate with WAVE
system. This protocol operates over UDP. And to support security features, also, ECDSA(Elliptic Curve Digital
Signature Algorithm) is used for mutual authentication and ECIES(Elliptic Curve Integrated Encryption Scheme) is
used to ensure the confidentiality. Moreover, this protocol ensures the integrity of data by adding MAC(Message
Authentication Code) to the end of packet and support the error and flow control mechanisms.
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Table. 1 CRL download performance measurement table
on the existing UDP
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Data size
(kB) 1 3 5 10
Layer
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Table. 2 CRL download Performance Measurement table
using the CRL download protocol of this study

Data size
N 1 3 5 10
rate(%)
0.00 85.248 86.820 121.032 | 197.624
0.01 89.075 91.188 135.567 | 212.519
0.03 107.287 | 131.243 | 158.247 | 251.041
0.05 111.357 | 144.624 | 176.750 | 325.208
0.10 135435 | 187.296 | 247.009 | 411.076
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