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Abstract Internet of Thing is a collection of various technical components, and the interworking among
heterogeneous devices, networks, applications is expected to be accelerated through the openness of IoT
platform. For this reason, many technical and administrative security threats will occur in IoT
environments. In this paper, authentication methods of recent researches are analyzed for safe IoT services,
and new mutual authentication protocol is proposed to provide more secure communication. The proposed
protocol prevents an impersonation as malicious gateway or illegal device providing mutual authentication
between gateway and IoT device. The performance analysis and evaluation of proposed authentication
protocol are performed.
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Table 3. Safety Analysis for Authentication Protocols

_ e ol=
ggea  |n® oz zezeg| TE L0
43 A% X X

Ad%s 34 0 0
2 34 X X
Srfel = o3 X 0
EEEEE X 0
grlel 7] ek X 0

3. AlO|ESjo|2t E[HIo|A2| 21T =H

3.1 25 ZREZ EX

29 BAYE 947
e }Ol* Aolel FENZF

S AFshE ANE 9T ZREZS A
Aoty ZTREZS F8sty] o] tiufo]xe]
DS} HE 7] ki

48 & stet.

43 T ZREF FANAL o 2o
(28] 4] At A5 QF ZrEZ] 1A

2w HaE HoFEr A T ZREFS

5a719) 9% AxE EI3IT)

IDG|| Dgl [k 1£)0)

lo Dewce Gate
(D

O 4. MotEl o5 Z2EZE 3 HX}

@@knuoenmgnkunm Dg. 1.
@h(lel K] Irl [9),t ;
9 /@Egk (D 10s| kI 1), D50
y AccessServer
(IDg, IDs, ok, K

Fig. 4. Proposed Authentication Protocol

re
ra
e
>
Mo
re
m
i

(1) AelEdelE HE g r& AT & tul
o] 2ol Al A9l IDGe A r& HEe)

(2) "ulo]lxe b (5 AAEI, AoES ]
2RE £33 3 rE Abgste] QEy
h(DGIIDS|ktlr) & AlAkste] to} A Ale
ol A g},

(3) AelEglol=  tumlo]lxmEEH  FA
h(IDGIIDS|klItlr) et 2Hale] IDG,H kel 2~
Fot, 28 Apale]l A W r& A 7
gkEs ARE3slY  dmstet . "I A A
Egk(h(IDGIIDDI[klItlr),IDG,r,t) & 453}

4 o

4) " A= EgkhIDGIIDDIKIIt),
IDGrH)E Hasist ¢ AE futo]l~E59 1D
9} AolEdel ID, W4 t r& o]&3dd]

h(IDGIDSIklltNE wH5eh= s+ g A AE
o} ghe) AX = &4 zho] oW Aol Eg o)

A 1T Al WAAS Ak, dAHE @
of lew  Hule]laE sk Egk
(hIDGIIDSIIkII)E skl Al =gl A
s

(5) AclEdols HT AHERYE Sl
Egk(hDGIIDDIkIIt)E &E=x3}slal tiufo] 27}
Agsts <53 ¥ hth(IDGIIDDIkIID,NE A
sbste] oiuto] o) Al Mgl thujol~E zp4l

At Ao|Egol=
Ao =

fad

o} v 7] k& o]&3te] h(h(IDGIIDDIIKIt),r)E

Axtste] ald sl #a dXshEA g

o} dAEHE A 153t
=

=
S

& Fora.
A tupelze) IDE

A etslE E R E o —
A rko]l w1 glom, tjutolxe] ID7F dEE
o = Alo]Eg] o]} tlufol Ay} 27 WAE ot
T t, 1% 7 tnto] 9] IDE &<l A 7
S AFEFo=HN tnfo]zo WS BT &
At

ek 23y FAL tulo]xe] H|E J)E A
o] tlute]2R 915t AlC]ESol e} tinto]
270 50l o] FolA A s A4 ot
3 AlolEgol= f1dste Zlolth Adete =
ZEZolA Ao 49, duelze] W 7 K



56 S2REFRSMII2SHI=2X HH AHIE

= T 4 el ofd WEE o HE
HEg gulolxe] HE F)E ii%v} F 4ol
73%-, h(DGIMDSIKtlr= h(h(IDGIDS|[klIt),r)
o] ATE T3 AclEd el tnlo] =7t F5l
TS ATst7] wZedl ofe Xl Alo]Eg o] & e
A2 Evbssith mEtA] Adste ZREFS
23 FA & etdsitta B 4 drh

3.2 215 ZHEO SAME &4

BAEE fulo]xel Alo|Eg o] Alele] Fal
FI Aol ESol9 HIAW Ale]e] Fal#FoR
TRAL J)E QZE ZREZA tulo] s}
Ao]Eg|o] Alolo] FalwS ®AE KW, t]ut

ol IDol| siFehs AR to 13 AL, 4 gk
hel 13 Ad, = gz ro 13 ddzA loglt)
+ log(h) + log(r) = log(thr)2] SAIZFS zh=
Aol Egolet HIAH Alele] FAIE tulol
2 IDol slFats AR to 23] Ags) AolE9)
o]/ Alelel HIE 7] k] 13 HEEA
log(t) + log(t) + log(k) = log(t2k)e] TS
Zh=t),

MAE Q1F ZEEFA tHlo] 29k Ao]E
glo] Alele) BAFS ®AE 2H, sl @t he
13 A<, d g ro 23] dL2A logh) +
log(r) + log(r) = log(hr2)e] BAFS zt=
Aol Efol &} AW Abo]9 a1 %k
hel 18 A9, v 3 ro 33 dE2A logh)
+ log(r) + log(r) + log(r) = log(hr3)e] S

EAGE

= Zeth
Aetd S ZEEZNAM trfo]Xst AlolE
o] Atele] FARFES A B, a4l ft he

23] Ad 3= 7k oro] 23] AEEA logh) +

log(h) + log(r) + log(r) = log(h2r2)9] EAl&%

zb=t) Alo|Edlolet AW Alole] FAlHE
4 F hel 23] A, g e 23] A=
A logth) + logth) + log(r) + log(r) =

o

log(h2r2)e] FAl#E&
S vlas] 2E [E 4]9F 2k

et 7 3o B4

E 4 205 ZREE S |

Table 4. Comparison of Communication Quantity

-5 S I B s B = I F A B
T TRES TRED TREZ
EE Qe
Aol Eg o] log(thr) log(hr2) log(h2r2)
S
A %]gﬂ ;] < log(t2k) log(hr3) log(h2r2)
-t Eutelz AWAID)
“hAd R
- W R
~k:ouw]
4. 4= 87t
Arats S ZREZI o)d AT ZRE

250 Ge4e BAR 99 ABdelae
skt AlEAOI AL 1T Al B0 7]
A9, Ea Ak 4E

T [e] h 4 hl
o ERESS FA% SuelA

A EHo]Ae OPNET 17.1[9]% o]&3te] &+
, AEHeIAS $dl tiulol~ HolH

IMbps® 7Hg3t3laL, AlelEd o] Hlo]
4542 11MbpsZ 7Fg3tvH10]. (2§ 5]

=
= OPNETS o] &3 Za2As rd8s HoFE
t}

ofy

|
B Edl |rledeces FEM Coceflocks Compe \wndove Help

()P o s i

T2l 5. OPNET Z2AMA 292
Fig. 5. OPNET Process Modeling



: B vl aeEE ubel st A
olEsle] 73k, AolEslelst H Au e
2 AT (29 6llH Bxol, tuhe] g

— 71z
—

. — F|OFHEAl
100 Ay

100 1060 10000 100000 1000000 10,008000 100000000

8 6. sS4 v|u(C|Hlo|A-H 0| EQ)0])
Fig. 6. Comparison of Communication Quantity
(Device—Gateway)

16000
14000
12000

© 10000

g -

W0 8000 =

I

1 6000

4000
2000
0

— 71z
— Ay
— HighLy

100 1000 10000 100000 1000000 10000000 100000000

a8 7. SAY HIL(HO|ELO[-FZAH])

[ ]
Fig. 7. Comparison of Communication Quantity
(Gateway—Access Server)

Aol Egole} T AW Alo]of A A
[29 719} Ze] 19 7e] tulelx~E A4 slaL
A HT AHME AN A 7E ZREFS
12561 HES] TS Hda= s, /Hde =
REEZS oF 13000 HM|EAES EAZS Fdaow

sty a8al Al Z2EFS 13400 HES &

o G
=
=

AFe WeE dok adme s wxol Al
Lo S BAFE 4T,

re
ra
re
>
Mo
re
m
T
oY
Njo

i

5. 2

X
hs

Ael 2= 10T 71& 547 thekst xnot
H stk ddo] EA3t E7,

9 ALk He vRg 53 2e A
St=do] AMYS THAH, Ao rE ¥

b 44 e Ao Ry Aol @y

ro % ool
ol 2

=2
)
)
-0,
of
b
o
=
byl
o
iu)
(1
%
f
(e}
o
e 2

= o
[» o i
4
S
>l E s
1o lo
o f
N
)
)
=
o
)
%
m
oX,
‘-’O [‘lO -
o)
=

off me X fo Mo M X X fo
lo N
N
Y
T
0
byt
it
o
L

7t

2 =oAe By bdst [oT MYl $3)
[e3]
AN

o] o] AFHAA AF V&S BAE B
th eHE BAS 98 AEeES AFse A
dlol/tuto] 2~ QZE ZIZEZS Asiy)

1=
obgt 1% ZREZL Jo]Eg ]9} tulo]x
158 ATFoRA ol Hel AoEd]

oju} ERAQl tnlo]age] S WA
gov, =48 AolEg oo thale] tinfo]xe]
g 718 nad 5 9k

Aot TREFL AWy ZrEIoEn J|E
Hlo] 2ol A g71Eaty] witell, o
< 9 ZElo|HA] BE Au|ze A§d
7

1=
T R
T d& Ae® VlvEth

REFERENCES

[1] O. Savry, F. Vacherand,
privacy protection of contactless devices”, In
The Internet of Things, pp. 409-419, 2010.

"Security and



58 sszmumasMrIasts =X X8 AT

[2] Hwa-jeon Seo,
Technical Trend”,
Electromagnetic Engineering Society, Vol.
24, No. 4, pp. 27735, 2013, 7.

[3] P. de Leusse, P. Periorellis, T. Dimitrakos,

and S.K. Nair, "Self managed security cell,

et al, "IoT Security

Korean Institute of

a security model for the internet of things

and services”, In Advances in Future
Internet, 2009 First International Conference
on, pp. 47-52, 2009.

[4] D. Hong, J. Sung, S. Hong, J. Lim, S. Lee,
B. Koo, C. Lee, D. Chang, J. Lee, K. Jeong,
H. Kim, J. Kim, and S. Chee, “Hight: a
new block cipher suitable for low-resource
device,” In Proceedings of the International
Conference on Cryptographic Hardware and
Embedded Systems(CHES 06), pp. 46-59,
2006.

[5] Jin-seob  Shin,
Authentication Protocol
and the in RFID/USN,”
Korea Society of Industrial
Systems, Vol. 12, No. 2, pp.24-29, 2007. 6.

[6] Hae-Soon Ahn, Ki-Dong Bu, “Improved

RFID/USN

Environment,” The Institute of Electronics

Park, “An
using the EXOR

Young-ho

Hash Function

Information

Authentication  Protocol — for
and Information Engineers, Vol.46, No. CI-1,
2009.

[71 O. Savry, F. Vacherand,
privacy protection of contactless devices”, In
The Internet of Things, pp. 409-419, 2010.

[8] D. Engels, M. J. O. Saarinen, P.
Schweitzer, and E. M. Smith, "The

hummingbird-2 authenticated

"Security and

lightweight
encryption algorithm”, In Proceedings of the
7th  International RFID
Security and  Privacy(RFIDSec'11), pp.
19-31, 2011.

[9] http://www.opnet.com

Conference on

[10] Taeyang Eom, Jeong-Hyun, “Performance
Evaluation of Authentication Protocol for
Mobile RFID Privacy”, Korean Institute of
Communication and Information Sciences,
Vol. 36, No 6, 2011. 6.

AAFE

o] 94 A (Young-seok Lee) [(FA3¢
o 19924 29 : F
FoLaH(EAD

—

oly
of
=
)
Kl
o
el
v}

o 1994d 29 1 FHUE HFEH
o &I
o 2002 24 @ T FFFE

S8 (HEA})

e 1949 19 T 19979 2¢ : LGH
A4 -

o 20024 39 T 20049 8¢ : g
ARFAATY AdA+4

o 2049 9¢¥ T A A
AFEARBA T A

AR Rk AR,
oA



