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High Performance HIGHT Design with Extended 128-bit Data Block Length for WSN
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Abstract

This paper presents a high performance HIGHT processor that can be applicable for CCM mode. In fact, HIGHT algorithm is a 64-
bit block cipher. However, the proposed HIGHT extends the basic block length to 128-bit. The proposed HIGHT is operated as 128-
bit block cipher and it can treat 128-bit block at once. Thus, it can be applicable for the various WSN applications that need fast and
ultralight 128-bit block cipher, in particular, to be operated in CCM mode. In addition, the proposed HIGHT processor shares the com-
mon logics such as 128-bit key scheduler and control logics during encryption and decryption to reduce the area overhead caused by
the extension of data block length. From the simulation results, the circuit area and power consumption of the proposed HIGHT are
increases as 40% and 64% compared to the conventional 64-bit counterpart. However, the throughput of the proposed HIGHT can be
up to two times as fast. Consequently, the proposed HIGHT is useful for USN and handheld devices based on battery as well as RFID

tag the size of circuit is less than 5,000 gates.
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Table 1. Gate count of conventional HIGHT

Component HIG(g:;E]é?)ﬁjt; m)
RoundFunction 838
Key Schedule 1648
Control Logic 562
Total 3048
Input Master Key
128 mode 128
— F
T
ROUNQ #1 ROUND #2 Key
(encrypt.lon/ (encrypt‘lon/ «e! Schedule
decryption) decryption) 32
fe4 Jo64
) S |
128
Output

Fig. 5. Proposed HIGHT Block Diagram.
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Table 2. Operation mode of ROUND block

Mode0 Model Mode2 Mode3
Round#1 Encrypt Encrypt Decrypt Decrypt
Round#2 Encrypt Decrypt Encrypt Decrypt

— Encryption

’ --» Decryption

Transforn
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ROUND Transform™
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Final (decryption)
Transform ;
i b
- oy PR Final
Ciphertext Transform™

Fig. 6. Operational flow of encryption/decryption.
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Table 3. Gate count of proposed HIGHT

HIGHT HIGHT
(data_block: 64bit) (data_block: 128bit )
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Table 4. Comparison results of size and throughput
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