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An ID-Based Remote User Authentication Scheme in IoT

KiSung Parkf, SungYup Lee”,

ABSTRACT

YoHan Park*ﬂ,

T

YoungHo Park

Applications of Internet of Things (IoT) supply various conveniences, however unsolved security
problems such as personal privacy, data manipulation cause harm to persons, even nations and an limit

the applicable areas of Internet of IoT technology. Therefore, study about secure and efficient security

system on IoT are required. This paper proposes ID-based remote user authentication scheme in IoT

environments. Proposed scheme provides untraceability of users by using different pseudonym identities

in every session and reduces the number of variables. Our proposal is secure against inside attack, smart

card loss attack, user impersonation attack, server masquerading attack, online/offline password guessing
attack, and so on. Therefore, this can be applied to the lightweight IoT environments.

Key words: Internet of Things, Authentication, ID-based, Untraceability
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Fig. 1. Registration phase of the scheme of Wang et al..
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Fig. 2. Login phase of the scheme of Wang et al..
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—_

check whether T°-T > AT,
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if a'=a, then U, confirms that

S is valid

Fig. 3. Authentication phase of the scheme of Wang et
al..
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Fig. 7. Registration phase of the scheme of Kumari et
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Fig. 9. Registration phase of the proposed scheme,
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Fig. 10. Login & Authentication phase of the proposed
scheme,
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4.8 Anonymity and Untraceability
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4.9 Smart Card Possess Inbuilt Verification Mechan—
ism

2~ulEFlEE 272 84 WAAS AHE BY
71 Aol WA dF3 AR [DS} H 2 =T} &
w2 et ek gulEx] ok ghEo] g
o 2320 84 wARXE AME AEsix] geth
tkek 33 o] gnlEx ¢k FhEo] dHH A
2329 AEE 253, AIZE PUK7F ook
oAl g s "k gutE ghEe] JdFEHATE A

E VA E AAE Jteol AFE VAR vATTE &
AR HAEFFT VA VAT dX3YE 23
8 HARE MHE AEST ol A5 W
FMUEH 28l FAdAME FEAA7 2O A=
g & Q= 7 Aol ng FAAL FxE o

2
2 2320 AEE 3= AL V55

rlo

5.d B

N
oo

N ol
oy
o
o
[
fu
)
i
oft
2
o2
ot
o
9
>~
_l_L4

A

(o
of
of
o
rr

gl W 9 g 8 2
Walo] T
ALERIEI Yl A ID7] 9 A A ALE
A3t AR AF 42 Kumari
T A A A T AHEEHE 4709
< Aol 2170 874 )
W ghe 7oA i = FHAd SRS

B A T
Prll'
2

ofN oZ M r2
ol\

T o

2

ro e
=
o

>

>
[o
2
o

o ol i
4
(tl

Lo

REFERENCE

[1] Q. Jing, A.V. Vasilakos, J. Wan, J. Lu, and D.



1490

[2]

[3]

[4]

[5]

[6]

ZEIDICIoES =2 M18H M125(2015. 12)

Qui, “Security of the Internet of Things:
Perspectives and Challenges,” Wireless Net-
works, Vol. 20, No. 8, pp. 2481-2501, 2014.

S. Sicari, A. Rizzardi, L.A. Grieco, and A.
Coen-Porisini, “Security, Privacy and Trust
in Internet of Things: The Road Ahead,”
Computer Networks, Vol. 76, No. 15, pp. 146-
164, 2015.

YoHan Park, and YoungHo Park, “Secure
Private Key Revocation Scheme in Anonymous
Cluster-Based MANETS ,” Journal of Korea
Multimedia Society, Vol. 18, No. 4, pp. 499-
505, 2015.

Y. Wang, J. Liu, F. Xiao, and J. Dan, “A more
Efficient and Secure Dynamic ID-based
Remote User Authentication Scheme,” Com-—
puter Communications, Vol. 32, No. 4, pp.
583-585, 2009.

M.L. Das, A. Saxena, and V.P. Gulati, “A
Dynamic ID-based Remote User Authentica-
tion Scheme,” IEEE Transactions on Consu—
mer Electronics, Vol. 50, No. 2, pp. 629-631,
2004.

Y. Chang, W. Tai, and H. Chang, “Untraceable
Dynamic-identity—based Remote User Authen—

tication Scheme with Verifiable Password

[71

[8]

[91]

[10]

[11]

Update,” International Journal of Communi-
cation Systems, Vol. 27, No. 11, pp. 3430-3440,
2014.

X. Li, J. Niu, J. Liao, and W. Liang, “Crypta—
nalysis of a Dynamic Identity-based Remote
User Authentication Scheme with Verifiable
Password Update,” International Journal of
Communication Systems, Vol. 28, No. 2, pp.
374-382, 2015.

S. Kumari, M.K. Khan, and X. Li, “An
Improved Remote User Authentication Scheme
with Key Agreement,” Computers & Electri-
cal Engineering, Vol. 40, No. 6, pp. 1997-2012,
2014.

L. Lamport, “Password Authentication with
Insecure Communication,” Communications of
the ACM, Vol. 24, No. 11, pp. 770-772, 1987.
M.S. Hwang and L.H. Li, “A New Remote
User Authentication Scheme using Smart
Cards,” IEEE Transactions on Consumer
Electronics, Vol. 46, No. 1, pp. 28-30, 2002.
B.L. Chen, W.C. Kuo, and L.C. Wuu, “Robust
Smart-card-based Remote User Password
Authentication Scheme,” International Journal
of Communications, Vol. 27, No. 2, pp. 377-
389, 2014.



2 71 4

20154 28 AHhska kel A
A7) Z8H ShA)

20154 39 ~ @A) A= ska o)
skl AAFo A4k}

™ ol

AlRok: AHHG FAZAHR
o e el

Y

o & o

2015 2€ i3kl gtal 1T
Bl =87} A}

20154 38~ @A) ZRehsta o
B AAFIE )

4 1%01:: Auns PABNR
o, Y=g AN

ASQIELIOIM IDDIEE 212 AISAL 2IF AL 1491

Ht O
= i)

ret

20061 29 AEU R AR
HSFE] T gAY
2008 2€ AEU S A3

# AAL

20084 3€ ~20134 2€: AE
St A7) 3 7 E S
ukAL

20133 ~20143: National University of Singapore BFA}
AT

20143 ~ A ABstw A AA-Fsa A 7-FA

BAEof: ARRT FAFSAH YELITHL

2l

199614 ~2008'd 4ZFrhsta AAH 7] ZoHE S
2003 ~2004@ Oregon State Univ. W&xnl 4
2008 ~2014d AEietw A AAFE T wS

20143 ~ tﬂiﬂ :‘?‘—EHB_'}_T Xﬂ;(]-—l—s_’_ _]—_]7_,{[:
A Rok: ARHE YEYARG wutd P



