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Security Vulnerability of Internet of Things and Its Solution
Choi Heesik * Cho Yanghyun

{Abstract)

Internet of Things(IoT) is electronic devices and household appliances use wireless sensor
network in environment of high speed wireless network and LTE mobile service. The
combination of the development of Internet and wireless network led to development of new
forms of service such as electronic devices and household appliances can connect to the
Internet through various sensors and online servers such as a Home Network. Even though
Internet of Things is useful, there are problems in Internet of Things. In environment of
Internet of Things, information leakage could happens by illegal eavesdropping and spoofing,
Also illegal devices of wireless communication interference can cause interfere in Internet of
things service, physical damage and denial of service by modulation of data and sensor.

In this thesis, it will analyze security threats and security vulnerability in environment of
mobile services and smart household appliances, then it will suggest plan.

To solve security issues, it is important that IT and RFID sensor related companies realize
importance of security environment rather than focus on making profit.

It is important to develop the standardized security model that applies to the Internet of
Things by security-related packages, standard certification system and strong encrypted
authentication

Key Words : IoT, Internet of Things, Security, RFID
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