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Abstract

Recently, as WPAN (Wireless Personal Area Network) becomes the necessary feature in IoT (Internet of
Things) devices, the importance of data security also hugely increases. In this paper, we present the
low-complexity 128-bit AES-CCM" hardware IP for IEEE 802.15.4 standard. For low-cost and low-power
implementation which is essentially required in IoT devices, we propose two optimization methods. First, the
folded AES(Advanced Encryption Standard) processing core with 8-bit datapath is presented where composite
field arithmetic is adopted for reduced hardware complexity. In addition, to support CCM" mode defined in
IEEE 802.15.4, we propose the mode-toggling architecture which requires less hardware resources and
processing time. With the proposed methods, the gate count of the proposed AES-CCM" IP can be lowered up
to 57% compared to the conventional architecture.
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