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Implementation of Android-Based Mobile Messenger
with Security Function Using Specific AP
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ABSTRACT

Personal information leakage is one of the great recent issues, which can be caused by hacking or censorship when a
messenger program is used between user groups in Android-based smartphones, In order to solve these problems,
companies generally apply complex security procedures inside the messenger, but which degrade the efficiency of work.
This paper proposes a method which can improve work efficiency and strengthen security by allowing only the clients that
can access a particular AP, and implementing a closed messenger group. The proposed method is validated by implementing
on the Android-based smartphones.
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Table 1. Security flaws of the enterprise management.
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Table 2. Differences with existing Messenger
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Fig, 1. Composition of Program design.



fEmE- A 28 B s/EE 16 & 3 3% 2015. 7/ 104

A WA 54 APAERS sho] ZEaw Adge] G-I
[e]

A4 Eolv & F3 AAS HYBIAT
T WAZ A4 AFS S 219 HHe AXWA
doleo] 28 F& 84 %S Bk of HHolA ¥
2EE 445 Tl BHAA FEE T FE 7] R

AgA A% A5E ATSE BAL AR AT,
A RS dolE - £ Bge ARk o] sgelA
2 B WAA L AR 5 dold wnee

P g g

9 ElolEE s B ALk o] FHolA Hol
FEL WA ate] WAA, A 5 HelHE A

opxith. [4105]

3.3 APAE 14

AP 2 WifiManager API(Application Program Interface)
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public void onTick(long millisUntilFinished) {
System.out.printIn(millisUntilFinished);

ConnectivityManager cm = (ConnectivityManager)
getSystemService(Context. CONNECTIVITY_SERVICE);

WifiManager wifimanager = (WifiManager)
getSystemService(Context. WIFI_SERVICE);

NetworkInfo activeNetwork =
cm.getActiveNetworkInfoO;

String m_strName = new String();

String AP_match_SSID = new String0;
AP_match_SSID = *“'+“security_ap“+“’

int m_iNetworkType

m_iNetworkType = activeNetwork.getTypeQ;
m_strName =
wifimanager.getConnectioninfo().getSSIDQ);
m_iNetworkType = activeNetwork.getType();
m_strName =
wifimanager.getConnectionInfo().getSSID();

if (m_iNetworkType ==
ConnectivityManager. TYPE_WIFD {

if (m_strName.equals(AP_match_SSID)) {
timer0);

}

}
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Fig. 2. Source code of AP indentification.
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Fig, 3. Compare whether the AP connection.
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Table 3. Structure of messenger member management

table.
PK | € HolH {3 NULL?
1 | PK | number int(11) NOT NULL
2 id varchar(20) NOT NULL
3 password varchar(20) NOT NULL
4 department varchar(20)
5 phone varchar(20)
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Fig, 4. Process of communication with Android and

MySQL.
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Fig, 5. Communication connection method of messenger.
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Fig 6. The Messenger of client and server.
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start.setOnClickListener(new OnClickListener({
@Override
public void onClick(View V){
if(et.getText(.toString( = null){
text.append(myname+*:
“+et.getText().toStringO+“\n*);
return_msg = et.getText().toString0;
ImewworkWriter®] &4 BufferedWriter
if(networkWriter != null) {
try §
networkWriter.write(return_msg);
et.setText(“");
networkWriter.newLine0;
networkWriter.flushO;
} catch (IOException e) {
text.setText("* B2 o2 EAE AL

AAFUT");
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Fig, 7. Source code of data transform.
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Fig, 8. Result of Logout.
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Fig, 9. Communication process of messenger.
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