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Differential Fault Analysis on Symmetric SPN Block Cipher
with Bitslice Involution S-box

HyungChul Kang" - Changhoon Lee™

ABSTRACT

In this paper, we propose a differential fault analysis on symmetric SPN block cipher with bitslice involution S-box in 2011. The target

block cipher was designed using AES block cipher and has advantage about restricted hardware and software environment using the same

structure in encryption and decryption. Therefore, the target block cipher must be secure for the side—channel attacks. However, to recover

the 128-hit secret key of the targer block cipher, this attack requires only one random byte fault and an exhausted search of 2%. This is

the first known cryptanalytic result on the target block cipher.
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Fig. 1. Full Structure of Symmetric SPN Block Cipher
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