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A Study on countermeasure for privacy in mobile office
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ABSTRACT

The proliferation of devices such as tablets and smart phones, which are now used by many people
in their daily lives, has led to a number of companies allowing employees to bring their own devices

to work due to perceived productivity gains and cost savings. However, despite many advantage, security

breaches (e.g., information leakage) can happen for various reasons (e.g., loss or theft of devices, and
malicious code) and privacy breaches can happen by using personal devices for business. We should
carefully scrutinize security threats in this area. We present the security threats analysis and the technical
approach in this area, and discuss privacy threats and countermeasures.
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Table 1. Mobile Office Security Requirement

Security Requirement Analysis

» User authentication at execution
Time « Auto-lock setting at unuse over a period of time
» User authentication at unlock
Authentication Method ¢ A strong password policy for security
H/W e Storing user’s passwords in encrypted database
Action * A security administrator notification about an
unusual number of authentication failed
Count . .
Security Management mg;sr;reg * Remote deletion request for loss or theft device
Requirement SW
for User Management . » Authorized SW installation
Installation
0S Patch » Updating mobile OS with the most recent patches
S/W Tampering * Verifying mobile OS integrity
* Access control between mobile device and business
PC
Datz Access Control . . . .
ata ceess Lon * Using Authorized data storage medium for mobile
device
Network Security W-LAN * Allowing to access authorized wireless AP only
Device » Carrying out repair and replacement of mobile device
Management over the control of a security administrator
Administrative . e Carrying out vulnerability analysis and security
. Vulnerability . . . L.
Security . action before introduction of a application for work
Analysis
Security » Periodic simulation hacking and vulnerability
Verification analysis for service and infrastructure
Securit User . . .
. v b. . » User authentication using OTP or accredited
Requirement Authentication . .
) certificate with ID/PW
for Security
Administrator . . « (Application distribution) Prohibition of distribution
Business Service . .. .
Securit Service for application for work via App store
Y Security  (Service protection) Access restriction and integrity
verification for service which is not updated
Asset * Preventing leakage, forgery, and tampering for
Security important information
Infrastruct Sy st . L
niras ru.c ure . gm » Carrying out periodic patch
Security Security
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Table 2. Mobile Office Security Threat Types

Threat Contents
Infringements of Infringements of location privacy
Privacy Illegal use of hardware resources of mobile device, such as camera and microphone
. Illegal network packet capture
Tapping

Illegal phone-tapping, such as voice and video

Phishing / Pharming

Trying to acquire sensitive information such as user names, passwords, and credit
card details by masquerading as a trustworthy entity in an electronic communication

Installing malicious applications with tainted text messages, e-mails and Web links

Battery exhaustion by trying phone call and data transmit request

DoS / DDoS

Denial of service attack via zombie PC and zombie mobile device

User authority acquisition by man in the middle attack(MITM)

SQL injection authentication bypass

System Authority
Acquisition

Root authority acquisition by rooting and jailbreaking

Administrator authority acquisition by buffer overflow attacks

Session acquisition between mobile device and internal system

Cross-site scripting(XSS)

Unnecessary ports vulnerability

Malicious code
. Reverse engineering

Hacking

Used as security policies bypass and attack route by tethering function

Malicious code propagation via mo-bile device used as a USB removable media

Internal information leakage by insiders

Internal information leakage by loss and theft of mobile device

capture, and memo

Internal information leakage saved by mobile device function, such as recording, screen

Information Leakage

Information leakage through rogue AP

User input information acquisition by keylogger

Information leakage using vulnerability, such as Bluetooth and Wi-Fi

Information leakage through install- ing and using unauthorized application

Information leakage by business process access of unauthorized person
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Table 3. PIPL Control Items

712 HAGE ABtal 223} 7] AAH R

of thgk e Axste] mnutd ewmrs 5T

Part Domain Contents
. Establishment of a . . ..
. ¢ Privacy management plan, Privacy organization, and
security management R .
Assignment of management responsibility
system
Persongl * Documentation of protection system, Personal information asset
Information . Execution and Operation identification, Establishment of risk management plan,
Protection Implementation of protection measures
Management
. L * A review on matching between personal information protection
System . Review and Monitoring 1ns P . P
management and implementation of protection system
. Correction and * A review on periodic improvement status and sharing status
Improvement of personal information protection management plan
. Personal information * Protection measures for personal information in each processing
processing phase
. Guarantee of right for . . .
. g . * Processing of request of access, correction, deletion, and
personal information . . . . .
bi stopping processing of personal information subject
Personal subject
Informa?:ion Administrative stabilit « Appointment as CPO, Education and training for personal
Protection ’ v information protection, Outsourcing management status,
measures measures

Response procedure for personal information leakage

. Technical stability

measures

Access control, Logging, and Password policy etc.

. Physical stability

measures

CCTYV installation and operation, Access control systems etc.
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Table 4, PbD BYOD program Readiness/Capability Checklist (Code B = BYOD)
Code Control Description
Clear and concise definitions and statements of what is allowable on
the device, once access to organizational data is permitted.

Bl Acceptable Use Policy Additionally, this can guide the behaviour of employees, such as
incident response personnel and IT teams when dealing with personal
devices.

B2 Privacy Polic Inclusive of mobile device use and behaviour expected from both

Y v employees and third parties acting on behalf of the organization

B3 Statement of location of use Where the devices are expected to be used

Decision on operation model for
Mobile Device M t L
B4 obrie evice Vlanagemen This will impact who has access to corporate data and personal data
(MDM) - Internal versus
outsourced
Decision on mobile device Statement of where and when the camera capabilities of the device
B5 are permitted. This can be enforced technically via MDM
camera use .
technologies.
L Statement of where and when the camera capabilities of the device
Data classification and . . . .
B6 .. . . are permitted. This can be enforced technically via MDM
extending it to mobile device use .
technologies.
Consideration of Android
solutions such as SE Linux, Recent announcements of elevated security solutions for Android
B7 Samsung KNOX, Cisco need to be proven in pilot deployments. Where they are successful,
AnyConnect, Aruba they provide strong separation of personal and corporate data.
Workspaces, etc.
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Table 5, M—PIPL Control Items

Part Domain Contents
1. Establishing « Job criticality, time sensitivity, value derived from mobility, data
Requirements access, and systems access

2. Technology Alignment
and Device Choice

MDM option(asset management, ncryption, password policy,
remote lock/wipe, and email/Wi-Fi/VPN configuration), virtual
desktop computing infrastructure (VDI), WLAN device
connectivity

Information security concerns, data protection concerns,

Personal confidentiality issues, ownership issues, information regarding
Information | 3. Policy Development any tracking/monitoring, guidance regarding how to assess the
Protection security of Wi-Fi networks, and acceptable and unacceptable

Management behaviour
System + Asset and identity management, local storage controls, removable
media controls, network access levels, network application
4 Securit controls, corporate vs. personal app controls, permissions,

’ Y authentication, password settings, move, add and change
management, device health management, unauthorized usage
alerts, data loss prevention, and web and messaging security

_ * Potential on-site support and same day or 24-hour device
5. Support . .
replacement, based on their location
6. Personal information * Protection measures for personal information in each processing
processing phase
7. Guarantee of right for . . . .
. g . * Processing of request of access, correction, deletion, and stopping
personal information . . . .
. processing of personal information subject
subject
Personal
ati .. . .. * Appointment as CPO, Education and training for personal
Informdtuo N | 8. Administrative stability . bp . . . & P

Protection measures information protection, Outsourcing management status, Response

measures procedure for personal information leakage

9. Technical stability
measures

Access control, Logging, and Password policy etc.

10. Physical stability
measures

CCTYV installation and operation, Access control systems etc.
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