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ABSTRACT

In the various application environments on the internet, we use verified cipher algorithm to protect personal information. Even so, if an

application method isn’t proper, the information you want to keep can be intercepted. One of the representative examples of it is a
PADDING ORACLE ATTACK. This thesis studied about STRP, MIKEY, CMS, IPSec, TLS, IPTV, an application environment which
apply CBC operational mode based on block cipher and CBC padding method, and about whether we can attack against the Padding

Oracle Attack as well as the vulnerable points.
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4. STRP, MIKEY, CMS, IPSec, TLS, IPTV &4

R

B AoMz 9y 2e8F F4S STRP, MIKEY, CMS,
IPsec, TLS, IPTV 59 &340 H& 7}&st7te] st
B4 Ans A%

4.1 SRTP

SRTP(Secure Real-time Transport Protocol)® 2.Y2,
HY Q. 9} e AT dHolHE A W AFek AR
ZeEZY 7Y *é le AF, AR T4 W& AFst
= otAle AAZE ﬁiE% 1 TH3I.

SRTPoﬂ 1 *s %} Y52 AESE 7] (default) & A}
2% Counter RE[4]9} OFB Ex=o W3
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o HHRTP padding)2 AFEA7F dol=

1 F 3
012345678901234567890123456783901

IV=2]BIX] cC |M] BT 1 sequence number

timestamp

synchronization source (SSRC) identifier

contributing source (GSRG) identifiers

RTP extension (OPTIONAL)

payload ...

| RTP padding | RTP pad count

SRTP MKI (CPTICNAL) B

authentication tag (RECOMMENDED

i o o, s
gt

— Encrypted Portion* Authenticaved Portion ---

Fig. 3. Structure of the SRTP packet[6]
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Table 2. Analysis result of SRTP

Operating mode Counter, f8-mode

Padding method Optional of user

Encrypted Authentication HMAC-SHA1

Availability of Padding Oracle Attack Disable

4.2 MIKEY

MIKEY (Multimedia Internet KEYing)= SRTPolA <2.t]
9, "t S 9 2o HEmto] doly ¢aste] ALE&E 7]
2 w33l 7] wd wAY S|}

MIKEYol A& 715 wdtsts W o AP 367
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(Public-key encryption), ~L2]aL Diffie-Hellman 7]%F
W (Diffie-Hellman key exchange)S ™A 3FATHT7]. ©
A B 7R FRERllAl Adste A Fx
Fig. 49} 2t}
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_OH

fr o do B M

1 2 3

01234567890123456789012345678901
B e e T et
! Next payload ! Encr alg ! Encr data len

B R et T At ek S R
! Encr data ~
B e e e
! Mac alg ! MAC ~
B e e e At ek b e P

Fig. 4. Structure of the MIKEY packet[7]

MIKEYolA 93 Lug]E2 AESE 7| ¥(default) &=
AFR-8lE, L9 R =R Counter =9 Key Wrap R=[8]
= AREgg. MACS HMAC-SHALS 7|Eo= ARE-3ho)
MAC?] fd#ztol= dwste Key data(Encr data)’} %%
=3

1 2 3
01234567890123456789012345678901
B T T e S e ST TP
Next Payload ! Type ! KV ! Key data len
B e T T et T T e i e S ST TP
Key data
B et e T e R
Salt len (optional) ! Salt data (optional)
B et B B e e ST T
KV data (optional)
B T Tt Tt e e e

Fig. 5. Structure of Key-data[8]
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3} e,

Table 3. Analysis result of MIKEY

Operating mode Counter, Key Wrap—-mode

Padding method -

Encrypted Authentication HMAC-SHA1

Availability of Padding Oracle Attack Disable

43 CMS
CMS(Cryptographic Message Syntax):= HzF A4, <t
Sl gist FE, F dolE HIE % 2
To®, shte o o] tE FES WEde &
g ol 7hsstrHi0]
CMS7F A& Algke o] $2 CBC +9®=9 CBC-PAD
= AR HHow duolEd o= Wikglo] AREE L

= olgn
?_]o, 1:}—9—’\':

)

19

Atk HE CMSe| w3t T A& sl AFsk ofF
d3st dFo] EYHAOH g5 A5 FAHOE AME
o uAg 57] dEe] §49) A8 ojne 4ol ueh
Ay 22 7o) 4§ sbssict

Table 4. Analysis result of CMS
Operating mode CBC-mode
Padding method CBC-PAD

Encrypted Authentication CCM/GCM (option)

Availability of Padding Oracle Attack| Conditionally available

44 |Psec

IPSece YESAAo] T vhal Alojof] obAdE EAL A
ot ZREZ ”% 2, gEste} volE AYs o8
3 WEHa EdRE BEse P 3 BEs UEY2
TAOREE 3‘01 g8 A-gETHI.

[PSec vl HolHE
REE AMEEHY, 43
[ e A=) L S
L7217 AH AA = X

IPSec v2+ 9% daglFo® vl Zo] DES® CBC
TRAREE AR, gt AdFS $ls HMAC-MDS5,
HMAC-SHA1S A3t} IPSec v3e ¢35 drngdow
TripleDES-CBC, AES-CBCE AH&3tH, 953t d95S ¢
A HMAC-SHA1S AF&-3tt) Z18]al IPSec v2$b v39)
3|5 e ESP-PADo| U},

B33 98l DESS CBC £9
93 keyed MD5E A}-&-3F
T2 §le HoE Hol A}

0 1 2
01234567890123456789012345678901
B e e o e e e e

w

| Security Parameters Index (SPI) | *nuth.
dobebedoddobododododobedodobobodododobobododobodbodododobobod-iod |COV-

| Sequence Number | |erage
B e e e S T
| Payload Data* (variable) 1~

N o]

| | |conf.

+ ottt ottt oottt t-4-t-+-+-+-+-+-+ |Cov-

| Padding (0-255 bytes) | |erage*
B RSt Rt SE ST LR T |

| | Pad Length | Next Header | v v

B e R e e e S et SRR LR

| Authentication Data (variable) |

B e e R

B e et At e e

Fig. 6. Structure of ESP packet[11]

Fig. 6914 & 4 gl%o|, ¢ts &dae]&S Payload Data+
Padding+Pad Length+Next Headerel #-&%¥lt} 121 ©j
I S 918IA HEHE Next Header7bA| 243t

o3t QlFol Y FE7HA] A BEAN FHAOR ARG
o HARE H7] wgol] A3 uhel #Y eeE FA o]
A8 7}53ft)

Table 5. Analysis result of IPSec

Operating mode CBC-mode

Padding method ESP-PAD

Encrypted Authentication HMAC-SHAI1(option)

Availability of Padding Oracle Attack Conditionally available

45 TLS

TLS(Transport Layer Security)= TCP/IP UEHIZ
AHEsHE BaldA AFAS T 7F Boke) dloje FAA
S FgusEr Eok o] e ) BeeA, WA AdY,
instant messaging, voice-over-IP 7% 3§ Fio| 285
i Atk

1) TLS v1.0

TLS v10dA = dolHE Hustr] A ohde
pial fﬂ %} ~EH %@ %ﬂ =& Adsta
A= FueFs AR AL AL HlelEE dEgtey
CBC %03 =9} CBC-PADE A}%f%} w3 5t s

/\1 o= TLS v1.0 ?Léfié 93 o] ¥-2 ¢l(mandatory) A3
S % TripleDES® CBC #9®=, 123 HMAC-SHALS
Abgstetar skal AeH12).

a# 1 TLS v1.09] 433te} ¢
Q1 Ak W E ol

raa % Be 9wy

Encrypt ( plaintext, padding, MA(plaintext))

ot33tet & o= WA (Encrypt-then-Mac)S % &3t=
Aol ofygl, WA HELS o)Ll HIE AT T
sH(Mac-then-Encrypt) & &3t} I82=z 53535 o
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W, 94 APe Aastn Bag ASFL Z, AP A2
& o ¢gtFo] BuE VALID/INVALID#S ©]-&8to]
9 o2 242 £4% 5+ Ak
Table 6. Analysis result of TLS v1.0
Operating mode CBC-mode
Padding method CBC-PAD
. HMAC-MD5,
Encrypted Authentication HMAC-SHAL
Availability of Padding Oracle Attack | Conditionally available

2) TLS v1.1
TLS v11e =9 o8& 349
B Aolt15], 28 7] wiFel o4

WA, VS 992 wAg & g wasdt. 9 o
54 9B 252 B daA ol BEe
_/I: 5]

= sto}, ey Ve do= WA BA
A sd A WA FiE E52 578 5 g =t

T AR, AYS A Hule $HE HIE AF
g oo Rl $9Y sdsiA WA A Y odE ¥
AL egtgo] HYS AAT W Eule Sgo] dojof A
& Jbssieh ol vl AsiAl 9ol Beluehn gt
S W RuE 2% FUs sl TARR ST
& = A stk

A WA, AYE Aaste] ERolE TRA2E WFA
2w Hag e WAL WY o AL @
gEo] HYS A2 we} s A2 HaE AF
HE AT AIE AGAHE AL £ . oI o)
Al Hde] Evt vt S AR Apolzt glAl W
Aeteltt

ole} 22 A 7HA o] & <ld, TLS v11< #d <22t
& 340 AEHEA Fv

Table 7. Analysis result of TLS v1.1

Operating mode CBC-mode

Padding method CBC-PAD
. HMAC-MD5,

Encrypted Authentication HMAC-SHAL
Availability of Padding Oracle Attack Disable

3) TLS v1.2

TLS v11elA 39 e2tg 45 d&d7] el vl12
M= JA] o] FZo] HEHA &=rh TLS vi2elA =
RHd/dE ol7] #1eiA TripleDES thal AES ARS8 %

Abao.z AR s3]

TLS v1.2e Biet 24 d3b= vile] dafsp U8

Table 8. Analysis result of TLS v1.2

Operating mode CBC-mode
Padding method CBC-PAD
. HMAC-MD5,
Encrypted Authentication HIMAC-SHA]
Availability of Padding Oracle Attack Disable

46 IPTV
IPTV(Internet Protocol

TeleVision) =

@
o A
g %azam 0. UAE maAE B gold B
AFS FAE $5a7] wie] g wHon BAHwL 9
o E@, U049 muat duue o s 43 was)
$akE7] o] wE 7)%e] W

=

ARIA©]t},
IPTV AR~ BHEE ¢

|, 2agggold, /74
FAAEE Ay 3PES 424

Bk ZH”Oﬂ IR RCA

FAE 95 dneFe

Table 9. Analysis result of IPTV

Operating mode

Modified CBC-mode

Padding method

Encrypted Authentication

Availability of Padding Oracle Attack Disable
58 8

o WA EAEA BAA AT e9E $A% e
BAgiqrt 2 d3® TLS vl0o] FH ks Aow Yehgw
9] CMSH IPSecoll 2AA 0% sd egkd FHo] A
& 7hesithe A & g Atk 2AH e g o=
TA0l 7hed Afole ¢nd AT e Adde B¢
T4 Hgo| ofgAL, AT VEs AHESA @E Al
A Mol Zheshl Ak H2 w=EAA AN A
of maw F4d ARE o8& Ti ttack 714 4
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