KIPS Tr. Comp. and Comm. Sys.
Vol.4, No.2 pp.65~72 plISSN: 2287-5891

O oMUY 65

http /ldx.doi.org/10.3745/KTCCS.2015.4.2.65

Log Analysis Method of Separate Security Solution using Single Data
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Jang-Su Park’ -

ABSTRACT

According to recent statistics published by the National Industrial Security Center, former and current employees are responsible for
80.4% of companies’ technology leakages, and employees of cooperative firms are responsible for another 9.6%. This means that 90% of
technology leakages are intentionally or mistakenly caused by insiders. In a recent incident, a credit card company leaked private
information, and the person responsible was an employee of a cooperative firm. These types of incidents have an adverse effect not only
on a company'’s assets but also on its reputation. Therefore, most institutions implement various security solutions to prevent information
from being leaked. However, security solutions are difficult to analyze and distinguish from one another because their logs are
independently operated and managed. A large number of logs are created from various security solutions. This thesis investigates how to
prevent internal data leakage by setting up individual scenarios for each security solution, analyzing each scenario’s logs, and applying a

monitoring system to each scenario.

Keywords : Data Loss/Leakage Prevention, Scenario of Internal Data Leakage
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Table 1. The case of industrial technology leakage in domestic
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Table 2. The case of personal information leakage by insider
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Fig. 1. Exposure numbers of technology leakages
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