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Study the role of information security personnel have on an organization’s
information security level

Dong-Keun Choi,* Mi-Sun Song, Jong In Im, Kyung-Ho Lee'
Korea University
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ABSTRACT

The issue of information security within an organization began to be recognized as risk of the organization. Because of this,
not only ISO(Information Security Officer) but an executive or CEO were forced to resign. In addition, it brought about heavy
financial damage to the company and made the company difficult to restore trust to customers. At a time when inadvertent disclosure
of personal information has become accepted as a matter of survival because of having a bad effect within an organization, how
the information security specialist causes influence on information protection level of the organization. For these reasons, targeting
the information security specialists of various industry sectors, we’ll analyse how task performance rate of the information security
specialist within an organization cause influence to the information security level. The goal of this study is for the company to
raise the task proportion of information security specialist and to improve the information protection level of the organization.

Keywords: Security organization, security level
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Table 2. One of the biggest difficulties in the
performance of security personnel?(2014-7-21)

Response
0,

Item % Number
Lack of security expertise 40.3 367

Security incidents: liability 27.3 248

CEO and management team
expanded the investment 18.5 168
through persuasion

A low level of remuneration 6.4 58

Frequent night shift and

weekend work 47 43
Others 2.8 26
TOTAL 100.0 911
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Table 3. Security personnel form collected from
data entry

Security | Security it

Comp | Na | Tit DI | e ||t Dept. Related
ine 5 : departme
any | me | le ot Task | Portion | Existence .
(%) (Yes, No)
(Yes, No)

Table 4. Security Portion Remarks

Level Security Portion (%)
1 0~19
2 20~39
3 40~59%
4 60~79%
5 80% ~ 100%

Table 5.Work status of information security staff

. . . . Securit. . 1T
(remarks) Dept.(0)
1 3.5% |20.0% 2 ¢}
2 4.0% |10.0% 2
3 3.0% |30.0% 2 O
4 3.0% | 50.0% 3
5 3.8% | 20.0% 2
6 1.3% 190.0% 5 @) ¢}
7 4.0% |20.0% 2
8 4.0% |50.0% 3
9 3.5% |30.0% 2 0O
10 2.9% | 20.0% 2 (0]
11 0.2% [100.0% 5 0O (0]
12 | 3.3% |40.0% 3
2012 | 13 | 2.4% | 20.0% 2
14 | 6.3% |30.0% 2
15 | 4.0% | 20.0% 2
16 1.6% | 30.0% 2 (0]
17 4.0% |30.0% 2 (0]
18 | 6.0% |20.0% 2
19 | 2.6% |30.0% 2 ¢}
20 | 2.0% | 70.0% 4
21 | 5.0% |30.0% 2
22 1.8% [100.0% 5 O (0]
23 7.5% |10.0% 1
24 | 0.4% | 35.0% 3 @) ¢}
25 | 4.4% |10.0% 2
A 113.3% | 5.0% 1
B 4.4% 1100.0% 5 [0) O
C 13.3% | 20.0% 2
D 0.0% | 50.0% 3 (0]
D) 5.5% |40.0% 3 O (0]
F 4.6% | 25.0% 2 ¢}
G 0.5% [100.0% 5 [0) O
H 9.8% | 30.0% 2 6}
2013 1 2.4% | 15.0% 2
J 1.5% |20.0% 2
K 110.0% | 10.0% 1
L 2.9% |15.0% 2
M | 12,3% | 20.0% 2 ¢}
N 4.5% | 80.0% 5
O 14.0% | 5.0% 1
P 4.2% 1100.0% 5 0O (0]
Q 6.3% | 35.0% 3 6]
Al | 15.2% [100.0% 5 [0) ¢}
A2 | 23.0% [100.0% 5 [0) ¢}
A3 | 17.9% |100.0% 5 [0) ¢}
A4 | 35.3% | 15.0% 2
A5 |16.0% |100.0% 5 O (0]
A6 | 4.0% [100.0% 5 @) ¢}
AT | 27.7% | 20.0% 2
2014 | A8 | 21.9% [100.0% 5 0O 6}
A9 | 5.6% |100.0% 5 [0) O
A10 | 32.1% | 25.0% 2 (0]
All | 45.2% | 10.0% 1
Al2 | 15.2% |100.0% 5 @) ¢}
Al3 | 13.3% |100.0% 5 [0) ¢}
Al4]144.0% | 5.0% 1
A15 | 17.8% [100.0% 5 [0) O
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Table 6. Mock-mail virus training data form

Open | URL | X~

Compan | Departme G _
nt Name Mail-1D /N | click | €<

y

tion

XXX | 7w | 00 | SMORET o o | X
00.k-

IXX | wak@***** 0 0 X

.net

Table 7. Mock-mail virus training Aggregate data
form

ex-
ecu-
tion

Open | URL | &%~

: ecu- |Total
(Y/N) | click tion

Compa ]Etergg Open | URL
ny nt (Y/N)| click

Lovwvesst e Do

Mi=woung Eim [miYoung@gmail.ne]+

From date:-

Recipent:

Attachments:  Lowest rate loan. 2ip (BSKE).

Fig.1. 2012 Mock-mail virus training
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Table 8. 2012 Job portion of security staff :
Organization of information security levels

Security
Company Level Tasks Portion(%)
1 3.5% 20.0%
2 4.0% 10.0%
3 3.0% 30.0%
4 3.0% 50.0%
5 3.8% 20.0%
6 1.3% 90.0%
7 4.0% 20.0%
8 4.0% 50.0%
9 3.5% 30.0%
10 2.9% 20.0%
11 0.2% 100.0%
12 3.3% 40.0%
13 2.4% 20.0%
14 6.3% 30.0%
15 4.0% 20.0%
16 1.6% 30.0%
17 4.0% 30.0%
18 6.0% 20.0%
19 2.6% 30.0%
20 2.0% 70.0%
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21 5.0% 30.0% L 12,3% 20.0%
0, 0,
22 1.8% 100.0% M 45% 80.0%
23 7.5% 10.0%
24 0.4% 35.0% N 14.0% 5.0%
25 4.4% 10.0% O 4.2% 100.0%
P 6.3% 35.0%
VARDODOO1 VAROOOOZ
M 25 25 VAROODO1 Pearson correlation coeffident 1 -.518"
VARDDO002 Pasarson correlation coefficient -813 1 Significent probebility (both sides) 033
Significant probabilty (both sides) 00 N 17 7
M 25 25 VAROOD0Z Pearson correlation coeffident -.518" 1
Significant probability (both sides) 033
<=, The comelation cosfficient is significant atthe 0.07 level (both sides) N 17 17

Fig.2. 2012 Coefficient of Correlation : Security
personnel of the specific gravity of security work
and mock e-mail virus result.
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Table 9. 2013 Job portion of security staff :
Organization of information security levels

Company Level Se}c):)l;éitzn'%‘;s;ks
A 13.3% 5.0%
B 4.4% 100.0%
C 13.3% 20.0%
D 0.0% 50.0%
E 5.5% 40.0%
E 4.6% 25.0%
F 0.5% 100.0%
G 9.8% 30.0%
H 2.4% 15.0%
I 1.5% 20.0%
J 10.0% 10.0%
K 2.9% 15.0%

++ The comelafion coefiicient is significantat the 0,05 level { both sides),

Fig.3. 2013 Coefficient of Correlation : Security
personnel of the specific gravity of security work
and mock e-mail virus result.
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Table 10. 2014 Job portion of security staff :
Organization of information security levels

Security Tasks
Company Level Portion (%)

Al 15.2% 100.0%
A2 23.0% 100.0%
A3 17.9% 100.0%
A4 35.3% 15.0%
A5 16.0% 100.0%
A6 4.0% 100.0%
AT 27.7% 20.0%
A8 21.9% 100.0%
A9 5.6% 100.0%
A10 32.1% 25.0%
All 45.2% 10.0%
Al2 15.2% 100.0%
Al3 13.3% 100.0%
Al4 44.0% 5.0%

Al15 17.8% 100.0%
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VAROOOD1 | VARDOODZ
VAROQO01 Pearson correlation coeffident 1 —.8az"
Significant probability (both sides) 000
N 15 15
VAROQO0Z Pearson correlation coeffident —-.B8z* 1
Significant probability (both sides) 000
N 15 15

++,_ The comelafion coeflicient is significent at the 0,0 level (both sides),

Fig.4. 2014 Coefficient of Correlation : Security
personnel of the specific gravity of security work
and mock e-mail virus result.
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Fig.5. 2012 Coefficient of Correlation : IT-related
to the security personnel of the specific gravity
of security work and mock e-mail virus result

pearson @A -0.628 (AHATE =L4E
FEAo] =& Ao v Hu (-9 A$E vl
g o] IAE efisich)
frol2HE: 0.039 (F-218HE2 0.59]317) =ofof on|
gl AlAgElr 2 S glt}h)

20129 #AA ITH3HA AR R Fdwdx]e]
Hokl - v]E3) mo| vidnjoleis F8 A ghe] A

WAG= 0.628 22 F2]5+<E 0.039¢l4] A77Hd& ~)
A€t & AHBE $EE ITRIA] AR R
7pe] Heksd gt A ()7} ek & < Qlek

20139 ITHA AR ggxie] o yu)5a
vl nlelels Fe] dlolHge £43 A= v
3} 2k,

VAROOOD1 | VARODOOZ
VARO0001 Pearson correltion coeffident 1 =.500"
Significant probability (both sides) 085
N ] L]
VARODO0Z Pearson correlation coeffident —.500% 1
Significant probability (both sides) .085
N ] 8

Fig.6. 2013 Coefficient of Correlation : IT-related
to the security personnel of the specific gravity
of security work and mock e-mail virus result
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Table 11. 2012-2014 Information security levels
for IT related Dept. vs. Non-IT related Dept.

IT related Non-IT Dept.
Dept.
Year | Socurit St IT vs.
W Gompany | Y | Cormpany | Non-IT
Level Nurber Level Nurrber
(%) (%)
2012 2.3 11 4.3 14 1.87
2013 | 4.4 9 7.7 8 1.75
2014 | 15.0 10 36.9 5 2.46
Total | 21.7 48.9
Avg. | 7.23 16.30 2.25
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Fig.7. Year(2012-2014) IT related Dept. Security
portion
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Fig.8. Year(2012-2014) Non-IT Dept. Security
portion

Table 12. 2012-2014 Information security levels
for Security Dept. vs. General Dept.

Security General
Department Department Security
Year Security Company Security Company D(fzrfér‘;i.
L(e,,):l Number L(i/:?l Number Dept.
2012 0.9 4 3.8 21| 4.22
2013 3.7 4 6.9 13| 1.86
2014 15.0 10 36.9 5| 2.46
Total 19.6 47.6
Avg. 6.53 15.87 2.43
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Fig.9. Year(2012-2014) Security Dept. security
portion
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Table 13. Numbers of security staff for Security
Job portion

2012 2013 2014
Portion1(0~19%) 1 3 2
Portion2(20~39%) 16 7 3
Portion3(40~59%) 4 3
Portion4(60~79%)
Portion5(80% ~ ) 3 4 10
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Table 14. Three Years(2012-2014) Information
Security Level for Information Security Portion

Portion 2012 2013 2014
Portion1(0~19%) 7.5 12.4 44 .6
Portion2(20~39%) 3.8 5.8 31.7
Portion3(40~59%) 2.7 3.9
Portion4(60~79%) 2.0
Portion5(80% ~ ) 1.1 3.4 15.0
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Fig.11.  Year-mail
training results

virus-specific  simulation
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