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Abstract SME informatization level analysis is significant as an indicator for analyzing the performance and
competitiveness of enterprises. However, as has recently been highlighted, the importance of privacy recognized
as infrastructure, and mindset are very important indicators for security and privacy. Therefore, In this study,
analysis of SMEs at the informatization level, with a focus on how we can assess whether the privacy-related
activities were carried out.
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The SME Informatization Level Analysis and Design for Privacy

(Table 1) SME Informatization

area and detailed factors

Domain

Details factor

History

Information strategy

Information Mind of the CEO / staff

CEO / Enployee Information willingness care and support

Vision Information

Establish ICT plans

ICT Investment Feasibility Analysis

ICT investment feasihility study conducted

Promoting
environmental
information

Informatization Promotion staff

ICT plays workforce

ICT investment

ICT investment to sales ratio

IT training

ICT training or not, subject and scope

Construction and

Business Management Systems Maintenance

Standardized and documented level of business procedures

Information Systems business area

Information Systems Development and Application Range

Application
Information . . . . Willingness to adopt new information technologies to
New information technology adoption aggressiveness improve information systems
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(Table 2) Classification obligations and prohibitions

Domain Article Obligations Prohibitions
Clauses Clauses
Article 15 (Collection of Personal Information and use) )
Article 16 (Limitation of collecting personal information) @) @
. Article 17 (Provision of Personal Information) @ ©)
Processing of Per
sonal Information | Article 18 (Use of Personal Information and providing limited) OING) @
- Collection of per | Article 19 (use of personal information provided to parties, provide limited) Article 19
| inf i
sonal information, Article 20 (collecting sources, including the highlands of personal inf
use, offer, etc. . . 203
ormation collected from other data subject)
Article 21 (Disposal of personal information) 0,2,
Article 22 (obtaining consent) D,2,80®,6
Article 23 (Limitation of handling sensitive information) Article 23
Article 24 (Limitation of unique identification process) 20
Article 25 (installation and operation limits of visual information proc | . P
e « 3,6,8
Proceb-bmg of Pers | essing equipment) 3,6, @)
onal information- - — - -
processing  limits Ahrtmle 26 (Lumtdt‘lon of personal data processed in accordance with 0200 ®
of privacy the business consignment)
Article 27 (the previous limit the amount of personal information in @
accordance with such sales)
Article 28 (supervision of personal information handlers) D,
Article 29 (safeguards obligation) 2%
Article 30 (Establishment and disclosure of personal information han 0@
dling policies) e
Secure manageme
nt of personal info | Article 31 (Designation of the Chief Privacy Officer) (%))
rmation Article 32 (registration and disclosure of your personal information file) | @,@®
Article 33 (Privacy Impact Assessment) D,20,0,6,®
Article 34 (Notification disclosure of personal information, etc.) 0,2
Article 35 (access of personal information) ®
Protect%on of R{gh Article 36 (correction of personal information, delete) 2,0®
ts of information - - - - - —
rocessors Article 37 (suspension of processing personal information, etc.) 2@
Article 38 (Methods and procedures for the exercise of rights) )
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(Table 3) Existing approaches Privacy Policy

Division Policy aspects

Detailed policy

Legal and

Privacy and Personal Information Protection Policy

Protection of human rights as a fundamental right
protected

institutional aspects ) )
Intellectual Property Rights Policy

Guarantee and management of information resources,
intellectual property rights

e - o . . Security technologies, application services
Technical aspects Information Systems Security Policy technology-based technologies
E-Commerce Policy Elec'tromc signature, encryption  systems, Cyber
Industry and Environment

Economics

Information Security and Technology Policy

Development  of information  security — technology,

standardization, etc.

Administrative and
cultural aspects

Information security culture and cooperation policy

Cyber promote healthy environments and Privacy Mind
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