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Abstract As the cloud services, the underlying technology of the digital convergence environment, have been
widely adopted in the business, personal information protection has been recognized as one of the major issues
to resolve. When cloud services are used to process the personal information, the personal information
protection law speculates the establishment of a contract or service level agreement(SLA).

This research presents 7 privacy indicators and 13 metrics which can be included in cloud SLA, based on the
analysis of related regulation and standards and the SMART(Specific, Measurable, Action-oriented, Relevant
and Timely) model. The proposed indicators are examined using the Focus Group Interview method in terms of
materiality and feasibility. The results show that all the proposed indicators are meaningful and useful.

Key Words : Cloud service, Privacy, SLA(Service Level Agreement), PLA(Privacy Level Agreement), Privacy indicator
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(Table 1) Privacy metric in Cloud SLA

Privacy metrics
Network security solutions
Type of network separation
Access right management

Account management

Privacy indicators

Network security

Access control

4. Access Rights
Management b _
5. Access control [
6. Cryptography .
7. Managing Logs
malicious program VAN
‘ 9. Physical access ’._4-’——\—“ Physical security

| Access control

‘ Cryptography
Prevention of
malicious program
System access log
management

p:.rosczzlsnucnonof f Monitoring
Isolation
N Intervenability
[Fig. 1] Development of Privacy indicators in
Cloud SLA

Encryption system for transfer
Encryption system for storage

Cryptography

Prevention of
malicious program
System access log

management

Anti-virus SW installation & update

Log storage method
Log retention period
Data-center location and facilities
Physical access control system
Monitoring scope
Monitoring review period

Physical security

Monitoring
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(Table 2) Review of Privacy metrics in Cloud

SLA using FGI
Privacy metrics in Cloud SLA r'na'ter fc'egmb
iality ility
Network security solutions 43 41
Type of network separation 46 43
Access right management 38 2.8
Account management 3.7 39
Encryption system for transfer 48 4.7
Encryption system for storage 48 45
Anti-virus SW installation & update 4 47
Log storage method 38 36
Log retention period 3.7 4
Data-center location and facilities 47 3.8
Physical access control system 3.2 3.8
Monitoring scope 38 32
Monitoring review period 3.6 42
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