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ABSTRACT

Tags and Readers is receiving and sending the data using the wireless communication in the RFID environment.
Therefore, it could allow an attacker to participate in the network without the physical constraints, which can be easily
exposed to a variety of attacks, such as taps and data forgery. Also, it is not easy to apply the security techniques to
defend external attacks because the resource constraints of RFID tags is high . In this paper, new tag-reader mutual
authentication protocol is proposed to protect the external cyber attacks such as spoofing attacks, replay attacks, traffic
analysis attacks, location tracking attacks. The performance evaluation of the proposed mutual authentication protocol
is performed and the simulation results are presented..
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