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A Study on the Application Model of High Availability of
shipboard Combat Systems

Kyoung-Haing Lee -Dong-Soo Han

This research has conducted high availability system modeling to assure the reliability of shipboard combat
systems. Shipboard combat system is a way for efficient execution of duty and a crucial battlefield management
system that determines the outcome of battle in the modern war. Especially in regard to a network-centric operational
environment in the future, even 1% of malfunction can lead to fatal consequences for the outcome of war. So combat
system should be designed by high availability system which is a “always-on” service. In this point of view, This
work describes an architecture-based various high availability model and proposed alternative high available systems
that can achieve more than 99.9999% accuracy at a minimum. This paper also provides an applicable model with

http://dx.doi.org/10.9709/JKSS.2015.24.4.119
ISSN 1225-5904

which system engineers analyze out system failure and recovery process by employing computerized tools.
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Table 1. Availability Definition
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Fig. 2. Model of high-availability systems

3% HEAZ IS5 RY M| BE o7

Bejsha sfEfloyATEge] WAUZA o) AR
BPUES AT A45He 277k Asket A% 28
Ae] urel BPREL AN

2.3 0} o4

HAEAA 718/8E on] SAIE vl=ollAd= 20094
HFy o] 2HRLo] RAM-C Report Manual @ ofj A= &
TR 7H8EE APshet] 9lojA] rhaB(Markov)
A A 2= wslal Qi 12, RAM-C Report
Manual oA/ Table 13} o] o]de] malg o)
(materiel) 2} -&-&9] YO 2l 7] B 17|20l np=
H mdgo] g Ed AgEo] oAl gt wiEH zd
& AEAAE(stochastic) ZEAAS] ARO2 AJ7HL

7o) TEte] oAk o R T o HEZO R AAHS B
sl Aoltk 7MEES mulEsls Hho]l= RBD

(Reliability Block Diagram), u}=ZE 24 Fault tree &
4, Minimal cut-set method, Petri-net, Monte Carlo
simulation 5°¢] §loH, o|F otz H HE.L AJAH Q2]
Yoluh A7 Ko R AT 9 TR =
i,{ﬂ/\e sk uﬂ sk = OUE Z£2 HlH %E._OJ 5}.
olch. usiH mele o Aol 0|28 7|25 s
%A (bottom-up) 0.2 A|2H], SHFEAJAE Bl SAYE
(component) o] FH2174k 52 &~)(capacity loss) 2 4=
e AAOR ST 4 Y B skt
A 7|k Al2EIe] et W Aeje] 424} 7)o
gt melso] Zhala AlsHol elRe] kg 9
24 HASl= UML(Unified Modeling language)]
Ao] olol1Rle AMgele] BhEs maS Sl
siglon, ol ZlitoR ALH 14EE SIS,

N

3. e 4

3.1 &4 23
2(Active-Active) 22 3t -F5l(unit)©] TR (down)
59l o E]_g syoz zk=o] A3k wj7tx] 50%2]
SgaXlo] v

PRSI 0152|(duplex) A|2lo] 2go] 7}
5otk

287 set Al AH|2e FE 9 2k 50]
Itk Fig. 32 UMLS E-83ato] mdley gt Z1og &
o] 14 A Ao HAE|QS %9 State 45 ﬁolﬂ
o, RO A Alofl= State 22, AlTf| Alofl= State
58 HolHrh olnf 4FAQl Erapyo] Ao A4y
Al State 22 ZHo|E|o] fe2|apyo] AL, A A

He4d mMas 20153 122 EHAD



=}
X
02
ok
>

State 1
Uncovered Failure 2(1-C_AA B
T [ enty/ Duplex
The full model automatically goes 4 4
to this model when C=100% // ,/
LA Repair u

/

Repair i
/

s 2 N
State 3 Y { State2 )\~ {__ State6

2nd Failure A
s
I do / On Fails Uncovered)) |- entry / Simplex) |+ do / Duplex Failure()
~ /7 TN
Uncovered Failure Detected (i SFDTA Manual Failover F-M y_FOM / AN
Successful Failover Fy/FO / N\
a State 4 N7 State 5 ) 2nd Failure A/
/
L —
do / One Fails Covered() \¢ do / Failover Failed() | Failed Manual Failover (1-F_M)y_FOM
] Failed Failover (1-Flu_FO T
. N
The full model automatically goes
to this model when F=100%

Fig. 3. Active-Active Model

2nd Failure A

The full model automaticaly goes to
this model when the failover time is
very short

State 692 Ho|so] ME gulo] WA} Uk @
FRol o] AFAom HAER] Aok
o 714] State 30.% Fo|En], FA|H o]fofl= e
A7) gk, 9 AR (failover), 47+ AR
W WS g0l BAE 47 ZTHTE T ol
e Amdole} oith Fig. 3904 A, p, O= 44
IHE, 28, A1) (coverage factor)E LFERHATE
Fig 3ol4] 9 Zgkeis AEgon Ago] 9
HlEl= 7oy AskE L A435HE F(Failover Success
Probability)Zto] 1(100%)°] =™, State 5+ AJ=FHch
ST AR AT Al HlE B el A
o2 State 4, 57+ AEILE BE WHo] WA w7t 4
FHESLL C7ho] 1(100%)0] =), State 4, 5 2 60] ek
2

S
N
N

3.2 EdZEd 24
2/ H](Active-Standby) R g FUlo] AR|AS
AlFslz B¢ BEfUol ti71de(standby)ll Sl ©l
9] FAE=C ARGET dEARl A AR fPoR
dlojgHo]A AWE & 4= Qi

ShAjzn] mde g udofA Fig. 49F 7Fo] State 3
o] F7Hd Aow AF T Ul thigt 1 Alofl= &
dud Byt Fdsh, di7 el e fWe gl
e o SAEY State 22, AEH 0T ER|E|A] ¢
O State 302 HoHr}. ZEAte] fUe s A
i} o7 e 9] |A7F Aufdt 79 State 602 A
ojElo] HE fylo] IAFETL Hrk. &, E4dEH] =Y
MM A WA dlolEHo]A A7 17t Al T 7|4
o = AHE A o] o|Fo|A] Au|AT} AJZFE= A
28lof| ARGEITE 05 UML2.0S ARgsto] mele 3t A

[ 122 JRaEINE R PSEE

=X

The full model automatically goes

Covereq Falure cn the Standby €5 7

CATL
;c\-ereﬂ Failure on the Active C_A )
Repair |
(\Uncovered Failure Detected p_SFA
it
k do / Active Down Uncovered(

. p. 2nd Failure )
Uncovered Failure Detected p_SFA|  Successiul Failover Fu_FO, 2nd Failure A
Manual Failover M y1_FOM
State § State 7 3
do / Active Down Covered(, do / Fallover Failed()] 2nd Failure &
—

Failed Fallover (L-FIu_FO %Fa\led Manual Failover (1-F_Mju_FOM T

Uncovered Failure Detected 1 SFS
o e

ond Failure &

¢l autcmatically goes to
hen the failover time i

Fig. 5. N+K Redundancy Model

< Fig. 5o vetsich

Active-Active Model1} 7R 2 94 AghE L=
FZro] 1(100%)0] E]H, State 7= AJekect 427t 3=
T AT A0] vjF A A AR State
5, 70] AfeFEIc WE 1o] B 47t AYETL C
Zro] 1(100%)o] =H, State 3, 4, 5 L 70| AZFHCH

3.3 7tely =y

7bel4(Redundancy) 2R NA] fulo] Mplsg
A5t 9k KAL) §lo] HzAeh(spare)oll Gl A
0] 59 St ol Aulz 3 NAY §9
17hS] o] 13 g ) 74K KA e A5ah of
L A0 Asg] Bad 50| Ntk AL ofuld
ok SEA ALEe YEYIs Holglt HAK|AY
& mgsto] Aulzt Fele Y clustering) S hgF



8 MEAA WigE =Y Hgof #Et A7 |

Siatel2

do /1 Act)

ksntr}rMA MAC do / (M-

Fig. 6. N-out-of-M Redundancy Model

A, B ARAIA Aol AHIAE Aol she
o] Fo afint

Fig. St Auje] sl50] §3t9] 2o Ao A
Bl NHK 7ol RS UMLE AMgsio] melalet A
Ol Nl $15 % 1717} 1% A] Al2sslo] chesi
Kol 4 % 1717} 2% Aok A28l 44 8
o Fig. St SeeAe Tejsle] B4 RUS o
B A0 Al 2~ 112 N7 $l % o] WAtstol
A28lo] chegl Zolnl, Al 12~ 195 KAe] 4 %
o] WAIBIRAIE AR Thgoll Aol g A
& Uitk 55 AgEao) tiet 277} WA o 4|
2R ol AT AEHoR HAE] S
2E TAKuncovered fault)S 2=t}

2 ol MRe] T4 Ecomponen) 5 NH7H
8 <) ALEE AR 4 k. oleit A2HE
N-out-of-M A|2glofeki st} SERs|AAe]N st
oz AGER Qe AAFUA AT AUBHE, W
Hem, A7) W W) ol sherEr. Wale) 4
& afufe] Wifanyo] T A] T o] ) Tko T 2E
sto] WZIAAHELS GA|3oF ditl. RBDs (Reliability
Block Diagrams) RS o|gJEEE 70O 2 A|AH 9
AFEE Ak}, ey RBDs: nfgH mdy) b)
B A ] ShET DR TR A mefE) o
o g N-out-of-M AlAElE HARSh= dl= FA%dst
t}. N-out-of-M 7}9]4 HEle N+K 7oA mdyls =
2] AR SA] Dol Fig. 6014 2E 52 N&
ATt M| HE 5 1717F 3% Al AFsEA| =4
State 22, AFEA| Ez| oW State 82 Ho|Erh
State 80Jl4] 17]9] F/dFo] o 1 Al ALsEA] =4
State 302, AFFEA| FA] 9o State 92 Fo|Fch

4, &Y HEMA 17188 HE

W AEAAE S AN HlE, 2 9 7le )
So B olSEyY 5L YRE FyHeR ¢

A

1 rdolE3a,

¥ MM2EE  WeY  Daalink
GUHA W AAgAL

[
fefdold  EMAol DA Addol  WUBY oy A
L ECUG] x|

pUE ]

AL

T T 7 Lo

GPS  EM-LOG NS o218 oz GREE  GHREE (EREY U3RER 2wy UE
71e17| WOREE  SAlHA

L@?\? ﬂw—J L SEHA |

Fig. 7. Warship Combat System

Fig. 8. Active-Standby Markov Model

A gl Fgokoma b, e, diRbd 2 iR
A & B a3t A 2 wHAY 9, AFHL
s FA Aol wAe o]2771A] 9] A
S lsks ] S Axjolck Y HAEAA
AlggolEE ol2fdt 4 a4ss T E st &
ZEQoj2A Algeold H2o) wet thefet FAl ot
= Ao ek BA|(search), 5+2(tracking), FAl(con-
trol), T4 (weapon assignment), .7](combat) X
7Kevaluation) & (module)o] AE3sE AT E AAksla,
olgigt ATAHZ QIEHo|A7IES Fol T HEA
A Auto] Ho] wojof s} web 4 ARAA =
Fig. 773} gho] Ztt Qi Au|A2 AlFsl7] 98 72
(dual) AlZA7] ZZEZ(protocol) T|o]E|(data) H2
(bus)E HJskaL Qlok weba] AREAA opEA= i
7HEE B AR SN mfe- Fasie) of=gh
oA T AFAAL B BAEE B B8 S
TH AL FFseITk obeRE ErEe) 7
z, 250 WA L AAE Belshe Yejet qPos"
o} (Markov) ERAHAS S4zH] melo] 2gahu
Fig. 83} 2:¢ 43t opy|ela] o] 7Ksajck
Fig. 89] 7} Stateol| A Input¥} Output> 737 I
29 Fe 10]uE a7 2L YAAS AE 4

e
ny

L 3
T
ek

K24 mM4s 20151 128



=}
X
02
ok
>
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Table 2. Assumed Parameter Value

Parameter Symbol Value Units
Failure rate A 0.0000042 | failures/hours
Cove.rage factor c, 90.00 9%
(active mode)
Coverage factor
C. X 0
(standby mode) o 90.00 o
Failover Success
F . 9
Probability 9900 o
Failover duration Vpgpo |0.1666667 minute
Manual fallov.e.r £, 99.00 %
success probability
Manual failover time| 1/pz0y, 30 minute
Repair/reboot time I 240 minute
Uncovered failure
1/ pgp, inut
detection time(active) Hsra 60 finute
Uncovered failure
detection Hspg 60 minute
time(standby)

Table 3. Probability Solution and Downtime

State Probability Minutes/year
1 0.999956 525,938.44
2 3.3599E-05 17.6715
3 1.0079E-05 5.3009
4 4.2E-07 0.2209
5 1.16E-08 0.0061
6 2.5E-09 0.0013
7 2.09E-08 0.0110

Total Downtime 0.2393
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