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A Structural Analysis between Financial Regulations and
Security Industry through the Systems Thinking

ofzsst

Lee, Jeong-Ha

—1 Abstract |

The purpose of this research is to understand a structural relationship between
financial regulations and security industry based on the systems thinking perspective
using causal loop analysis.

As a result, the positive regulations on security technology against finance security
incidents shrink the autonomy of the security industry and will deteriorate the
competitiveness of the security industry through the unknown feedback loop.

The conclusion provides the direction that policy makers understand causal loop
diagram related current regulations and open enough to the consideration of the

negative regulations.

Keywords: MEHOEHA MAIF 7Y, UAHEIETA|, QTX|L, A|AR AlD
y , , , ,
(Information Security Policy, Electronic Financial Transaction Act,

Negative Regulation, Causal Loop Diagram, Systems Thinking)

* AgreEsieden sy BAE(EEA AL, jasonlee2484@gmail.com)



32 TE= AlrECto|URiA o7, AM163 AM4E 2015. 12

I.ME
R 23S Bl B AvtEES] BEgEo] AN 7MY wom, ofE o]&d
ARFgAN7E F7heka ek 4], 2006; o151 <], 2011). "R w}@_ﬂiﬂ%

1469l €13, 20144 FEIIAIA o] AR FEAL BAS 0] Frlo] A
S71del e haa NS G ste] dhitwel 34 sk WS ARy
i

FE A F HAARIOR 1Y Be H 1Esk §58 g, FgYTe A B
£ F o VN B FEEA) 01F NAE 93 6u-1209) Aje] BHE sirk
A% <, 2015). °lel @ ol WA Wkt FFANE PR T4 BHE BhS BAL
vhashn AAE FHse] LS A wFakn glo), F§ nek e B

AFAI7IE A= yehkar ek 3, 2011). ﬁELOﬂc &
S A H A X (Activex)2ol TR FHFA o] T

Apgell thgt olx7t A7) = Ak
Ao HA F§ Bl Abatel] tig A rAlZF 240 AHRS ST B He
At oju g QA vehla A dis) Al=g AL Fa 1A= AAdet
At s, A A =S Fote] AR AA A Al agfstolof & ARES ol

ol IFHLR g Het AALE oeta dabagA e bt Al

(A
fe o
r
>
ofl
l-'O
c
ol\
>
o,
o,
1

i

g 5 =S 3 2
4g Hushe o oluxsnnt Bk B AeE FE met Alush IS ARS A
Hua, AUREHES] AAATE 7|2she] F§ Wk Abao] s Azg ALz 42
sfo] SlNSluSITh E, FE Bok Alwel thsy] 98 BRe F§ FAsh wat A
o] AzEl F2E oldel] Slal BHA AR Aysiel AxgirieluE s B
oM BAS st AXe) BAR Aste] weHA £ Fxo Ul olHT & U=

d
b
QL
=]
A
ox,
e
>
gl_,
o
e

1) A 2A7F H= HEelA dFAe ) Asle] Aoz 38k W
2) Pl AR A EMicrosoft)7} 7N AJARE 7Feet A ATl AZEY] sl AMSEE 7]&0]
), I HdHo] ARHHEA H BAIE o7 ok



AXH ADS S5t 28 AR 2ot Medol &=

HI
1z
w
w

II. O|=x 1 ¥ M

1. S38Ale] 22t Ajn Big

Sl Bok AR 2003 19 259 KTO| DNS AH7F 328 whol QlEfulo] nhi] ¥l
© 125 AEU i o] 5ol FrkskaL glem, 2009 7€ 7

JEE AR 7.7 DDoS &4"S AR F§3ALE tdeR sk ®ot Alae
S7FshaL AT A, 2011; AR, 2014a; FHAREL, 2014b).

LA A7 ALl Chet 7] 7 s =2 |12
AL, B8 5 97l 97 S&3At
2011. 3. o Ak ] B 34 DDoS 274
w34t ALg GA] wie]
. U,
i =33 FNOTA K o= o} o
2011. 4. e N8 A= 755 % A7 AA
. A - 23 AL
O3] )\ nl- H )
2011. 4. D23y g whH] 560901 ¢ aH] AR
=x1=A (RS RER ok 33o] A s
2011. 5. EFAH 7He! = INF 3399 1
0 5 TAo 7&) = 3 7HC1’17$]E‘|9[‘E
23] 2.3 7 N F53ALe] 45
- F23), Go g 5 570 A o sH_uvﬂ tel 320 A% e
a3t gxle] of mie|
oq) LPEEES o e
2013. 4. H=3 7h<l = 13%¢
’ E e AA 52
. FHEAL TR B
L= A= L= O|AH O = ol ™
2014. 1. I71E, J7kE, KIS | NP ESE 279k Qe = A

YRR ZAENEOM-58 HEES Y Ajo|Herd 2| - 4= HEje] A2E ATAT| oA HEE

] 58 3Akl A 19 400t 719] NAARTE 25T 29 ARHEQL AL
Ak 9] 2015). ol w33t
£ HHstk T Z:W%i‘-

=

A A o4kl AR

=
I
iy
o
=
~
(e}
=
Z
2
lo,
ol
o
=)
i)
r
v
V‘
I
]
(e}
(=]
A=)
rL
l
3}
o
Y
rT‘

Nl B ALz e



34 T8 AAEClo| R o

7, H167 M4z 2015. 12

T2 A U FBEAHFEAIE, FEUTD)
HA| 20 91,327,562
AAZFE(2010.1, 300), BBZFE(2011.5, 97,331),
{71c 4 64,269,183 R : R )
CC7FE(2013.2, 44,498,568), DD7}E(2013.12, 19,672,984)
EE238(2009.9, 109), FF34(2011.11, 149,151),
=3 4 24,434,056 f( 02, 109 X o b
GG23J(2012.6, 24,268,743), HH-238(2012.12, 16,053)
IZ3€(2009.9, 90,530, 2011.12, 5,796),
A9 (2009.9, 95,373), KKHFE(2010.3, 7
e 6 1,946,560 7 » Haf = :
LLAN€(2010.10, 4,838), MMNHE(2011.2, 15),
NN7HZE(2011.4, 1,750,001)
00T A=A (2011.4, 342,221), PPEAREB(2011.5, 12,849),
A 3 355,102 | L f ( ) PREASA )
QQFAREH (20115, 32)
2y 2 321,910 | RR3MA(2013.2, 164,009), $S£=3| H&(2011.3, 157,901)
Al g H 1 751 | TTAISA B (2011.4, 751)

* X2 ZARAD

AL

IS IA-BEA oI RE B 2 2S e

FEIN] AAARAZE Aol 091% AVRY, (E 3y o
SEEE SRR

=
12
)
o

)

i
1z T2 dolog wEyon 2012Wd¥ 201332 959 el 9|t
& ARzt obd Wi E Fdllete Wl - oFALE AT 7E9 AS ¢ o
(FPAHE, 2014b). A9 HF Abas FRAIZE U] BXE oS o] &8k s|F bt

Il %LE—% i}xlé}i’i AR, ﬂ%ﬂ]t WAl of gk g =)

(E 3y #2597 JioIME R& ol & &%
(etsl: 24)
= 2% 20094 | 20104 | 20114 20124 20134

17 91,327,562 | 186,012 | 5,145 | 2,516,048 | 24,284,796 | 64,335,561

7 FHeFd WA 2,449,658 | 185,903 - | 2,263,755 - -

QH2Qd AR | 88,686,777 - - 246,482 | 24,268,743 | 64,171,552

Wrzel dg

A9 9 190,711 S| 4,838 5,811 16,053 164,009
YEA 9g43t

ga 416 109 307 - - -

YRR HARELE M-

BEAL THIYE RE 2 AL 4= e



A AL ot & TAIeH 2ot Medel = B4 35

[H]
i
0

rol

o

o7

2. YHESEHS Cfst M

HHESEE] el Straub 9 Welke(1998)= A0]2S& wlEOo R HEEFY]
(Security Action Cycle)% At @Zil(Deterrence), o] HK(Prevention), %X](Detection), ol
A(Remedies)?] U] ¥4 I}AE Yehfo] dAnt) Bk Abarzp @Ash = 9lal o] HEA]
atAl st7] f1sf ol 9AIY Eso] AR o] FoltkE As AW Aotk oEA AR
B3 ggo] #5= 7kt v Bt Abals Ao

WA = glon, ole|gh Bk Abavp WAel Fg- o]& 5= 7FAoF 3t}

19 Hu
>

ol

ol

rl

N

(Theoharidou et al., 2005; Foroughi, 2008; A-5-% €] 2012).

| Deterrence

|
ﬁﬁ\ Prevention

A ‘.ﬁﬁ Detection

S
vy K.
lerre i
vt - Remedies
. N

\Prevsmedl

Abuse -
Objective:

Al  — Undetected
Maximize Abuse /
-based on Nance and Straub (1988) Objective: Un;::;nished
Minimize use

* Z}&: Straub and Welke(1998)
[22] 1] EorH=Z7|(Security Action Cycle)

|

TEILY ARNERES WAEFT|o] o) 4P 5 o, uek Aug Y%
7 913k v wolel el shgeke BES S Aek W R el 4 % B
gl

= Srjsle] o]FofAa givpa & = gltt.

Iz
[-'O
>
s
o

3. 28 YEHSE 93t Mo A
20061 49 289 HAbEgAHHE AdE 5 20151 1€ 20€70A4 @ A4 Aol H
Ak AAFFAYHY Aol AU 5 AAFEFAU 7L it Axjsle 5

S



36 &= AlXECoURIA o7, HM163 AM4E 2015. 12

N 2& AAAFFEe] &

of A grtatel A - oF T WMEWAE B9 e ¢, AAEsdTE

Aol HF s7F- 55 R

I NEA S FHstE = AY»olta WA Sl

EPANA el AR Aol oAl Al A iAol
%

2008, 20114, 20134, 2014, 2015430l Y&}

4 A AF T A=
AT A5 WA 2007

fov, A4 275 Aol A

of FolAE Aol Y& HAY & glom, (E 49 2ol A2 APolfE FE B

Qb Abarel thet ti&-Ael tigh WEo= et

<E 4) HA=87eNHel 22 7Hd o

72 e Hdolg
AAGR F29A L A7 5 AAE Dakael o HeS skl 24 FE o
o U FEA 2L ANFEUAA A5 FRBsADAAR AHS AT,
HR7)% BEel JURE B YRE AL AAFFHEGATL NG QRE A
o | A AERRE A Q902 e, 38 R AATEYAS YuuE
|| e $a4s geeel 99 B9 AWGEE BeRgsn, 3uA B9
2 Bgehe 39, AA4FeA0 Qo) 2UAFA AL PASE 2AR 46
F e FEE Bodle] FHINL AA O FHUI FUS AYT & YES
33, olgAel Melo] e ARGl A AF Y AAEAZ o PHele, BET]

zrol ABd AAFEAN B U 710 %E Folalel 2l
AAZEAN QPR I 2L 95kl AAFEUA B oA B AYS
3] o3, FHA L ANFEUAR slolF AAFEI WAL U AR S
L | 20 | 22 B wlRlEs e, AT e AAR Bas 34 3 9
522 | Al WA A 349198 - 38 5 o UlgEAT AT, FEUELYl B
23 A9l AAFEHEGA AT 22 & 5 YES e 39, 1 Wl

A3 AEe £ et 98 mHES AN - Rgsel 29
AAFeAN) AT A4S Bustn AATEYe] ANF PAL 5o 2
1% SO SolF PRREATAAAE APl 24 ) FREE APS A
, | 20 | Ao2 BlEES 9N FYU SOl U@ B ARG FoITE e
1114, | ASelE A0 Bap] Fomn PATFHE BT 94o) BAAEE s @
9, PaTAel Aeiel B 9y Whzg 3 Wage] WEe AHe] I 8

o A% MR MEdon FAFeRA UH 482 B dele A9
YRR ITPHEEEME AIE

3) F7PHEAEANE A-Eheep://www.law.go.kr)



ol

AXH ADE S5t 28 TrHIeL 2ot Medo| 7E E4 37

0
R

AAFEANRL FHSAIA BT 0ok sl dal WA FAE 25 99
A% AR £, wek Abnsh 4R 8] BAS Y GE 5Hsh 2ol ekt
T

H, Abarel] Bigk tisoz AbagAAdel Wit AlE Aot e A & U

CE 5) FE3Atel 2ot Alet MAFg7 2| 7HEztel 2|

A7l [ 2ot Am R W % 72 K e
20113. | 3 -4 DDoS &4 (0119 119 142 LEAH)

20114, a7 Az AERSHATAYAL A o7}

20114, | A v AR | 9w w s g maolate] o 2o g

2011.5. ARG FET O AATe] LE Rk

(2013 5€ 229 4dEA0F)

20133, | 3-20 A2 gi@ | A FE AAFEAIA T A W&t
PRI ERE AYsE 2 AE

ARG 718 Aol ik Fokd 24 - 7)o 73

AAA sl 54 3 HaAba o 2A vk

2013 4. AP E G AFAHEAIF7] & Az

O

P

A
)
X
fil
4
)
lo,
)
)l
o,
i
ﬂ,
tﬂ
oL
f1
—_>'4—v
ok
>,
e

(20143 10¥ 159 LFANA)
AzAARFe A AT AFEE AA 24
FAJTA ALR9] #-&3)
BB S AR ] AAE Ag

E49% AAEgANIFY AV|2A v
olil AR E AEREG HH TS AAA AE 24
o HEgaE A AT ARG EE AT - FAAY 978 54 <ol AR 25
A

ERIlA Al - FEsAY A7 52 Sl Abgshe Aol digh

=3}

=

AAFEAN AT AP AT AR ol B A
J

*
Pal
HU
oy
>
o
i=)
N
IE

o
0%
Hr
=
m
1o
Rl
kU
]
e
1
>
N
o
>
=
jiga]
oot

2014 58 A=GALARE7E el AMdshs o= Al SgEAE e R 2ARGE
e w8 4488 % # N Ao wEd, Xl dinlste] g 5534k

4) AFAAJNAZS] ZHO)A] (heep://www.fki.or.kr/FkiAct/Promotion/Report/View.aspx?content_id=925f5ad
5-1df4-49c6-aa32-8f484bbebf76)



38 &= AlAECto|URIA o7, AM163 AM4E 2015. 12

AAYEL 757802 GHA Hr AT SRE 719d9] 64.2%7F Hule EAHoE A At
AL =g A B AT Aol T8I AA L AR o] o] Aol A
e ook AZE ARdell skl dst oFgdel s Atk 53], AREME
ITo o] Be Agae] ddelMe o & zto]l EAgth

A A el UIAE B (Negative) 1A ZAEE A2 Wrolx] AWe &
Atk FAE B WAL qiAle] 271 He MEdA SRR Ak Ak Al om
&&shs WAow Hol Sl Al elY, RitiE WA R A2 <545 Aleke A4
o gAeks WA o Aouo] vk Al FE7t EAEBEAA YA EE MY
W, AR AT e A B Thsdel A, Al Bere] e Ju =

Hl-go] 4itd 7% Ak &E ], 2011). AAFEAHHE] BATH S AATSET
40 AAFEAETY ABARE AN S LS sk TALEE
uAlo] rAE Heta gut A WS HEo] 385 o] TR $e A=
Aeh FAH ALz e slo] Aibrolm, 1z 18 Wk ol Dl A B9)
o) FHAG A o|told] AR ol B H A FL HALE FAE o] 2o

327} o
2, AR e ARAE YA AL BEE AT A
€]

AASYeN O A1) Abs FFHOR A 2
22 aEhreEA A AzelA A, W, Fede

of o r sE= yruS ofsfsto] BAHASl Al S X3S LHsh= Aotk Al

5) Tl A7} e WP ARA0R Ageka SP RS DA AFHoE B WA,



9], 1999). Fx

T F3E(Feedback loops)E "2alH, @ Ell(Behavior) 3 T}

slo] SElA dEl -3 (Dynamic pattern of behavior) &2 AHH K52 2000).

w

kil

i3
A

o}

b o Aokedad <, 2013).

N

=]
-

)t

S

e}

ARG

R

tobi 7] ol

=

Flomd A5-of salel ek

-

.

<

BAT

ps

1A

-

[e)

3} A B AE AN

hul

& 4ol 4

, 2003)

3t G Azl ATE

3

=4 A

a3
Tg8Ake] WSE AbaLe]

H

bol A28 2

o

3

O]a

=

=

B ATl FgBALY Rt A}

el

2013).

1)
pii
o
s
il

of

[e]

T
=
-

el

LAYA]
o

=

=

=

7Y (Balancing)

4g F7H1A nn

1
L

.

A 15
oF
H

u}
=
g

AR Al
=2l o

3

!

EUREE

o

o o3
sabe] Ann

AlAE! AbT
2L

L

Bl ¥

I

[ =)

S

R

A71E

A

1

A

=
=

1. 28 =22t Af0) CH

HERSES Cf

1.

A @} ek ®ok Alal

o

Hok Abzh MY A ele] ®at oldjo] ABso] BAe] ARRERE 45

7 0k A}
A



40 e AIAEClo[LHA o3, H[167 AlAZ 2015, 12

g A7 ARESSE] AstE frddl] Bk AFALE FRAAT]E B2 T o3
ME THE frAg
+ Pressure to
nvest toward
Information Security
Security Incident
+ B1
Security
Awareness Information
Secunty Actlwtles

Investment to
Security

[T 2] 2o AtDof| 2 HEHSES

+
Deterrence

Activities

Detection
B3 ’ Activities
Prevention
Activities ( @ + @
+ + Punished
Deterred @ A Security
Security + [S)etec‘ged Incident
Incident ) Iec-]éﬁt%
Prevented feident
Security
Incident
\ 41
- Information
Security
Incident

(2% 3] Eotes

S7U00] W2 YEHSHE oF

%O Straub 9 Welke(1998)2] HQtE-%F7]d] whela] 351 gJo

PA—



2, =0k Apmo| T|sHof ChEH AIAH A

20144 FEE A AR U §3F S AR, A3 AL B
a9 AhEAks Aoz Ee AHE 95 e a2 o]dsi: Ao

uek Al ol sae sakel gkl o

Mok ALLE Ql3te] 17 ofeko] WAyl
A BolFi FEE)E WH0R WAT Aolth Ty F8EAe] B4 ol
A91e] FAZ QI ] BAAEE, 1999) P IE U Archecypeyh 2ol A%E £
F7he HAE 5 9 Aolth 2T, 1A o|ge FAte] Hate] 9P Fu
HEEEA PEE Fof P ozt Tl U GaT WAL Aol oldt 3

.

BkReinforcing) FEZRDN ofel] s S|Ake] Bl Abas S7HE 4= 9l Zlolth

=
2
2
—
_|>i
1o
e
ko
oXx
&
o
ofl
oXx,
o
'
&
-
s
5o
2

, e A

Resource

Customer's , . Detected Security
Churn - Customer's Incident
Limi Trust
imit \
_ Information @
Company Security Incident
- 4t Performance - + Damage
Investment RI + Perc_eived
Needs @ Risk
Information + @
@ + Security Activities
+ Management /
Pressure to invest . Attention Detect_l(_)n
toward Security Security 1~ C_"c_lpabﬂlty

Investment to Awareness




42 o= AIAEClo LA o1, A[167 AlAZ 2015, 12

iz
r'O
>
e
Rl
N
—_
nE
oZ
_?L
ol
>~
e
N
-~
0,
(o]
&
2
i
o,
O
S
_&

A AP F71E
@ 399 B0 S Aeld, AAAe] B Al e M% 24 Anuchel
o

=3 . A
ARaLe]l A7t fasA He vy F2B9)ol oA A EtiAnderson et al., 2004).

2%, TN 20 AU RA AFE A 9L ikl e 7

£ Fejsh, 24 velt ARRHe Arat #Y T EAAT, 17 oge] A%

A BT AN 4D AR cdste] T4 Rdol Flete] YUBERES NFA
o =

3. 5 TrHiofl CHet AlAHE] Al

AEeo1ne Al wE, Bt Abare] Frte] whE N9 HAle
sAbe] FHEE 5] Tt FAA N Fgo| wH= A
St HebAQ] B gpAle] gk HEo] HRHt] X|&A B 4

Ptk AT B 22N T8 3]Al A HAgE Bl =1

G Bl whdatar glom, o2 Qlate] gl Al Bk Abare] gk $HlE

3 ATE FRE2014)E ARED AHLu: A7 ARKS

T, ARRE 2AY Q¥ P4, ARRE ws FHE L QY Hel B4 &

, RUEE 2 2 RERse] 2 °é?f~ TD} ﬂz—ﬂé}i’i

of A7} wAE JEo] e AIAES
& e} ®ek Apart %%}Ud 1o FgAY tek A 3to] AstE

o] Azt 93] Frkght) olelgh f1F o R Qlato] Ao tigh A7} "ojA i Fie
2
_|<_>|_

$H
N, o
Fo O(;; jg

“" o

52

o

[ia
o o

)

nj

12l

o

o

i

11

offt fol I

(o]
T
fot 1o
=

QL

2

2|t

o:lo

f

o,

>

=

=

rok

oZi

j_ R

i
[-‘O
O/

] A2 olte] Az Kot
= ZstetAl "k olo] AshE A
A eksith

Arel itAlE Zus A Ja
ok 3 el uudes

HEQMFO R HoF ALLE ZAAAFE Bl FZ

_I

[e:



AXH ADS

HI
1z
~
w

St 28 et 2ot Medol =

People's Trust
toward Financial

N
- Transaction People's Trust

toward
Government
Information

Security
Incident B10

\ Regulations

Information

Security
Activities 4 +
Managment
Attention

[32 5] 28 2ot Atlof e I A 45t

IV. 28 IOl CHS A|ABICIO|LTA 24
1. 38 Al B Ng 7=

g 45 B=e) A A Frke FANES AT, BEA B
uH AAEge RS sl A AgHolor AANES PAT + Ukl
2006). e AAFEALE AFEE A Do) glolok 71EANE Fst] T 4
Qo AT Tl TEAS FUAL & Qov, dsle) AAFEuct RS

suieh 22l i S83Ael elEstar ik &, A S5 3AE ARle] gl s B
7

=
S AEsta Agska ArkAHES, 2011). B ARBSE 91 A= AT
Aol Asfso] Aol e AT s = AomA, ¥ 2 As A 2 = 4

(3314, 2009).

AE 71ed QauaAe s YAl By e wE2A 218w 7] witel] o] gk 1A
of W& wEA F& ydow F3le 7hsde] Ak AR AE NE S83x Pt
HRF ALILE WA|8l7] 9fsf ApAH o=
AARI FAIE A s dAg o] A F AAE Fre] A HAage] 7]
= A8t ok HPW T3, 2011).

ARRES 3 AP FANE BFSI, FF 6o AmE Bk U3 el 3



44 Tsk= AAEICloLHRIA o7, H163H M4Z 2015. 12

ot gy AX Ul AR FFAle wok Abae] tiEk QA RS Eate] AH AR A

A9 AAR 1B EA| e FIL7} YEAE dotsr] 93 BAjo] Agsirta &

on AzEgAe BEE AR AUXA AAF Al Ao W A RS =

A 4 otk AR gtAlE UAYE qrAeE EAEE fAE BF 23t QAR V)

%29.?_ HEGNE 71287 A2 TAR R A6 glo] s Bie] XA EH It
Ag

AYar oy, A EHE 31415 9 (Overshooting) 14 S50 2 A& 4 9l
3}

Information +

Secun Incident
v Regulations

\+
Possibility of Q ]

Security Incident Desired -
— % vestment Autonomy of
) Security Industry
+ R3
B11 Investment to
Prevention Security
Capabilities
+ | +
Effectiveness ]gnabh}tl}g
of Security ecurity
Product + Industry
[O2 6] ME 74| Lslol WE 2ot Melo| XEA H|ot
A F7A 9] QA EE 7|uro 7 F-§ Hol Aty WE Fg3Ale] AR v g
el s, el A o vk e A4 AR sl § 32 i
W 78 FIZB10, B12)9 743 FIRI, R3)E o] Fo) AlxE FRE Q,QL% 2 ot

S & IS gPo s FEAHIAE AlFsln glon V)& dHo g Algol



AXH ADE S8 28 AL 2ot Medo| FE #4 46

itk St1ol A ARl EHf‘a
S A el GA Ut vl

L 7o R A2E ALE Bk HA FEE oléﬂ

Information
Security Incident
People's Trust toward P
Financial Transaction ’ ’

Customers  poggibility of
Trust  gecurity Incident
M+ :
Damage . \ -
B10 | N
o : Customer's
Perceiveﬁl- i ; Chum
People's Trust 2 : y
toward R@@ | @ : R1
Government h : _ Y
; B2 | ! ;
: Information Company Prevention
v Security Activities | POHOMmAnce o coohiiities
Security |
- Awareness H . k
lati Management Pressure to invest +°
Regulations ; toward S i »
= Attention oward Securlly Investment
57} Needs
. Investment to T
Desired Security e ;
Investment Resource

Effectiveness of
lelt Security Product
R3

Autonomy of
Security Industry,

Enablmg
\L Security
2. MM K SHAS 95 A2 BE M
ARRete 71%H Bazl e TAs el 3AHe Yge] YEuyo

2 A7 ojok Bel Alae] 9]

S
IS AeA)E 283 93-S oA Ik st 5§ Bt /\}ﬂoﬂ ks

QAT AR
AT RS T 95t AL AV Y gew), 83U AFYE A

=
= Ae 29T S+ ok

o
=
ol
o
i
2
(o
HU
zi
:&J
N
i
4
i)
ol
=
fT
=
=
=



46 o= AIAEIClo[LHA o3, H[167 AlAZ 2015. 12

71EH Q1 Tt Al distel= B R Al WAl arstelof & Alojth UAEE A=
Folxl A&A4 AYE dSy st wAgsrlol itA4 S 2 Al &3t 2t gle
o, A WA ESIE Q8 FARA] 2 183% Fo a3t o A vErd Z2o®E &
Ak GE, 2011; AElE 9, 2015). B8 UAE R gfA] WS 1ok ake]eo) A4S

ofN

o7, G Al S Foln, BRasAL o)FH FAES PAske ol
2359l e westelol & Zeltkaes, 2011,

©,
%o
<

Information
Security Incident
People's Trust toward e ;

Financial Transaction ¢
ustomer's  pogsibility of

Trust Security Incident
’+ ; v
People's Trust Damage : A

toward -

Customer's
Government

Percewe?i'-RLsk I"; Churn
SN R
Information | Company . povention

Regulations : g ‘+ tsS(ecunty Activities | Performance Capabilities
: ecuri ; ;

+ ¥
\‘l\danagement}vareness Pressure to invest +':'
Attention toward Secuntylnves tment

Desired V Q Needs

Pressure to Investment—__4 Investment to

mitigate
Resource Effectiveness of
lelt Security Product
@ /

Regulations
Security —®  Industry
Industry

ol
mo B o
> o
X Lo
[‘E.in
B
2w
2
=

(o]
L o
o =
NN
;»tto

N
C e
L2
DU
2
s

F B
Nrﬂd
-
ﬂrlomg
é‘“ﬁ

N
R
r?L“{?
Ry
T =
o,

H A= Xﬂﬂ atal A< Oé & T A

=
Fol wok Aol 484SRt T YA
%

>

oX
o
s
ofo 119‘
o2
ot
o
N
rir
Hd
N
E

L
>
>
ol
ol
o)
[
L)
2
l-lO
N
P}
=
Lol
B
mlm

ofN X
i
ofr
ol

=
>,
Y
)
rot
O,
ol
4
)
o
il
ol
ofo
e
2
>
ﬁd
ru1m
I
N
o
2
]
o,
2
o
o,
o
2
X
rQ
il
rot
2,



g 7iee] ol 8AREClAl P NHAS A = 5 oS slolth whebA flelA
AR GAR FxHA FPE F2A Ryl tiF TS A8 s Bt Ak 2
o it UHY 252 FUkske] B13 FEZE o83 A RS AT 5 Sl

AR AlzE fFFReIME T FEB10, B12, B13)9F 8 FERI, R3)7F Al2E A
Aol Fes vk FAlo 43E Folo] HPAQ BRFow §AF Aotk

V.2 E

G3Ake] HeE Abal= o] gAEAl A AU ek bR NS A
=]

A A Z A MBS Tl 5, ARE 28 B Al e
WET DTS Bk Bz Agsel tgsta gon, oHd B wge

2t Bt QAW 71G0RE Bek A9 A&HE AE TAEN T
PR A5 ek A2 Am—g— Folo] LA FAS B QAT LA 7
sebel, wok Akglel AEAS Adsle] wek Aol AR kRt QXA Ra) Px
57 gt AnEEs} e 9 Sk

B ol 7o) AXoRE A, ARRERE) tE HAHEFY]) Bl thae] Alxd
ARE Fal AEAN AP BANA 5 vSme Fogi dew I TR 045
T IAER ARG Aolth odF AIAES Fal oA, oy, WA 2 wRBEFo| I
A Se P2 5L o|Folok s, ARNEBEL 2] o3 g mek A

A, 58 Het *Ploﬂ EH‘E “JZ]% -?4311 E“dx—??l /‘}ﬂ%— T A FYLe A
O 2 Hel Abel| o] glE AoR HolX|vh A7 oz Ml Ao A& o
FE T3 A Bl Ao AAES s A9E Mg F dve Als" FRE
HAE % A

of AAF UAER TAZ iﬂ%é}% 1 Aotel A A
A9 0 WAL S S geldk AR TS 98 4R sl
q

g ¥ 222 5 @, 2010, WAL FAZ FH A Al ke 4



HCto|A o4t HM167 M= 2015. 12

A

48 3= A

ol

o]

=

=

op 5

-

R

Fo1 A

O

atof 9
HhebR I g

o

4
b, dnh ge wie it

atol ool =

=

=

S

& 71E48 Al

[¢)

4
otk w3k AjaEltto|jul 0] At

13e]

=

=

1=

A
A ¢

=

o

A

A

ol
A7 TrAle] AA el A

5
T

5

S

7] 9l

5

g5-of T4l Gl o

sto= A

5

3 A1

o}
-
ARkl

o] AlEde]

H
= %
i

o)
)&

o] 74

Zfell

7}
_/":

|

Aol HAUY FRIATAM ] o3}

U
Aol ehstol] digt

ol

A

A

R
[¢)

A

s}
=

al

8

A heg 5t

R

Zoltt. A& Z2A A 1A

S B =Rl
o} AR A A4

A 7N

A 228 9FHIIE AN
B A&

H] 2]
3}
=
w
<

23]
ww

él

&4 5] of

S

stef )

<]

a3s F

1

3
A

q

\=]
54

A
p

q

fol A myg o AEeo]

5



AXH ADS S5t 28 AR 2ot Medol &=

HI
1z
IS
©

AL (20142). "HAPAR R IA-FEE HEES 9 AlolHbA #e - s AE,
AL 2014b). THEAMARE DA -FF 34 G E 7 B AL - 2 A
-
. (2000). “AAA| =] AlEH o] W E: NUMBER”. TA|Z~ETtojE] 2, A1 A2
<, pp.9l-111.
- Q1. (2012). “EHeHAE] 1A @8lo] 2 o] HRAIAE Wk g vkl ek 14
g 7o) ef] wx|= G TInformation System Review; 147 |23, pp.21-46.
. (2006). “TE TGt AR BT #3F A r-AA- R | A2006E A3Z, pp.39-58.
CQ011). “AREE AEAES AEE Bok FgAY YTl Bauob TYF TR
238 A1Z, pp.233-273.
oo}, (2015). “THAIMIAE| B3} aate] AlE4 H7tet S ATEAY FAF 2 aLg
Fe=s AR AT, A4 A=, pp.3-48.
4. 2011). “HOHAQ]I} FA7E 7]12] Hekehgdl vA|= JgF B4, el A g 8)E]
Ay Aled A4=, pp.53-73.
- A (2015). “BEESE HE oA z9t 97|tSo] AR REF Aol mX= FgF
of gk A", TInformation System Review, A|17¢ A1E, pp.114-169.
- AR o1, = AAbaE A R B R THEE S]], A1
73, pp.53-61.
o]-& (2006). “HAAEEAUE A&l wE AAEso] AP TAAR R, A2006W A4S
pp.45-63.
TRZ. (2014). “H1A T BEES frifel WE JHES FAZE9] xfo] &4, Mek
AAA A, A19A ANE, pp.63-78.
A - AN - Fa 2013). “AlzETtol 2 7S o] 83 247 A A Hop
rA ety ) A48 ANE, pp.55-68.
A (2003). “BHES AA54 A A4 a3 B4 TAZE Tl ) A4
23, pp.5-44.
AR 25E - o] (2012). w83 AAR R R o] tigk WA e B ¢I
FAsia Pacific Journal of Information Systems; |22 A&, pp.53-77.
A o11). “BHALS| ] =S HE A% A =k S FRESE AbaLe] #33}

7121[

A
Ny
offt
rios
2
g
>
i)
.,
o,
=
=)
l>
=
o2
Sl
iii

o Fob g

offf - 1

7121[

o
ox

(o

o
ro,
1%

o
o\
fel

oy
fuj
Ho

Ho jubad
ne
rot

<

o,
&
=)

>



50 &= AAHCIO|HA o H163 HAZ 2015. 12

o} oA, 7P AATF, AsA A4ZL, pp.55-77.

Hs. 011). “TFAILs] tigk WA a2l - &7 2 Ala, SEARS UAEE A4S
sHoE TENErAT, Al2d AlLE, pp.317-347.

§319). (2009). AT BHBLNL) ] Al FAlel tig 7 - AHgd7]se]
FEUA 9 B #et HES FAHOR THE, Alssd Al4E, pp.258-301.

Fe3]. o11). “UIAEIR qpAlk Al BAe] AjA TS Al10E, pp.81-102.

Andersen, D., D. M. Cappelli, J. J. Gonzalez, M. Mojtahedzadeh, A. P. Moore, E. Rich, J. M.
Sarriegui, T. J. Shimeall, J. M. Stanton, E. Weaver, and A. Zagonel. (2004). “Preliminary
system dynamics maps of the insider cyber-threat problem”. Proceedings of the 22nd
International Conference of the System dynamics Society.

Foroughi, F. (2008). “The application of system dynamics for managing information security
insider-threats of IT organization”. Lecture Notes in Engineering and Computer Science,
vol.2170, no.1, pp.528-531.

Gefen, D., V. S. Rao, and N. Tractinsky. (2003). “The conceptualization of trust, risk and their
electronic commerce: the need for clarifications”. Proceedings of the 36th Annual Hawaii
International Conference on System Sciences, 2003.

Straub, D. W., and R. J. Welke. (1998). “Coping With Systems Risk: Security Planning Models
for Management Decision Making”. MIS Quarterly, vol.22, no.4, pp.441-469.
Theoharidou, M., S. Kokolakis, M. Karyda, and E. Kiountouzis. (2005). “The insider threat to
information systems and the effectiveness of 1SO17799”. Computers and Security, vol.24,

n0.6, pp.472-484.

http://www.bai.go.kr, 10 Jul., 2015.

http://www.laws.go.kr, 10 Jul.,, 2015.

htep://www.fki.or.ke/FkiAct/Promotion/Report/, 10 Jul., 2015.

p Mgl 1 2015. 8. 30. / =&Y : 2015. 11. 18. / AIKHEALY : 2015. 11. 23.



