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Cookie Replay Attack in Web Applications
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ABSTRACT

As web accessibility has been easier, security issue becomes much more important in web applications demanding user authentication.
Cookie is used to reduce the load of the server from the session in web applications and manage the user information efficiently.
However, the cookie containing user information can be sniffed by an attacker. With this sniffed cookie, the attacker can retain the web
application session of the lawful user as if the attacker is the lawful user. This kind of attack are called cookie replay attack and it
causes serious security problems in web applications. In this paper, we have introduced a mechanism to detect cookie replay attacks and

31

http://dx.doi.org/10.3745/KTCCS.2015.4.1.31

defend them, and verified effectiveness of the mechanism.
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Fig. 2. Session maintenance time in web server
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Table 2. Algorithm of defense mechanism (login, loginProc)

//input datal : userid (user id value)

//input data2 : password (user password value)
//output datal : session_token (session value)
//output data2 : user_token (static user value)

login() {

Setting a value to null user_token;
}
loginProc(userid, password) {

Create of session_token;

Setting a value in the user_token;
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Table 3. Algorithm of defense mechanism (Detect, Defense)

//input datal : active (session status value)
//input data2 : session_token (session value)
//input data3 : user_token (static user value)

//return value of sessionStatus() [active | destroy]
Call sessionStatus();
//Verification (for defense of cookie replay attack)
If(session_token == null) {
Execute log out;
} Else If(active && user_token == null) {
Detect for attack without authentication;
Defense for attack without authentication;
} Else If(active && session_token != user_token) {
14 Detect for attack after authentication;
15 Defense for attack after authentication;
16 |}
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Table 4. Result data of experiments (attack after

authentication)
Seq User id Veﬁficztril(c)lnu(;l; rs_(z(s)}s{ié);,token

1 testl N/A

2 testl N/A

3 testl TRUE

4 testl TRUE
Rowl 5 testl TRUE

6 testl TRUE

7 testl TRUE

8 test2 FALSE

9 N/A N/A
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Table 5. Result data of experiments (attack without
authentication)
. Verification of session_token
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