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An Android API Obfuscation Tool using Reflection and String Encryption
Joohyuk Lee" - Heewan Park™

ABSTRACT

Reflection is a feature of the Java programming language that can examine and manipulate components of program itself. If you use
the reflection, you can get an obfuscation effect of Java source because it converts sources into complicated structures. However, when
using it, strings of components name of program are exposed. Therefore, it cannot prevent static analysis. In this paper, we presents a
method and a tool of interfere with static analysis using reflection. And in this case, exposed strings are encoded using Vigenére cipher.
Experimental results show that this tool is effective in increasing the overall complexity of the source code. Also the tool provides two
types decryption method based on server and local. It can be selected based on the importance of the API because it affects the execution
speed of the application.
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try {
Class<?> cls = Class.forName(“java.io.PrintStream”);

Class<?> arg = String.class;
Method m = cls.getDeclaredMethod(“println”, arg);

PrintStream printStream = new PrintStream(System.out);
m.invoke(printStream, “Hello World”);
} catch (Exception e) {}

Fig. 1. Reflection example of System.out.printin(*Hello World")
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openFileOutput : Output
openfFilelnput Input

Name : &
phone Number : 031

getContentResolver : phone Number : 010 U= PNEYR IS

Name : 4t/

N
(Idoctype htmiXhtml itemscope=""
itemtype="http://schema.org/
WebPage" lang="ko"XheadXmeta

openConnection : content="width=device-width,

minimum-scale=1.0" Title
name="viewport"Xmeta content="/ o

i |
e {Lc‘:o‘d‘ln‘g‘ ‘r_“omplete)

AAAAAAAAAAAAAAAAAAAAAAAAAAA
getLatitude : 37.
getlongitude : 121

getDeviceld : 3
getSubscriberld : L
getSimSerialNumber : 8
getlinelNumber : 010,

getMacAddress : B
getlPAddress :
isWifiEnabled :  false

Build.DEVICE : SHV-E120S
Build$ VERSION.RELEASE : 4.1.2

Fig. 2. Sample app based on dangerous API group
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Table 1. Dangerous API List of Android for applying Reflection A

Method name Class name
openFileOutput android.content.
openFilelnput ContextWrapper
isWifiEnabled
getIpAddress android.net. WifiManager
getMacAddress
getDeviceld
getSubscriberld
- - android.telepony. TelephonyManager
getSimSerialNumber
getLinelNumber
getLatitude . . )
- android.location.Location
getLongitude
openConnection java.net.URL
getContentResolver android.content. ContextWrapper
sendTextMessage |android.telephonyManager. SmsManager
setLatestEventInfo android.app. NotificationManager
Field name Class name
MODEL android.os.Build
RELEASE android.os. Build$VERSION

Table 2. Dangerous API List of Android for applying Reflection B

¥ String in parentheses is the return type.

Parameter |Parameter does|Parameter
exists and |not exists and |exists and
Method name . .
return type 1s | return type 1s [return type
not void. not void. is void.
openFileOutput | (OutputStream) - -
openFilelnput (InputStream) - -
isWifiEnabled - (boolean) -
getlpAddress - (Integer) -
getMacAddress - -
getDeviceld - -
getSubscriberld - (String) -
getSimSerialNumber| - -
getLinelNumber - -
getLatitude - -
- (Double)

getLongitude - -

" _ (HttpURL ~
openConnection Connection)

. _ (Content B
getContentResolver] Resolver)
sendTextMessage - - (void)
setLatestEventInfo - - (void)

Field name Return value

MODEL '
String
RELEASE
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Table 3. Method that applies Reflection based on parameter
and return value

Parameter exists and return type is not void.

FileOutputStream writer = null;
Class <?> cls = Class.forName(“andorid.content.ContextWrapper”);
String methodName = “openFileOutput”;

Class<?>[] paramTypes = null;
for(Method m : cls.getDeclaredMethods()) {
if(m.getName().eqauls(methodName)) {

paramTypes = m.getParameterTypes();
}
}

Method m = cls.getDeclaredMethod(methodName, paramTypes);
writer = new OutputStreamWriter(

((FileOutputStream) m.invoke(new ContextWrapper (getApplication
Context()),

new Object[]{“exam.txt”, MODE_PRIVATE})));

Parameter does not exists and return type is not void.

Class<?> cls = Class.forName(“android.net.wifi.wifiManager”);
Method m = cls.getDeclaredMethod(“isWifiEnabled”);

Boolean b = (Boolean) m.invoke(wifiMgr);

Parameter exists and return type is void.

Class<?> cls = Class.forName(“android.telephony.SmsManager”);
String methodName = “sendTextMessage”;

Class<?> paramTypes = null;
for(Method m : cls.getDeclaredMethods()) {
if(m.getName().eqauls(methodName)) {
paramTypes = m.getParameterTypes();
}
}

Method m = cls.getDeclaredMethod(methodName, paramTypes);
m.invoke(sms, new Object[1{“821012345678”, null, “TEST”, null,
null});
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Table 5. Comparison of encryption average times for various
common symmetric encryption algorithms(second)

. AES AES Tripple
Vigenere | jogpit) | (256bit) D15 DES

0.68 1.86 297 3.27 3.85
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and separate to method and field.

Y
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based on obtained data of previous
steps.
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type, and invoked object, convert API Data.
source based on API Data. .

Generate converted source file.

Fig. 3. Operating procedures of conversion tool
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Create an appplication
based on dangerous API
group.

Using the convert tool,
create an application
based on reflection.

Using the convert tool,
create an application based on
reflection and string encryption.

After extracting
"classes.dex", it
decompile using
"dex2jar”.

~ "
Static analysis using After each execute
jd-gui and Codepro 100 times, compare
Analytix. the execution time.

Fig. 6. Experiments and Evaluation
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Table 6. Analysis results of the API call using jd-gui

1 |jd-gui judged “Error”.

Original | 2 |[(Omission) localWifiManager.isWifiEnabled());
source

SmsManager.getDefault().send TextMessage(“821
012345678, null, “TEST”, null, null);

1 |jd-gui judged “Error”.

Method localMethod3 =
Class.forName(“android.net. wifi. Wifilnfo”)
.getDeclaredMethod(“isWifiEnabled”, new Class[0]);
(Omission)

((Boolean)localMethod3
.invoke(localWifiManager, new Object[0]));

while (true) {
(Omission)
Class localClass =
Class.forName(“android.telephony.SmsManager”);
(Omission)
Method localMethodl =
localClass.getDeclaredMethod(“send TextMessage”,
(Class[DlocalObject);
Object[] arrayOfObject = new Object[5];
arrayOfObject[0] =
“821012345678”; arrayOfObject[2] = “TEST”;
(Omission)

Converted
source using
reflection

1 |jd-gui judged “Error”.

Method localMethod3 =
Class.forName(this.decoder.decode(*.Yjin2.iyBN
ppvk6noGbcUJXZwsv”));
.getDeclaredMethod(this.decoder.decode(“g32%$e2
zxlyFv8”), new Class[0]);
(Omission)
((Boolean)localMethod3.invoke(localWifiManager,
new Object[0]));

while (true) {
(Omission)
Class localClass =

Converted
source using
reflection

and Class.forName(*.Yjin2iEBFviut$NCeimUJXZ
encryption wsv");
(Omission)
Method localMethodl =

localClass.getDeclaredMethod(“qPt6SYsDXBM]J
5tj”,
(Class[DlocalObject);
Object[] arrayOfObject = new Object[5];
arrayOfObject[0] =
“821012345678”; arrayOfObject[2] = “TEST”;
(Omission)
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Table 7. Analysis results of the APl call using Codepro Analytix (lines)

Converted to

Original | Converted to . .
. .| using reflection
source |using reflection .
and encryption
Number of Lines 452 770 839
Average Lines
of Code Per Method 13.16 2636 2351
Average Block Depth 1.46 1.54 143
Average 2.16 172 185

Cyclomatic Complexity

42 AT 55
AY e £4sked Fig 73 2ok

Server

Decryption

(Server)

x100 x100 100 %100

Fig. 7. Diagram of the experimental method
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CPU :Qualcomm Snapdragon S3 APQS060
Specificati SoC 1.2GHz
[ PPecheation p ANt 1 1GB
Android Platform : Android 4.1.2
Fhone Download : 24.32Mb
ownload : 24. pS
Ne[tl"é;’rk Upload © 21.04Mbps
Delay : 35.62ms
CPU : Intel i3-3220 @ 3.30GHz,
Specification| RAM : 4GB
e OS @ Windows 7 SP1 64bit
Network Download : 91.8Mbps
18] Upload : 93.1Mbps
Delay : 5.0ms
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Fig. 8. Experimental results

Table 9. The results of time measurements(second)

Average
481

Maximum
5.27

Minimum
439

Original source

Converted source using

. 4.
reflection o

5.59 5.04

Converted source using
reflection and encryption
(Local)

Converted source using
reflection and encryption
(Server)

5.10 6.75 598

13.99 16.89 1455
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